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A management official of the association should complete this questionnaire.  If the association lacks adequate internal controls regarding funds transfers, the examiner should verify appropriate responses and initial in the verified column.  The flagged questions are the suggested minimum verifications.  Management must provide the examiner with an adequate written explanation of all “No” answers, with an appropriate reference to the question, and supply copies of applicable written procedures.  If a question is not applicable to the association, respond with NA.

[image: image10.jpg]



	
	Verified by Examiner
	
	
	Yes
	No
	NA

	Funds Transfer and Wire Controls

	
	     
	1. 
	Indicate the method that the association uses to wire funds:

Fedline:
	
	
	

	
	
	
	     
	
	
	

	
	
	
	Money Transfer Workstation: 
	
	
	

	
	
	
	     
	
	
	

	
	
	
	Voice:  
	
	
	

	
	
	
	     
	
	
	

	
	     
	2. 
	Average dollar volume and number of transfers: 
	
	
	

	
	
	
	     
	
	
	

	
	
	
	Specify per day, week, month, or other: 
	
	
	

	
	
	
	     
	
	
	

	
	     
	3. 
	Average daily amount available for transfer, if limited: 
	
	
	

	
	
	
	     
	
	
	

	
	     
	4. 
	Peak amount available for transfer, if limited: 
	
	
	

	
	
	
	     
	
	
	

	
	     
	5. 
	Does the association have written wire transfer procedures?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	6. 
	Do personnel consistently follow the procedures? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	7. 
	Who is responsible for supervising the wire transfer activity to ensure compliance with the written procedures? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	8. 
	Is an internal or independent audit performed of the wire transfer procedures?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	9. 
	Does the association provide adequate training to personnel involved with the wire transfer process?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	10. 
	Does the association segregate securities-transaction-related duties among the buyer/seller, the trader, and settlement clerk? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	11. 
	Are dual authorizations (maker, approver) required before the sending department acts upon internal wire transfer requests? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	12. 
	Do procedures require that the association actually transfer collected funds out of the customer account before the wire transfer department makes outgoing transfer orders?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	13. 
	Do personnel involved with wire transfers receive proper background screenings, including criminal record investigation? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	14. 
	Are sendable funds limited by using separate correspondent accounts to send and to receive funds?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	
	Are controls to limit daylight overdrafts effective? 
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Briefly describe the controls:
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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	15. 
	Does the association audit the wire transfer log periodically?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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	16. 
	Does the association keep a complete log of wire transfer activity for audit?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	17. 
	Does software provide a log of all wire transfer activity?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	18. 
	If a data terminal is used, is an unbroken paper printout copy of all activity reconciled to requests daily?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	19. 
	Are interim daily reconcilements and end-of-day reconcilements performed with all reconciling items cleared?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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	20. 
	Does the association prohibit the person who performs end-of-day balancing from executing wire transfers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	21. 
	Is the person who executes wire transfers prohibited from access to cash (such as having a teller drawer)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	22. 
	Does the association prohibit the person who reconciles the association’s deposit account affected by wire transfer activity from executing wire transfers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	23. 
	Is a timely reconciliation made, by a person not involved in the wire transfer process, of wire transfer activity statements from a service provider compared with internal wire transfer activity records?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	24. 
	Does the association keep a permanent record of all customer wire transfers listing the date, amount of the transfer, person authorizing the transfer, test code or PIN, and detailed instructions?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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	25. 
	Does the association restrict access to test codes to only those employees authorized to handle wire transfer requests?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	26. 
	Does the association keep the test codes in a secure place?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	27. 
	If the association uses code words, do they change them periodically?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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How often?
	
	
	

	
	
	
	     
	
	
	

	
	     
	28. 
	Does the association strictly forbid the transfer of uncollected funds?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	29. 
	Does the association require dual officer approval for large-dollar transfers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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Who is authorized and what are the limits?
	
	
	

	
	
	
	     
	
	
	

	
	     
	30. 
	Does the association require customer and/or bank verification callbacks for voice wire transfers above an established dollar threshold?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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Who is responsible for verification?
	
	
	

	
	
	
	     
	
	
	

	
	     
	31. 
	Does the association make all securities-transaction-related transfers only after the verified receipt of securities (delivery versus payment)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	32. 
	Does a person independent of the transaction approval or processing balance wire transfers at least daily?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	33. 
	Does the association have a dual entry/release system for wire transfers?

For computerized systems, does one person input transfer instructions and another person verify and release the transfer? 

For associations that call in wire instructions to a correspondent institution that performs the wire transfer, does one authorized person originate the call; then does the correspondent institution have a second person make a callback to a second authorized person to verify the authenticity of the sire instructions?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	34. 
	Has the association made unusual, frequent, or sizable transfers offshore to Privacy Act Havens (such as Panama, Switzerland, the Netherlands Antilles, or the Cayman Islands)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	35. 
	Does the association require that customer wire-transfer requests be in writing and signed by the customer wiring the funds?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	Wire Transfers Using Personal Computer Systems

	
	     
	1. 
	Does the association keep the personal computer executing wire transfers in an area that is physically secure from unauthorized employees and the public?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	2. 
	Does each authorized user of the wire transfer system have a unique password known only to that user?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	3. 
	Do separate persons enter and release outgoing transfers with separate unique passwords?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	4. 
	Do employees adequately protect passwords to ensure that only the authorized user is aware of the password?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	5. 
	Does the system require users to change their password periodically?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	6. 
	Are procedures (such as the system requiring two users’ passwords) in place to ensure that one person enters the wire transfer and another person verifies it before releasing the wire transfer?  
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If so, what is the time interval for going into waiting mode?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	7. 
	When each user finishes a series of transactions, and leaves the wire transfer terminal unattended, does the terminal go into a waiting mode where it is not possible to send outgoing wire transfers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	Branch Procedures (Customer-Requested Wire Transfers)

	
	     
	1. 
	Does a branch procedures manual contain a clear and concise description of branch wire transfer procedures?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	2. 
	Are telephone requests from the branch office to the main office for two-party wire transfers accepted?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	3. 
	Briefly, describe the procedures the association uses to ensure that such requests are authentic.
	
	
	

	
	
	
	     
	
	
	

	
	     
	4. 
	Does the association identify all transfers by sequential code or encrypted passwords in prearranged order with correspondents?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	5. 
	Are third-party wire transfers by telephone confirmed by four-person callback procedure (sender, receiver, approver, confirmer)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	6. 
	Does the association record all calls?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	7. 
	Does each participant document callbacks?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	
	Is a signed customer-authorization form required as a source document and proof of authorization for customer-requested wire transfers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	8. 
	Do the forms indicate the date, time of day, wire-from- and wire-to-account instructions, and initials or signatures of personnel who processed the request?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	9. 
	Does the association retain customer authorization forms?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	Internally Generated Wire Transfers (Department Requests for Wire Transfers)

	
	     
	1. 
	Does the association require that all departmental wire transfer requests be in writing, on a preprinted form?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	2. 
	Does the request form contain all necessary from-account and to-account information?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	3. 
	Do departmental request forms indicate the initials or signatures of the initiator and approver who authorized the wire transfer?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	4. 
	Do separate persons originate, approve, and send internally generated wire transfers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	5. 
	Do department wire transfer telephone or facsimile requests made from remote locations require a callback to that location to ensure that the wire transfer request actually originated there?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	

	
	     
	6. 
	Does the association have controls in place that require action by two people to complete a transfer, one to receive or initiate the request and another to confirm authenticity?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	     
	
	
	


	Prepared By:  
	     

	Verified By:
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