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Description:
Change in URSIT Usage for Examinations of National Banks

TO:
Chief Executive Officers of National Banks, Department and Division Heads, Examining Personnel, and Other Interested Parties

PURPOSE AND BACKGROUND
This bulletin revises the policy of the Office of the Comptroller of the Currency (OCC) in applying the Uniform Rating System for Information Technology (URSIT) to national banks.  Additional information on URSIT can be found in OCC Bulletin 99-3: Uniform Rating System for Information Technology (January 29, 1999).

On April 1, 1999, the OCC adopted URSIT as recommended by the Federal Financial Institutions Examination Council (FFIEC).  The OCC and other federal banking agencies use the numeric ratings of URSIT to communicate the significance of risks resulting from the use of information technology systems by financial institutions and technology service providers. 

URSIT consists of a composite rating and four component ratings: 

· The composite rating is a 1-5 scale reflecting the significance of technology-related risks.  The higher the composite rating, the greater the risk.  Institutions rated 3, 4, or 5 merit special supervisory attention. 

· The component ratings, using a 1-5 scale, correspond to the functional activities that support information technology services and processes.  The functional components include the adequacy of the organization’s overall IT audit program (Audit); the abilities of the board and management as they apply to all aspects of IT acquisition, development, and operations (Management); an organization’s ability to identify, acquire, install, and maintain appropriate information technology solutions (Development and Acquisition); and an organization’s ability to provide technology services in a secure environment (Support and Delivery).

SUMMARY OF POLICY CHANGE

For information technology (IT) examinations of national banks
 that begin after April 1, 2001, the OCC will assign only the URSIT composite rating.  Full URSIT ratings, composite and components, will continue to be assigned during OCC examinations of other entities that provide technology services to national banks. 

The OCC’s change to URSIT composite-only ratings is consistent with the agency’s move toward a more integrated, risk-based approach to IT examinations.  Under an integrated examination approach, examiners will consider all of the risks inherent in automated information systems, not just those assigned to the IT portion of the examination.  Integrated IT supervision focuses on how banks manage and control the risks associated with the use of technology resources.  These risk issues, common to all automated systems, include:

· The management of technology resources (whether in-house or outsourced);

· The integrity of automated information (i.e., the reliability of data and protection from unauthorized change);

· The availability of automated information (i.e., the adequacy of business resumption and contingency planning); and 

· The confidentiality of information (i.e., protection from accidental or inadvertent disclosure).

OCC examiners will continue to review the functional activities currently rated by the URSIT components.  However, findings from these reviews will be presented in narrative comments that emphasize the underlying information security risks and risk management practices, rather than in the numeric form of URSIT’s functional component ratings. 

Examination procedures focusing on these common technology issues will be included in future updates to the Comptroller’s Handbook.

ADDITIONAL INFORMATION:

For more information, contact Clifford A. Wilke, Director, Bank Technology Unit, at 

(202) 874-5920; or Aida Plaza Carter, Director, Bank Information Technology Operations, at (202) 874-4740.  

________________________

Emory W. Rushton

Senior Deputy Comptroller

Bank Supervision Policy







� The term “national banks” is used to collectively refer to nationally chartered banks and their wholly owned subsidiaries, nationally chartered trust companies, and federally chartered branches of foreign banks. 
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