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Introduction

Background

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook booklet,
“Community Bank Supervision,” is prepared for use by OCC examiners in connection with
their examination and supervision of community national banks and federal savings
associations (collectively, banks).! When it is necessary to distinguish between them,
national banks and federal savings associations (FSA) are referred to separately.

Examiners should use this booklet when examining banks in the OCC’s community bank
supervision program (i.e., a bank supervised out of one of the OCC’s four district offices or
the Special Supervisi@g Division). Generally, banks with assets of $10 billion or less are
characterized as ¢ ity banks. The “Bank Supervision Process” booklet of the
Comptroller’s lains the factors considered when the OCC designates banks as
community, midsizegor lafge’
Accordingly, examine d dpply the information in this booklet consistent with each
bank’s individual circu

The “Community Bank Superwisi
in the “Bank Supervision Process”
other booklets of the Comptroller’s
Examination Handbook and the FFIE
Examination Manual.?

t summarizes and expands upon the information
d should be used in conjunction with that and

like this one throughout the booklet. Examiners should refer to theSe
with the content in the “Community Bank Supervision” booklet. If all ntent of a section of this booklet

The OCC’s community bank supervision process is designed to

e determine the condition and risk profile of the bank.

e evaluate the overall integrity and effectiveness of the bank’s risk management system by
conducting periodic validation. Validation is accomplished by a combination of
observation, inquiry, and testing.

e assess the bank’s compliance with banking laws and regulations.

e communicate examination conclusions and deficiencies to bank management and
directors in a clear and timely manner, and obtain commitments to correct deficiencies.

! This booklet is not used for the supervision of federal branches and agencies of foreign banking organizations.
Refer to the “Federal Branches and Agencies Supervision” booklet of the Comptroller’s Handbook.

2 FFIEC is the Federal Financial Institutions Examination Council.
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o verify and validate the effectiveness of corrective actions or, if actions have not been
undertaken or accomplished, pursue timely resolution through supervisory or
enforcement actions.

Community Bank Supervision Organizational Structure, Roles,
and Responsibilities

Related “Bank Supervision Process” Booklet Section

e “Introduction” > “Bank Supervision Organizational Structure, Roles, and Responsibilities”

This section provides an overview of the OCC’s organizational structure, roles, and
responsibilities pertaining to community banks (shown in figure 1).

Figure 1: The OCC'g Zational Structure for Community Bank Supervision

Se.ior Deputy Comptroller for
Mid=*ve and Community Bank
Supervision

Deputy Comptroller for
Thrift and Special
Supervision

Community Bank
Deputy Comptrollers

Associate

Deputy
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Deputy
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Managers and
Examiners-in-
Charge)

Direv “orls® or
Special
Supervision

Problem Bank
Specialists

Senior Advisor
for Thrift
Supervision

Note: The Midsize Bank Deputy Comptrollers management structure is lighter in tone in figure 1 because midsize banks are
not in the scope of this booklet. Refer to the “Bank Supervision Process” booklet of the Comptroller's Handbook for information
regarding the OCC's organizational structure for midsize bank supervision.
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Community banks are supervised under the Senior Deputy Comptroller for Midsize and
Community Bank Supervision (MCBS). The community bank deputy comptrollers include
one for each district. There is also a Deputy Comptroller for Thrift Supervision and Special
Supervision. Each district deputy comptroller is supported by one or more associate deputy
comptrollers. The Deputy Comptroller for Thrift Supervision and Special Supervision is
supported by one or more directors for special supervision and a Senior Advisor for Thrift
Supervision. Each of the MCBS deputy comptrollers is responsible for the supervision of a
portfolio of banks. The Deputy Comptroller for Thrift Supervision and Special Supervision is
additionally responsible for overseeing the consistent integration and application of
supervisory policies for FSAs into the OCC’s mission.®

The Compliance Supervision Management Division within the Compliance and Community
Affairs (CCA) Department provides technical expertise to the OCC’s MCBS Department
regarding consumer g@mpliance, Bank Secrecy Act (BSA)/anti-money laundering (AML),
the Community Rg ent Act (CRA), and fair lending laws and regulations. Specifically,
the Compliance €upcings anagement Division provides guidance for preparation of
supervisory strategie ion, quality control, and identification and monitoring of

Related “Bank Supervision Process” B@loklet Se€ti
e ‘“Introduction” > “Bank Supervision Organ n rugfyre, Roles, and Responsibilities” > “Assistant
Deputy Comptroller (Community and Midsize k:
e gipel
banks. ADCs also manage the team of examiners a0 ‘
a field office. The director(s) for special supervisionha

responsibilities as an ADC for a portfolio of problem ba
and assign examination staff. ADCs

ision support staff that compose
iarsupervision and oversight

e maintain an awareness of trends within the financial service and understanding
of risks within his or her assigned portfolio of banks.

e approve appropriate supervisory strategies for individual banks.

e take actions within their authority to require banks to address deficiencies, including
recommending enforcement actions when necessary.

e supervise personnel directly responsible for bank supervision.

e consider training and development needs of assigned personnel and how these will be
met.

e direct planning, scheduling, and monitoring of supervisory activities for
— effective use of resources.

3 Pursuant to 12 USC 4b, the Comptroller of the Currency shall designate a deputy comptroller, who shall be
responsible for the supervision and examination of FSAs. The Deputy Comptroller for Thrift Supervision and
Special Supervision fulfills the role of supervising and examining FSAs by overseeing the consistent application
of supervisory policies for FSAs.
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— consistency with identified priorities.
— compliance with OCC policies.

e assign portfolio managers and examiners-in-charge (EIC) to banks or groups of banks, as
applicable.

e review and concur with examination conclusions before conclusions are finalized.

e ensure that the OCC’s supervisory information systems reflect the current risk profiles
and conditions of assigned banks.

e attend management exit meetings and board of directors meetings to promote consistent
and effective communication. ADCs may appoint designees to attend exit meetings and
board meetings, as appropriate.

e maintain communication with points of contact at other regulatory agencies and
coordinate requests from other regulatory agencies (foreign and domestic) through the
appropriate deputy comptroller or associate deputy comptroller. If another agency
participates joi W an examination, the ADC should ensure that (1) the supervisory
strategy incl ient detail regarding each agency’s roles and responsibilities so
that unnecessary k0N can be avoided and (2) the activity is conducted in
accordance with

e countersign report

e sign or countersign ot

jon (ROE).

Portfolio Managers and Exa

Related “Bank Supervision Process” Bookle

e ‘“Introduction” > “Bank Supervision Organization oles, and Responsibilities” > “Portfolio
Managers and Examiners-in-Charge”

contact for bank management and the board on an ongoin
generally be commissioned examiners.® In their dialogue

rtfolio managers should
panagement, portfolio

supervisory strategy for each bank. Portfolio managers understa al economy and
operating conditions and risks in banks” markets and can discuss reeefitly implemented or
proposed regulations, trends in current examination findings, and other current topics. OCC
specialists provide assistance to portfolio managers as necessary.

The appropriate ADC may assign supervisory responsibility for a community bank to a
noncommissioned examiner who is supervised by a commissioned examiner or the ADC.
Appointing noncommissioned examiners to acting portfolio manager or acting EIC roles can
help examiners develop skills and promotes efficient and effective use of OCC resources. A
commissioned examiner or ADC supervising a noncommissioned acting EIC or acting
portfolio manager must

* In some cases, this may be delegated to a portfolio manager, an EIC, or another commissioned examiner.

5> Refer to the “Bank Supervision Process” booklet of the Comptroller’s Handbook for more information about
commissioned bank examiners.
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e review the accuracy of the examiner’s work before findings are communicated to bank
management.

e attend exit and board meetings with the examiner to provide for consistent and effective
communication.

e sign ROEs and supervisory letters.

A community bank’s portfolio manager may also be the EIC of the bank’s examination(s), or
the EIC may be another commissioned examiner. The EIC is responsible for coordinating
and overseeing an examination. The portfolio manager or EIC

e maintains an up-to-date understanding of the core knowledge, condition, and risk profile
of each assigned bank.

e identifies risks and responds in an appropriate and timely manner.

e considers the risk®¥osed by each significant line of business within the bank or company.

. y for ongoing supervision of the bank and oversees the execution

ortfolio manager or EIC must obtain approval from the

ly change examination activities outlined in the supervisory
ationale for such changes in the OCC’s supervisory

supervisory office
strategy and must

profile and condition.
e maintains ongoing and effective com
o Kkeeps the supervisory office informed al¥out
e consistent with business unit or supervisory

regulatory agency. The supervisory office, rather than th
establish and maintain points of contact with other regulato

e implements OCC and supervisory office directives.

e takes actions within his or her authority to require banks to address deficiencies, or
recommends such actions to the supervisory office.®

e follows up on bank management’s actions to address deficiencies.

e follows up on outstanding enforcement actions by determining whether the bank is in
compliance with the action and by assessing bank management and the board’s
effectiveness in correcting the deficiencies.’

% If the portfolio manager or EIC has concerns about activities subject to the primary supervision of another
regulator, he or she should contact the appropriate ADC or deputy comptroller to coordinate the supervisory
response. Refer also to appendix A of the “Bank Supervision Process” booklet of the Comptroller’s Handbook
for information regarding functionally regulated affiliates.

7 Refer to the “Enforcement Actions” section of this booklet for more information.
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Supervisory Office

Related “Bank Supervision Process” Booklet Section

e “Introduction” > “Bank Supervision Organizational Structure, Roles, and Responsibilities” > “Supervisory
Office”

The OCC supervisory office supports and oversees the portfolio manager and EIC. For
community banks, the supervisory office includes the ADC (or director for special
supervision) and the ADC Analyst. Examiners should follow internal OCC processes for
delegations of authority.

%

Comptroller's Handbook 6 Community Bank Supervision
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Examination Authority and Full-Scope, On-Site
Examination Requirement

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement”

The OCC examines banks pursuant to the authority conferred by 12 USC 481 (national
banks), 12 USC 1463 (FSAs), 12 USC 1464 (FSAs), and the requirements of

12 USC 1820(d).8 The frequency of examinations of insured depository institutions is
prescribed by 12 USC 1820(d). The OCC applies this statutory examination requirement to
all types of banks (federal branches and agencies excepted), regardless of Federal Deposit

scope, on-site ex; [N every 12 or 18 months. The examination frequency is known as
the supervisor Banks must receive a full-scope, on-site examination at least once
during each 12-mon hough the OCC may extend the supervisory cycle to

18 months under certaiff corajti As of the publication date of this booklet, banks must

meet all of the followinggiteri e OCC to extend the examination cycle:®

e The bank has less than $1
e The bank is well capitalized as défined il 12 CFR 6.
e At its most recent examination, t y
— assigned the bank a rating of 1 or 2ffor agement under the CAMELS rating
system.
— assigned the bank a composite rating of
e The bank is not subject to a formal enforcemeng

assets.

) the CAMELS rating system.
ing or order by the OCC, Federal
i (OTS).
e No person acquired control of the bank during the pre month period in which a
full-scope, on-site examination would have been requ

(Pub. Law 115-
174), which was signed into law on May 24, 2018, gave the OCC, DIC, and the Federal
Reserve the authority to extend the examination cycle for additional institutions. As of the
publication date of this booklet, the OCC was in the process of amending 12 CFR 4.6 to
implement this act. For the most up-to-date information, examiners should refer to 12 USC
1820(d)(4) and 12 CFR 4.6, and consult the supervisory office.

8 Refer also to 12 USC 1467(h) (FSAs) and 12 USC 1468b (FSAs).

% Refer to 12 USC 1820(d)(4) and 12 CFR 4.6.
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Types of Supervisory Activities

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Types of Supervisory
Activities”

Supervisory activities are the various examination and supervision activities that are
conducted throughout a bank’s supervisory cycle. The OCC’s approach to community bank
supervision also stresses the importance of determining and validating the bank’s condition
during the supervisory cycle. The process is flexible, and activities can be completed through
different means. Although on-site activities are essential to supervision, parts of supervisory
activigioes, including the core assessment, may be effectively performed away from the

bank.

The scheduling €f's
supervisory process
and condition. For e
work for a number of b
papers as part of a targete
during its on-site examination?
field offices whose banks employ t
reviews in other examination areas
examination expertise is needed. In a
reviews of particular functional areas acrdss
frequently, and use of this approach is expecCted
the supervisory process

soLy activities should maximize efficiency and effectiveness of the
be appropriate for the bank’s size, complexity, risk profile,
if aff accounting firm or other third party does internal audit

d

iSORY activity than to review each bank’s audit work papers
I ay want to coordinate such reviews with other
same third party or firm for the same purpose. Targeted
o0 providgscheduling flexibility when a specific area of
% j2ontal reviews (conducting coordinated
le institutions) are being performed more
tiue because it is an effective tool in

Full-Scope Examinations

Related “Bank Supervision Process” Booklet Section
e “Examination Authority and Full-Scope, On-Site Examination Requireme @e's of Supervisory

Activities” > “Full-Scope Examinations”

A full-scope, on-site examination!! must consist of examination activities performed during
the supervisory cycle that

10 Refer to the “Planning” section of this booklet for more information about on-site versus off-site examination
work.

11 The full-scope, on-site examination is required by 12 CFR 4.6.
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e satisfy the core assessment!? and are sufficient in scope to assign or confirm a bank’s
regulatory ratings, except CRA ratings.*3

e result in conclusions about a bank’s risk profile.

e review the bank’s BSA compliance program.

e assess the bank’s compliance with the national flood insurance program, if the bank is an
insured depository institution.*

e include on-site supervisory activities.*®

e conclude with the issuance of an ROE.®

For many community banks, the full-scope, on-site examination requirement is fulfilled by
conducting one supervisory activity during the supervisory cycle in addition to ongoing
supervision (periodic monitoring). For some larger or more complex community banks, the
full-scope, on-site examination is fulfilled by aggregating several supervisory activities.

r assessing risks and reviewing core knowledge
onent of the OCC’s risk-based supervision
approach. Ongoing supervision conclusio ult in changes to the OCC’s supervisory
strategy, regulatory ratings, or risk assess RAS) conclusions for a bank.
Ongoing supervision for community banks is ge formed off-site from the bank, but
may be performed on-site as appropriate.

Ongoing supervision for community banks is primari

sing the periodic
monitoring section of the core assessment. Periodic mont i

esigned to identify

ed9ankls corrective action on
€ scope of monitoring
age@®ndition, but in all

concerns identified during previous supervisory activities. The
activities vary based on the bank’s size, complexity, risk profile,

12 Refer to the “Core Assessment” section of this booklet and the “Core Examination Overview and Procedures
for Assessing the BSA/AML Compliance Program” section of the FFIEC BSA/AML Examination Manual.

13 Refer to the “Regulatory Ratings” section of this booklet for an overview of the interagency rating systems.

14 Refer to the “National Flood Insurance Program” section of the “Bank Supervision Process” booklet of the
Comptroller’s Handbook and 12 USC 1820(i).

15 The extent of on-site examination work is flexible. Refer to the “Planning” section of this booklet for more
information.

16 Refer to the “Report of Examination” section of the “Bank Supervision Process” booklet of the Comptroller’s
Handbook booklet for ROE requirements.
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cases examiners must complete some level of supervision at least quarterly. Ongoing
monitoring allows examiners to modify supervisory strategies in response to changes in a
bank’s risk profile and respond knowledgeably to bank management’s questions. Periodic
monitoring makes supervision more effective and on-site activities more focused.

The timing of periodic monitoring activities is driven by the OCC’s supervisory objectives
for the bank rather than predetermined calendar dates. Although the timing of these activities
should be risk-based, there is a presumption that periodic monitoring will occur at least
quarterly and include contact with bank management. Each bank’s supervisory strategy
outlines, in detail, the specific monitoring activities that will be performed and the timing of
those activities.’

The objectives of periodic monitoring include the following:

e ldentifying sig t (actual or potential) changes in the bank’s condition or risk profile.

violations of law offegMgtion, or enforcement actions).
e Promoting efficiencié§durin@ orsite activities.

d0g for a particular bank are determined by the
portfolio manager in consultation wiith the sdpervisory office and are based on knowledge of
instang€s, periodic monitoring may be as limited as a
brief phone call to bank management or a f bank financial information and any
correspondence from the bank. In other inst k’s condition or risk profile may
warrant more in-depth periodic monitoring and uglly
various CAMELS/ITCC!8 components or a visi ® bank. The ADC and the portfolio

manager are jointly responsible for determining th
Wig p8giodic monitoring.
gther than the

achieve supervisory objectives.

The bank’s assigned portfolio manager is responsible for cOnduc
The supervisory office may assign periodic monitoring to an e
portfolio manager when necessary.

17 periodic monitoring generally should not be conducted during the same quarter or using the same financial
“as of” date as a full-scope, on-site examination. For example, banks with a 12-month supervisory cycle will
generally have three periodic monitoring activities during their supervisory cycle, whereas banks with an 18-
month supervisory cycle will generally have five periodic monitoring activities during their supervisory cycle.

18 ITCC represents the specialty areas of IT, trust, consumer compliance, and CRA. The OCC must perform a
CRA evaluation to change a bank’s CRA rating.
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Target Examinations

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Types of Supervisory
Activities” > “Target Examinations”

Target examinations may focus on one particular product (e.g., credit cards), function (e.g.,
audit), risk (e.g., operational risk), or CAMELS/ITCC component (e.g., asset quality), or may
cover specialty areas (e.g., municipal securities dealers). Examiners may use the core
assessment, expanded procedures, or verification procedures to conduct target examinations,
as appropriate depending on the circumstances.

The CRA evaluation @f most community banks is conducted as a target examination because
a bank’s CRA ev cycle is not the same as its supervisory cycle. Banks subject to an
enforcement acti receive a target examination for examiners to assess the bank’s
compliance with the @ctig jcally around the midpoint of the bank’s supervisory cycle.

A target examination a
examination but may fulfi
common in community banks$
are in midsize or large banks. Concl
communicated to the bank in super oryle/. CRA conclusions are documented in

bon Bf the requirements. Target examinations are not as
in small, non-complex community banks, as they

performance evaluations.

Specialty Area Considerations

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Re nt” ¥ Specialty Area
Considerations”

Specialty areas consist of information technology (IT), asset mangg t, BSA/JAML,
consumer compliance, CRA, and municipal and government securities dealers. Examination
frequencies and scopes of some specialty areas are influenced by statutory mandates,
interagency commitments, or OCC policy. The OCC’s approach to community bank
supervision includes assessing all bank activities under one supervisory strategy for each
bank. With this approach, the ADC has responsibility for all supervisory activities, including
safety and soundness, IT, asset management, and consumer compliance. For most
community banks, the examinations for safety and soundness areas (i.e., CAMELS) and
specialty areas are conducted during one supervisory activity. A benefit of this approach is
that the coordination of supervisory activities minimizes duplication of effort and leverages
resources in the supervisory process. For example, internal controls and audit may be
reviewed once for all bank areas, rather than at different times for separate safety and
soundness, IT, asset management, and compliance examinations.
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Refer to the “Bank Supervision Process” booklet of the Comptroller’s Handbook for
specialty area examination requirements and guidance.

Regulatory Ratings

Related “Bank Supervision Process” Booklet Sections

“Examination Authority and Full-Scope, On-Site Examination Requirement” > “Regulatory Ratings”
“Uniform Financial Institutions Rating System (Commonly Known as CAMELS)”

“Uniform Rating System for Information Technology”

“Uniform Interagency Trust Rating System”

“Uniform Interagency Consumer Compliance Rating System”

“Community Reinvestment Act Rating System”

ratings. The CA
ratings, are for

posite and component ratings, and all applicable specialty area
icated to the bank’s board and management in the ROE or other

ding regulatory ratings, are confidential, except for the bank’s
CRA performance evaludgion.*® AMELS rating system and RAS are used together
during the supervisory proces§ to ment a bank’s condition and resilience.

A bank’s composite rating under thgfUniforfin Financial Institutions Rating System (UFIRS),
or CAMELS, integrates ratings fromigix comp@hent areas: capital adequacy, asset quality,
management, earnings, liquidity, and sensj market risk. Evaluations of the component
areas take into consideration the bank’s size jstication, the nature and complexity of
its activities, and its risk profile. Bank manage ity to identify, measure, monitor,
and control the bank’s risks is also taken into a ’ assigning each component rating.
Component ratings are assigned for the specialty arga

Composite and component ratings range from 1 to 5, exc he
descriptive rather than numerical. A 1 is the highest rating ref
supervisory concern, indicating the strongest performance an
relative to the bank’s size, complexity, and risk profile. A5 is th
represents the greatest supervisory concern, indicating the most critically deficient level of

performance and risk management practices relative to the bank’s size, complexity, and risk
profile.

RA rating, which is
the least
gement practices

19 Refer to 12 CFR 4 and the “Disclosure of Ratings” section of the “Bank Supervision Process” booklet of the
Comptroller’s Handbook.
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Risk Assessment System

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Risk Assessment System”

From a supervisory perspective, risk is the potential that events will have an adverse effect on
a bank’s current or projected financial condition?® and resilience.?* The RAS is a concise
method of communicating and documenting conclusions regarding eight risk categories:
credit, interest rate, liquidity, price, operational, compliance, strategic, and reputation. These
categories are not mutually exclusive. Any product or service may expose a bank to multiple
risks. Risks also may be interdependent and may be positively or negatively correlated.
Examiners should be aware of and assess the effect of this interdependence. Examiners draw
conclusions regardingdbe quantity of risk, quality of risk management, aggregate risk, and
direction of risk fg @ pf the eight categories of risk.

The community bank' R

igned to prospectively identify and measure the risks in a
bank and to help exa termine the depth and type of supervisory activities that are
appropriate for each co nity @ank, To effectively use the system, examiners consider the
current condition of the bank @ndQthér factors that indicate a potential change in risk.
Examiners should watch for e igns that the level of risk may rise. The RAS also
helps examiners determine when thgy shoul@ expand the core assessment or require
corrective action by bank managemeft. WhengMaking assessments, examiners use
conclusions from the core assessment or e procedures and the RAS guidance in this
booklet.

The presence of risk is not necessarily reason f
risks a bank assumes are warranted by assessing
a manner consistent with safe and sound banking pra
managed when it is identified, measured, monitored, con

aminers determine whether the
e rigks are effectively managed in

If examiners determine that a risk is unwarranted (e.g., not effectively managed or supported
by adequate capital), they must communicate to management and the board the need to
mitigate or eliminate the unwarranted risk. Appropriate actions may include reducing
exposures, increasing capital, or strengthening risk management practices.

20 Financial condition includes impacts from diminished capital and liquidity. Capital in this context includes
potential impacts from losses, reduced earnings, and market value of equity.

21 Resilience recognizes the bank’s ability to withstand periods of stress.

22 Refer to the “Corporate and Risk Governance” booklet of the Comptroller’s Handbook for more information
regarding risk management.
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Examiners should discuss RAS conclusions with bank management and the board during
each supervisory cycle. If a change to the RAS warrants altering the bank’s supervisory
strategy or requires corrective action by bank management, examiners should formally
communicate the rationale for the change to the bank and obtain commitments for any
required corrective actions. These communications help the bank and the OCC reach a
common understanding of the bank’s risks, focus on the strengths and weaknesses of risk
management, and achieve supervisory objectives.

Risk Management

The OCC recognizes that banking is a business of taking risks to be profitable. Banking risks
historically have been concentrated in non-complex traditional banking products and
services, but some community banks offer more complex or nontraditional products or
services. Because ofghg diverse risks that community banks assume, no single risk
management systg @ s for all. Each bank should tailor its risk management system to its
needs and circumstarges’ sophistication of the risk management system should be
proportionate to the fisk and the size and complexity of the bank. Regardless of the
risk management syst ign, each community bank’s risk management system should
do the following:

e Identify risk: Manageme d should recognize and understand existing risks
and risks that may arise from ne@@ busingss initiatives. Risk identification should be a
continual process and should oc thegfansaction, portfolio, and bank or enterprise
levels.

e Measure risk: Accurate and timely ris nt is essential to effective risk

control or monitor risk levels. Measurement
depending on the type and complexity of the b
complex products, risk measurement tools should B€
periodically test their measurement tools to make sur e aggurate.

munity banks vary greatly
and services. For more

and should be distributed to appropriate individuals (including%ie®oard) for action,
when needed. Well-designed monitoring systems allow the board to hold management
accountable for operating within established policies, limits, and risk appetite.

e Control risk: Management or the board should establish and communicate risk limits
through policies, standards, and procedures that define responsibility and authority. These
limits should serve as a means to control exposures to the various risks associated with
the bank’s activities. The limits should be tools that management can adjust when
conditions or risk appetite changes. Banks should also have a process to authorize and
document exceptions or changes to risk limits when warranted.

23 Refer to OCC Bulletin 2011-12, “Sound Practices for Model Risk Management: Supervisory Guidance on
Model Risk Management.”
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Examiners assess community banks’ risk management systems to determine whether they are
consistent with the bank’s risk profile. For small community banks engaged in limited or
traditional activities, risk management systems may be less formal in scope and structure.
When examiners assess risk management systems, they consider the bank’s policies,
processes, personnel, and control systems.

e Policies are statements of actions adopted by a bank to pursue certain objectives. Policies
guide decisions and often set standards (on risk limits, for example) and should be
consistent with the bank’s underlying mission, risk appetite, and core values. Policies
should be reviewed periodically for effectiveness and approved by the board or
designated board committee.

e Processes are the procedures, programs, and practices that impose order on a bank’s
pursuit of its objectives. Processes define how activities are carried out and help manage
risk. Effective pragsses are consistent with the underlying policies and are governed by
appropriate che @ d balances (such as internal controls).

: ff and managers who execute or oversee processes. Personnel
should be qualifigd a etent, have clearly defined responsibilities, and be held

i s. They should understand the bank’s mission, risk appetite,
core values, policies,and prad€esSes. Banks should design compensation programs to
attract and retain personn@l, aNgnwith strategy, and appropriately balance risk-taking and
reward.

e Control systems are the functiofis (suchias internal and external audits, loan review, and
quality assurance) and informatiGg systemg’that bank managers use to measure
performance, make decisions about ris sess the effectiveness of processes and
personnel. Control functions should hav rting lines, sufficient resources, and
appropriate access and authority. Managem f tion systems (MIS) should provide
timely, accurate, and relevant feedback.

For more information on risk management, refer to th ratgand Risk Governance”
booklet of the Comptroller’s Handbook.

Relationship Between the RAS and the Regulatory R 4@

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Risk Assessment System”
> “Relationship Between the RAS and Regulatory Ratings”

The RAS is used in conjunction with CAMELS and other regulatory ratings during the
supervisory process to evaluate a bank’s financial condition and resilience. The RAS
provides both a current (aggregate risk) and a prospective (direction of risk) view of the
bank’s risk profile that examiners incorporate when assigning regulatory ratings. For
example, under the RAS, examiners may assess credit risk in a bank with insufficient risk
management practices and increasing adverse trends as “moderate and increasing” or “high
and increasing.” If the component rating for asset quality does not reflect the quality of risk
management identified in the credit RAS, examiners should consider whether changing the
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component rating is warranted. Additionally, examiners consider their assessments of risk

management practices for each of the risk categories when assigning management
component ratings.

%
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Risk-Based Supervision Approach

Related “Bank Supervision Process” Booklet Section

o “Risk-Based Supervision Approach”

The OCC’s supervisory process for all community banks is ongoing and focuses on the
bank’s ability to effectively manage risk. Risk-based supervision focuses on evaluating risk,
identifying material and emerging concerns, and requiring banks to take timely corrective
action before deficiencies compromise the bank’s safety and soundness.

Because risk profiles of community banks are diverse, the OCC recognizes that effective and
efficient supervision cannot be accomplished using a rigid set of examination procedures.
Examiners evaluat sing the OCC’s RAS and tailor supervisory activities to the risks
identified. Exa t include periodic testing in supervisory activities to validate their
risk assessments. Th isk-based supervision approach consists of core knowledge,
core assessment, expan rocedures, and verification procedures. These components are
used together to assess apank¥’s gsks and determine its regulatory ratings.

The extent of examination pragediies ormed depends on the bank’s unique

characteristics, including size, pl€xity, and risk profile, as well as examiner experience.

When risks are high; when activitie procynd services are more complex; or when
migers

significant deficiencies are identified, ould expand the scope of supervisory
activities to determine whether bank manag@e as appropriately identified, measured,
monitored, and controlled the bank’s risks. ¥he of the expansion in scope should vary
depending on the impact that those risks, activitiés’ , services, or deficiencies may
have on the overall risk profile or condition of the

Core Knowledge

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Core Knowledge”

Core knowledge provides a foundation for assessing a bank’s risks. It is a basic profile about
the bank and its corporate structure, operations, products and services, culture, and risk
appetite. It provides the OCC with the means to assess changes in a bank’s activities,
products, and services; identify changes in basic risk management controls; and identify
broad supervisory issues. Core knowledge should be a snapshot of the most current
information about the bank.
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Core Assessment

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Core Assessment”

Using the core assessment, OCC examiners draw conclusions about the bank’s condition and
risk profile, and adequacy of the bank’s risk management systems. Core assessment
establishes the minimum conclusions examiners must reach to assess risks and assign
regulatory ratings. Examiners must reach these conclusions and assign regulatory ratings
(e.g., CAMELS/ITC?*) during the course of each supervisory cycle as part of fulfilling the
full-scope, on-site examination requirement. When completing the core assessment,
examiners should consider all supervisory activities conducted during the bank’s supervisory
cycle.

The community¥an
objectives for each
risk areas, generally o
assessment is completed™Ngor are@s that are not low-risk, examiners tailor the scope of the
supervisory activity by selectfhg ORje€tives and procedures from the “other assessment
objectives” that are appropriat %s complexity and risk profile. Guidance provided
by the other assessment objectives niay be ugeful training information for less experienced
examiners.

essment includes minimum objectives and other assessment
wiigh examiners must draw conclusions. When examining low-

Examiners should review the supervisory ascertain the recommended
examination scope and make adjustments as ate in consultation with the EIC
or supervisory office. For example, a low-risk
indicates that examiners should complete minimu
quality because the bank has been experiencing grow
completing the minimum objective and selected other obj
for asset quality and identifying concerns, the EIC may them{withgppraval from the ADC)
use selected expanded procedures from the “Credit Card Lendig@” booklet of the
Comptroller’s Handbook. By selecting from the types of procedutegga#ailable, the EIC
effectively focuses the scope of the examination on areas of highest risk.

Supervision requires periodic testing and validating of every bank’s control systems—audit,
loan review, and other control functions—to determine their effectiveness. Even when an
area is consistently identified as low risk, examiners should periodically expand the scope of
supervisory activities beyond the minimum objectives to determine whether supervisory
concerns or issues are present and to determine whether control systems continue to be
effective. Expansion in scope of supervisory activities or baseline testing does not mean that
every area of the bank gets examined with expanded procedures. Expanding the scope should
be used to confirm that the existing risk assessment is accurate.

2 ITC represents the specialty areas of IT, trust, and consumer compliance.
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The ADC is responsible for overseeing and approving when and to what extent periodic
expansion in scope is appropriate for each low-risk area. In addition, expanded reviews and
procedures may be appropriate in larger community banks; when banks engage in more
complex operations; when the OCC conducts training assignments; when assignments are
being completed by less-experienced examiners; and in other situations that benefit from
increased testing and validation, as determined by the EIC and ADC.

Examiners must use judgment in documenting the core assessment. Examiners should
include as work papers only those documents necessary to support the scope of the
supervisory activity, significant conclusions, ratings changes, or changes in a risk profile. In
addition, documentation should clearly indicate which procedures were performed, and to
what extent the procedures were performed (e.g., fully or partially).

Refer to the “Core ssment” section of this booklet for the community bank core

assessment.
Core Assessment—Mini Objectives
The core assessment’s imu tives are required to be completed for all banks at least

once per supervisory cycle, eXcep§fofareas that are not applicable (for example, the asset
management core assessment ed for banks that do not engage in asset
management activities). The OCC ined that these objectives are sufficient to
effectively complete the required su tivities in low-risk areas and assign
appropriate CAMELS/ITC ratings.

Minimum objectives guide examiners in determjinj her significant changes have

risk area from the previous supervisory cycle. If ng
profile are identified after completion of the minimunTen
is required. If examiners identify supervisory concerns,
from his or her ADC, has the flexibility to expand the scopegf thggupsg
completing other objectives from the core assessment or expang€d

anges in the bank’s risk
enerally no further work
theEIC, with approval
Visory activities by
dures as appropriate.

Core Assessment—Other Assessment Objectives

For areas not identified as low risk, or as otherwise outlined in the supervisory strategy,
examiners should complete other selected objectives from the core assessment consistent
with the bank’s risks, complexity, and level of supervisory concern. The other objectives in
the core assessment contain detailed procedures or clarifying steps. Examiners should choose
only those objectives and procedures necessary to assess the bank’s condition and risks.
Examiners typically do not need to carry out every procedure listed. Experienced examiners
can simply summarize their conclusions under each objective, consistent with the bank’s
condition and risk profile. For less-experienced examiners, the procedures provide additional
guidance to help them fulfill the objectives.
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Expanded Procedures

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Expanded Procedures”

Expanded procedures contain detailed guidance for examining specialized activities or
products that warrant extra review beyond the core assessment. These procedures are found
in other booklets of the Comptroller’s Handbook, the FFIEC BSA/AML Examination
Manual, or the FFIEC IT Examination Handbook, or may be conveyed separately in an OCC
bulletin. Examiners determine which expanded procedures to use, if any, during examination
planning or after drawing preliminary conclusions during the core assessment.

Verification Proc es

Related “Bank Supervi§ion s” Booklet Section

o “Risk-Based Supervisi p ch” > “Verification Procedures”

Verification procedures are dgsigngd to guide verification of the existence or proper
recordation of assets or liabilit reliability of financial records. Examiners may
perform verification procedures, or t the bank to engage a third party to conduct
verification, in cases where significa ed safety and soundness concerns may
materially affect a bank’s financial conditi

whenever

e account records are significantly out of balaric

e management has restricted examiners’ access to r records.

e significant accounting, audit, or internal control defici ain uncorrected.

e bank auditors are unaware of, or unable to sufficientl ,Jdqificant deficiencies.
e management engages in activities that raise questions about ' ity.

e other situations exist that the OCC determines warrant furthg egligation

Supervisory Process

Related “Bank Supervision Process” Booklet Section

o “Risk-Based Supervision Approach” > “Supervisory Process”

Community bank supervision is an ongoing process. The supervisory process includes
planning, supervisory activities, communication, and documentation as illustrated in figure 2.

25 When the OCC directs the bank to engage a third party to conduct verification, it generally does so within the
OCC'’s enforcement action policy. Refer to the “Enforcement Actions” section of this booklet for more
information.
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The elements of the OCC’s risk-based supervision approach discussed earlier in this booklet
is integrated throughout the supervisory process.

Figure 2: Supervisory Process

%

The supervisory process for community banks is designed to achieve the following
objectives:

e Apply the OCC’s risk-based supervision approach consistently throughout the
community bank supervision process by tailoring supervisory strategies that integrate all
examining areas to the risk profile of each community bank.

e Ensure that the ADC is responsible for the supervision of the bank and is accountable for
the development and execution of appropriate integrated risk-based strategies.

e Define minimum conclusions that examiners must reach during the supervisory cycle,
while providing the flexibility to vary the amount of supporting detail or volume of work.

e Comply with statutory requirements for full-scope examinations.
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e Provide direction for less-experienced examiners through detailed procedural guidance to
be used, as needed, to reach key conclusions and objectives.

Planning

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning”

Planning is essential to effective supervision and occurs throughout a bank’s supervisory
cycle. Planning requires careful and thoughtful assessment of a bank’s current and
anticipated risks (e.g., examiners should assess the risks of both existing and new banking
activities).?® Planning consists of three primary components—supervisory strategy,
examination planni nd coordination with other regulators (as applicable).

Supervisory ‘Str

Related “Bank SupervisiGg Pro oklet Sections

e “Examination Authority and
Considerations”

e “Examination Authority and Full-
Functions”

e “Risk-Based Supervision Approach” > i cess” > “Planning” > “Supervisory Strategy”
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supervisory objectives, supervisory activities, a plans. The portfolio manager or EIC
develops the supervisory strategy in advance of perwisory cycle in collaboration with
other OCC personnel, including the supervisory o ject matter experts, as

appropriate, and the ADC approves the strategy.

Supervisory strategies are unique to each bank. The strategyni : | supervisory
activities planned for the supervisory cycle and quantifies the EXaminer resources
(e.g., work days and experience level) to complete the identified es. Reviews of areas
that affect more than one examination area (e.g., internal controls and audit) should be
planned in a manner that will avoid duplicative examination work. Strategies are developed
for three supervisory cycles and are dynamic documents that are updated as needed
throughout the supervisory cycle. Supervisory strategies are based on

e core knowledge, core assessment, RAS, regulatory ratings, and the supervisory history of
the bank.
e statutory examination requirements.

%6 New banking activities may be either traditional activities that are new to the bank or activities new to the
financial services industry. Refer to OCC Bulletin 2017-43, “New, Modified, or Expanded Bank Products and
Services: Risk Management Principles,” for more information about new, expanded, or modified bank products
and services.
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the OCC’s annual bank supervision operating plan.?’

supervisory priorities of the agency.

economic conditions.

banking industry trends.

other examination guidelines (e.g., expanded procedures in the Comptroller’s Handbook,
FFIEC IT Examination Handbook, or FFIEC BSA/AML Examination Manual).

The following are the components of a supervisory strategy:

Supervisory objectives define the goals of supervision for the specific bank, based on its
risk profile, and are the foundation for supervisory activities and work plans. Well-defined
objectives promote focused and efficient supervisory activities. They also help the OCC
apply supervisory policies and resources consistently and appropriately. The objectives
should be clear, attaigdle, specific, and action-oriented.

Supervisory acliviti means of achieving supervisory objectives. Each activity must
. Activities must be sufficient, in aggregate, to meet the

amination.?® The type, depth, and frequency of activities

should employ periodic basel

nsaction testing to validate key control functions and
systems, even for areas that ar i

[

At a minimum, the strategy for com ity bafks
assessment during the supervisory cycle.
supervisory activities generally consists of t

ust include completing the core

of low risk, the scope of the planned

I objectives. For areas of higher risk

i 0 complete other objectives

beyond the minimum and may expand the examMati@ )nd the core assessment (e.g.,
engetermining the appropriate

scope and depth of supervisory activities for a specifiCex atiog area, the portfolio

manager should take into account the level of risk of the dfea (&pe rgyiewed and the potential

impact that area would have on the bank as a whole.

Work plans outline the scope, timing, and resources needed to supervisory
objectives and activities. Information pertaining to resources needed should include the level
of expertise and number of work days that the OCC needs to effectively supervise the bank.

Examiners should discuss strategies with bank management as the supervisory strategy is
created and modified. The portfolio manager should discuss with bank management the
scope of the supervisory strategy, including specific types of supervisory activities planned

27 The OCC’s Committee on Bank Supervision issues an annual bank supervision operating plan that sets forth
the OCC’s supervision priorities and objectives.

28 Refer to the “Full-Scope Examinations™ section of this booklet for requirements of a full-scope, on-site
examination.
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for the cycle. The portfolio manager or supervisory office should discuss the planned timing
of supervisory activities with bank management.

To help examiners develop risk-based supervisory strategies for each community bank, the
ADC, with input from the portfolio manager, characterizes the overall risk profile of each
community bank as low, moderate, or high.?° In addition to the overall risk profile, specific
areas of the bank also are characterized as low, moderate, or high risk using the RAS. For
example, a bank’s overall risk profile could be moderate while specific areas or activities
could be low or even high risk. The OCC’s portfolio manager develops a supervisory
strategy using this overall risk assessment, his or her knowledge of specific risks in the areas
of the bank, the effectiveness of the bank’s audit program, and the strength of the bank’s
internal controls and compliance risk management systems.

Examination Pl ing

Related “Bank Superv P ss” Booklet Section

o “Risk-Based SuperviSio oachp > “Supervisory Process” > “Planning” > “Examination Planning”

Planning extends beyond devgloping @ supervisory strategy. Before starting a supervisory
activity, the EIC plans the spe@ificisu 1g0ry activity. The planning process for a specific
activity continues until that activity i initialed. A request for bank information that

examiners review is sent to bank magagemenighortly before an activity is scheduled to
opgbf the examination and specific bank
g

begin. This request is based on the pla
characteristics detailed in the supervisorytr

he bank submitted to determine
contact bank management to

manager or EIC to effectively allocate supervisory resources
information available.

The EIC should prepare a scope memorandum and provide it to the assigned examiners
before the start of the supervisory activity. The scope memorandum provides background
about the bank, outlines the scope of the review (or references the supervisory strategy),
provides examiner assignments, includes expectations for examiner work products and
deadlines, and provides logistical information such as the work location and dress code (i.e.,
business casual or business attire).

For more information, refer to the “Examination Planning” section of the core assessment in
this booklet.

2 High-risk banks typically include community banks with composite ratings of 3, 4, or 5.
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Coordination With Other Regulators

Related “Bank Supervision Process” Booklet Sections

e “Introduction” > “Bank Affiliates and Related Organizations”

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Specialty Area
Considerations” > “Consumer Compliance”

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning” > “Coordination With Other
Regulators”

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning” > “Communication”

e Appendix A, “Functional Regulation”

The community bank supervision process focuses on the individual bank. Depending on the
scope of a bank’s operations, examiners may need to coordinate with other regulators. Risk-
based supervision requires examiners to determine whether the risks at an individual bank are
increased by the activities and condition of the entire banking

h recognizes that risks present in banks may be mitigated or

increased by activitig d organizations. To perform a consolidated risk analysis,
examiners may need i ormation from affiliates or related organizations, review
transactions flowing betyee nd affiliates, and obtain information from other
regulatory agencies or ser'a id@rs. A functionally regulated affiliate is a bank affiliate

(including a bank operating sibsi ose primary regulator is the U.S. Securities and

ce commissioner, or the U.S. Commodity
rdination With Other Regulators” section and
ces§” bgoklet of the Comptroller’s Handbook for

Futures Trading Commission. Referfto the *
appendix A of the “Bank Supervisio
information.

Supervisory Activity Components

Related “Bank Supervision Process” Booklet Sections

e “Examination Authority and Full-Scope, On-Site Examination Requi " > diypes of Supervisory
Activities”
o “Risk-Based Supervision Approach” > “Supervisory Process” > “Supervi ) Components”

Supervisory activities, regardless of type, include discovery, correction (when applicable),
monitoring, and examination management. The extent of these components during a given
activity depends on the type of activity, nature and extent of risks, and existence of
deficiencies. The nature and extent of examination management also depends on other
factors, such as the number and experience of examiners assigned.

Refer to the “Bank Supervision Process” booklet of the Comptroller’s Handbook for detailed
discussions of discovery, correction, and monitoring.
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Discovery

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Supervisory Activity Components”
> “Discovery”

Discovery is ongoing and dynamic. Discovery occurs during supervisory activities when
examiners complete the core assessment and applicable expanded procedures, and during
ongoing supervision. If concerns remain about the adequacy of the bank’s audit program or
internal controls, or the integrity of the bank’s risk management system after completing
expanded procedures, examiners should determine whether to expand the scope of the review
by completing verification procedures.

e evaluating manage board’s awareness and understanding of significant
risks.
e assessing the quality of ri

e performing sufficient testing to integrity of risk management systems
(including internal and external

dits, loggPreview, compliance review, and internal
controls).

e identifying unwarranted levels of risk; defiCi
underlying causes of any deficiencies.

Examiners’ evaluations and assessments form the
activities. Bank supervision is an ongoing process th
confirm and update their assessments to reflect current o
fundamental to effective supervision.

iners to periodically
risks. This revalidation is

Correction

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Supervisory Activity Components”
> “Correction”
e “Supervisory Actions”

Correction occurs during supervisory activities when examiners identify deficiencies
requiring the bank to take corrective action or when examiners are following up on
previously identified deficiencies. Examiners identify deficiencies and monitor their

30 Refer to the “Internal Control Questionnaires/Verification Procedures” booklet and other booklets of the
Comptroller’s Handbook for verification procedures.
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correction throughout the supervisory cycle. The OCC uses various supervisory actions,
including MRAs, citations of violations of laws or regulations, or enforcement actions to
address banks’ deficiencies. In the correction process, examiners obtain commitments from
bank management to correct each deficiency.®

Once examiners have identified a deficiency and its potential cause,? the bank should use its
resources to fully determine the extent of the deficiency. Examiners should not take on
actions or burdens that are the bank’s responsibility. In some cases, however, examiners may
perform more in-depth evaluations or investigations of a bank’s deficiencies. This may occur,
for example, in failing banks, banks in which fraudulent activities are suspected, or banks
with severe BSA/AML deficiencies.

The bank’s plans for corrective actions should be communicated through action plans. Action
plans detail steps or ggethods that management has determined will correct the root causes of
deficiencies rathe mptoms. Bank management is responsible for developing and

k’s directors are expected to hold management accountable for

documented in the commit

Monitoring

o “Risk-Based Supervision Approach” > “Supervis
> “Monitoring”

commitments or action plans and validating their success. When detérmining whether to take
further action, examiners consider management or the board’s responsiveness in recognizing
the deficiency and formulating an effective solution. The OCC may use an enforcement
action to require the bank to correct deficiencies.®® The OCC’s follow-up on outstanding
deficiencies may occur during a supervisory activity (including periodic monitoring) or
stand-alone review, depending on the timing and circumstances.

31 Refer to the “Supervisory Actions” section of the “Bank Supervision Process” booklet of the Comptroller’s
Handbook for more information.

32 Examiners should determine the root cause of deficiencies when possible. In some cases, examiners will need
to direct management to perform a root-cause analysis.

33 Refer to the “Enforcement Actions” section of this booklet.
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Examination Management

Related “Bank Supervision Process” Booklet Section

o “Risk-Based Supervision Approach” > “Supervisory Process” > “Supervisory Activity Components”
> “Examination Management”

The EIC is responsible for effective examination management and must provide an organized
environment in which supervisory goals and objectives can be achieved within appropriate
time frames. During the examination, examining staff must inform the EIC of preliminary
conclusions, and the EIC must evaluate examiners’ progress toward completing the
supervisory objectives. As OCC representatives, the conduct of examiners during an
examination must be professional.

Communication

Related “Bank Super " Booklet Section

e “Risk-Based Supervisio
e “Supervisory Actions”

aSupervisory Process” > “Communication”

The OCC is committed to conti ectiYie communication with the community banks that
it supervises and with other regulatofs as apprggriate. Communication includes formal and
informal conversations and meetings,"R@E pgsvisory letters, and other written materials.
Regardless of form, communications sho y a consistent conclusion regarding the
bank’s condition. OCC communications muét b ssional, objective, clear, and
informative. Examiners must not have communi banks that could be perceived as
suggesting that the examination process is in any nced by political issues or
considerations. When the OCC is considering an en jon, examiners should use
care in communications with the bank related to the pote ement action. Examiners
should consult with the supervisory office and assigned | fore meeting with the
bank regarding a potential enforcement action.

Communication should be ongoing throughout the supervisory proCess and tailored to a
bank’s structure and dynamics. The timing and form of communication depend on the
situation being addressed. Examiners should communicate with the bank’s management and
board as often as the bank’s condition and supervisory findings require.

Communication During Examinations

Related “Bank Supervision Process” Booklet Sections

o “Risk-Based Supervision Approach” > “Supervisory Process” > “Communication” > “Written
Communication”

e “Supervisory Actions”
e “Other Supervisory Considerations”
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Communication during examinations includes the following:

e Entrance meetings with bank management: The EIC meets with bank management at
the beginning of an examination to
— explain the scope of the examination, the role of each examiner, and how the

examination team will conduct the examination.
— confirm the availability of bank personnel during the examination.
— identify communication contacts.
— answer any questions.

e Ongoing communications: Ongoing communications and discussions with bank
management allow examiners to obtain the information necessary to reach sound and
accurate conclusions. Periodic meetings with bank management are essential during the
examination. Discussion of key issues and preliminary findings prevents
misunderstanding’agd allows bank management to provide more information. The EIC
should com % as necessary, with the appropriate OCC supervisory office
regarding examingt® ress.

e Exit meetings nagement: After each examination activity is completed,
the EIC holds an e i ith bank or company management. The EIC should
indicate during the e eetigg Whether information is preliminary or final. During the
exit meeting, the EIC
— discusses the OCC’s fi
— discusses deficiencies and o ainyement’s commitments for corrective action.

isk togfie

— discusses the areas of greates nk.
— provides preliminary ratings and RAS

— outlines plans for future supervisory€cti en possible.
Written Communication
Related “Bank Supervision Process” Booklet Sections
e “Risk-Based Supervision Approach” > “Supervisory Process” > “Co ni \\Written

Communication”
e “Supervisory Actions”
e “Other Supervisory Considerations” > “Disclosure of Ratings”
e “Report of Examination”

Written communication of supervisory activities and findings is essential to effective
supervision. Written communication should focus management’s and the board’s attention on
the OCC’s major conclusions, including any supervisory concerns. This written record, along
with other related correspondence, helps establish and support the OCC’s supervisory
strategy.

The OCC must provide the bank’s board with an ROE every supervisory cycle. The ROE
communicates the overall condition and risk profile of the bank, and it summarizes the
examiner’s activities and related findings conducted throughout the supervisory cycle. The
OCC’s policy is to mail the bank’s ROE within 90 days (for 1- and 2-rated banks) or 120
days (if the bank is rated 3, 4, or 5) of the start of a full-scope examination. Examiners should
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detail deficient risk management practices and excessive risks, along with the corrective
action to which the board or management has committed, in the ROE’s MRA page or in
other written communications.®* Refer to the “Report of Examination” section of the “Bank
Supervision Process” booklet for more detail on requirements for the ROE.

Examiners should communicate the results of activities conducted throughout the supervisory
cycle as they occur (e.g., target examination conclusions or a change in rating that occurs
during periodic monitoring). Results of activities communicated during the supervisory cycle
should be summarized in the ROE issued at the end of the bank’s supervisory cycle.
Deficiencies and excessive risks must be promptly communicated to the bank when they are
identified by either sending a written communication to the board or meeting with the board
or management. The EIC should consult with the supervisory office and assigned legal
counsel before including information regarding a potential enforcement action in written
communication. The &CC sends written communication if it is

e issuing an MRA.

e citing violations @f layf§ oRgegulations.®

e changing any comp@siteNgr component CAMELS/ITC rating.

e changing an aggrega ment.

e providing the bank with date regarding a previously communicated MRA or
violation of law or regulati : cern in an MRA becomes past due, or a
violation’s status changes to pen@ling valjdation).

e responding to correspondence fr e bafk.

During the supervisory cycle, the superviso y receive correspondence and other

information from banks. Examiners should ack ceipt of bank correspondence

within five days and send the full response as soon aé (Icable, but typically within no

S, examiners or the
supervisory office should provide bank management o equent updates regarding

the status of the response and an expected resolution dates

Meetings With Directors

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Communication” > “Meetings With
Directors”

The OCC maintains communication with boards throughout the supervisory cycle to discuss
OCC examination results and other matters of mutual interest, such as current industry issues
and emerging industry risks. The EIC meets with the board or an authorized committee that
includes outside directors after the board or committee has reviewed the ROE. If necessary,

3 For specific guidance on MRAs, refer to the “Examination Conclusions and Closing” section of this booklet.
35 Some violations may be communicated to management in a list outside of a formal written communication.
Refer to the “Violations of Laws and Regulations” section of this booklet for more information.
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the OCC uses board meetings to discuss how the board should respond to supervisory
concerns and issues.

The OCC should conduct a board meeting at least once during each supervisory cycle,
normally at the conclusion of the cycle. Sometimes, an exit meeting with management can be
combined with the board meeting (e.g., when examiners have no significant concerns and
when travel time and costs favor it). Meetings with the board should be more frequent if
examiners need to discuss supervisory concerns or other items of significance. The EIC and
the ADC or a representative from the supervisory office should attend the board meeting. If
the ADC does not attend a board meeting when examination results are discussed, he or she
may attend an examination exit meeting with directors attending or a regularly scheduled
board meeting at any time during the supervisory cycle.

Before a board meeti
confirm that the
should also det
each attendee. If the €xa
supervisory office or
board meeting.

the EIC should discuss the agenda with the supervisory office to
mphasizes the proper topics. The EIC and the supervisory office
ill attend the board meeting on the OCC’s behalf and the role of
fratign was conducted jointly with another regulator, the

uld’invite a representative from that agency to participate in the

The EIC should also discuss Wi ni k management who should attend the board
meeting on the bank’s behalf and deférminefwhether any guests of the board should attend. In
certain serious situations, specific difgctors, agement officials, or guests of the board
should not attend the board meeting (orcer, s of the meeting). For example, when
discussing specific insider issues, the insiffer 4 vedsshould normally be excused from that

discussion.

Documentation

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Docue @

Documentation is an ongoing process throughout the supervisory cycle. Examiners must
document their decisions and conclusions. Supervisory offices must also document actions
the OCC takes with respect to individual banks, including decisions regarding enforcement
actions, corporate applications, and other formal communications.

Documentation includes correspondence, ROEs, work papers, and records of key meetings
and significant events. In most cases, work papers need not include all of the information
reviewed during a supervisory activity. Generally, only those documents necessary to support
the scope and conclusions of the supervisory activity should be retained as work papers.
Examiners must abide by the OCC’s information security policies when handling, storing,
and disposing of sensitive bank examination work papers.
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OCC'’s Supervisory Information Systems

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Documentation” > “OCC'’s Supervisory
Information Systems”

Examiners record and communicate narrative and statistical information about OCC-
supervised institutions and their affiliates®® in the agency’s electronic supervisory
information systems, which is primarily Examiner View for community banks. Other
systems, such as the OCC’s National Credit Tool, support Examiner View. The recorded
information reflects the bank’s current condition; the OCC’s supervisory strategy for the
bank, results of supervisory activities, and supervisory actions in response to deficiencies;
and bank management’s progress in correcting deficiencies. Using this information and data,

nks are accurate and up-to-date. For community
under the appropriate charter number.

%

banks, examiners should enteRinfokm

36 OCC-supervised banks and their affiliates include banks, holding companies and affiliates, federal branches
and agencies, and supervised service providers.
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Supervisory Actions

Related “Bank Supervision Process” Booklet Sections

e “Supervisory Actions”
e “Report of Examination”

This section outlines the actions the OCC can take in response to a bank’s deficiencies.
Collectively, deficiencies include deficient practices and violations.

A deficient practice is a practice, or lack of practices, that

e deviates from sound governance, internal control, or risk management principles and has

A violation of law or regulati@n is\an act(or failure to act) that deviates from, or fails to
comply with, a statutory or reg nPrequiement. Violations are often the result of deficient

practices.
The term “violations” collectively descrit/

ons of laws, regulations, final agency

or other formal written communication to the bank (e.g., supe
not use a graduated process by first communicating a practice
recommendation and escalating it to an MRA at a later date.

Matters Requiring Attention

Related “Bank Supervision Process” Booklet Sections

e “Supervisory Actions” > “Matters Requiring Attention”
e “Report of Examination”

The OCC uses MRAs to communicate concerns about a bank’s deficient practices.
Examiners must communicate such concerns to management and the board when the
concerns are discovered and must not defer issuing MRAs pending bank management’s
efforts to address the concerns.
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For consistent reporting, the OCC focuses on the concerns within the MRA, tracking them
through their duration. The following Five Cs format is used to communicate an MRA:

Concern

Cause

Consequence (of inaction)
Corrective action
Commitment

If bank management is unable to provide a corrective action plan during the examination, the
examiner obtains a commitment from bank management to develop a board-approved plan
and provide it to the OCC within 30 days of receipt of the formal written communication
containing the MRA.

" or “closed.” A concern is closed if the bank implements and the
: effectiveness and sustainability of the corrective action, or if
the bank’s practices dre a concern because of a change in the bank’s circumstances.

Within the meaning of “Ogn,” aftom@ern may be categorized several ways in formal written
communication to the board ahd Mandgement and for reporting purposes:

New

Repeat

Self-identified

Pending validation

Escalated @

When discussing MRAs, examiners must be clear

regarding the OCC’s supervisory concerns and expectatiog§:
board its responsibility to provide oversight of management’s ¢
correct MRASs on a timely basis could provide the basis for
banks should have a process for following up on MRAs. Like
plans to follow up on MRAs in the supervisory strategies for indi

gement and the board
aminers must impress on the

actions. Therefore,
iners must include
banks.

For more information, refer to the “Matters Requiring Attention” and “Report of
Examination” sections of the “Bank Supervision Process” booklet of the Comptroller’s
Handbook.
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Violations of Laws and Regulations

Related “Bank Supervision Process” Booklet Sections

e “Supervisory Actions” > “Violations of Laws and Regulations”
e “Other Supervisory Considerations”

> “Suspected Criminal Violations”

> “Information Received From an Outside Source”
e “Report of Examination”

A violation of law or regulation is an act (or failure to act) that deviates from, or fails to
comply with, a statutory or regulatory requirement. Violations are often the result of deficient
practices. Frequently, correcting violations alone does not address the deficient practices that
may have led to the violations. When examiners identify a violation, they must also identify

any deficient practi at contributed to violations. If bank management has not corrected
deficient practic sed or contributed to the violation, examiners must communicate
the OCC’s concern practices in an MRA.

Examiners must cite alfOCG8yidentified violations to facilitate timely and effective corrective
action by bank managem@gt or t rd. Substantive OCC-identified violations must be
cited in an ROE or superviso hereas less substantive violations may be cited in a
separate document (e.g., a list anagement during the exit meeting). Bank-
identified violations must be cited iffan ROE or supervisory letter in certain circumstances
(e.g., the violation requires further i jgati@hn o has not been corrected), and examiners
have discretion to include substantive ban ed violations in an ROE or supervisory

I use judgment to determine if less

The OCC expects management to timely and effectively
how they are communicated. If management fails to corr
communicated in a separate document by the OCC, the vio
next ROE or supervisory letter.

previously
be included in the

The first time the OCC communicates a violation to a bank, the violation must be labeled
with one or more of the following attributes:

e New
e Repeat
e Self-identified

Upon completing follow-up, examiners must determine whether to label a violation as past
due, pending validation, or closed, as appropriate, and communicate the status of the
violation to the bank.
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For more information, refer to the “Violations of Laws and Regulations” and “Report of
Examination” sections of the “Bank Supervision Process” booklet of the Comptroller’s
Handbook.

Enforcement Actions

Related “Bank Supervision Process” Booklet Sections

e “Supervisory Actions” > “Enforcement Actions”
e “Other Supervisory Considerations” > “Information Received From an Outside Source”
e “Report of Examination”

The OCC uses enforcement actions to require a bank’s board and management to take timely
actions to correct a bank’s deficient practices or violations. The OCC typically first cites a

violation or issues A to address a bank’s deficiencies. Violations, concerns in MRAs,
or unsafe or unsgin ices may serve as the basis for an enforcement action.
Enforcement actions'c ither formal or informal. Examiners should consider an
informal enforcement adtion Wh ank’s condition is sound, but deficiencies have not

been corrected in a timely negor Bscalation beyond the OCC’s citation of a violation or
documentation of a concern if\an MR Agis,0therwise warranted. The board’s agreement or
acceptance of an informal enfor t acti@n can be indicative of its commitment to correct

deficiencies are severe, uncorrected,
bank’s condition, the OCC may use form
supervisory objectives.

fe or unsound, or negatively affect the

identified deficiencies before they a ersyct the bank’s condition. When a bank’s
t u
e mept actions to support the agency’s

Pursuant to 12 USC 1818(s), the OCC is required
BSA cases. Refer to OCC Bulletin 2007-36, “Bank Se

BSA Compliance Program Requirements or Repeat or Unco
Problems.”

Once an enforcement action is in place, examiners must periodically assess the bank’s
compliance with the enforcement action. Written feedback must be provided to bank
management and the board, and the assessment should be documented in the OCC’s
supervisory information systems.

For more information on enforcement actions, refer to OCC Bulletin 2017-48, “Bank
Enforcement Actions and Related Matters: Updated Guidance,” and its attachment, Policies
and Procedures Manual (PPM) 5310-3, “Bank Enforcement Actions and Related Matters.”
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Civil Money Penalties

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Communication”
e “Supervisory Actions” > “Enforcement Actions” > “Civil Money Penalties”
e “Other Supervisory Considerations” > “Information Received From an Outside Source”

Civil money penalties (CMP) are a type of enforcement action that requires monetary
payments to penalize a bank, its directors, or other persons participating in the affairs of the
bank for violations,®’ unsafe or unsound practices, or breaches of fiduciary duty. CMPs may
be used alone or in combination with other enforcement actions. The OCC may assess CMPs
against a bank or an individual.

t assess CMPs if it finds that a regulated lending institution engaged
pviolations of certain requirements of the national flood insurance
38
program.

Examiners should prop8ge CMP serious misconduct, including misconduct that is
reckless, flagrant, willful, owindiand that, because of its frequency or recurring nature,
shows a general disregard forfaw tion, fiduciary duty, or safe and sound banking.
Added consideration should be gi¥egfto violations, breaches of fiduciary duty, or unsafe or
unsound practices that occurred or i igydirect contravention of the bank’s policy
guidelines, correspondence from the , oigaudit reports.

For more information, refer to OCC Bulleti’2016- 1vil Money Penalties: Revised Civil
Money Penalty Policy,” and its attachment, PP ivil Money Penalties.”

Reprimand or Supervisory Letter

Related “Bank Supervision Process” Booklet Section
e “Supervisory Actions” > “Enforcement Actions” > “Civil Money Penalties’ gend or Supervisory

Letter”

In certain cases, the issuance of a reprimand or a supervisory letter may be more appropriate
than the assessment of a CMP. A reprimand is a strongly worded document used in lieu of a
CMP when, for example, the CMP would be too small to justify spending resources required
or when the individual or institution has recognized the supervisory problem and taken steps
to correct it. A supervisory letter is generally used to call attention to a supervisory problem
that is not severe enough to warrant a CMP. Reprimands and supervisory letters are
discussed in more detail in OCC Bulletin 2016-5, and its attachment, PPM 5000-7.

37 The term “violation,” for the purpose of CMPs under 12 USC 1818(i), is defined by 12 USC 1813(v) to
include “any action (alone or with another or others) for or toward causing, bringing about, participating in,
counseling, or aiding or abetting a violation.”

38 Refer to 42 USC 4012a(f) and 42 USC 4003(a)(10).
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Conditions Imposed in Writing

Related “Bank Supervision Process” Booklet Section

e “Supervisory Actions” > “Conditions Imposed In Writing”

The OCC may impose conditions in connection with the approval of an application, notice,
or other request by a bank if it determines that one or more conditions are necessary or
appropriate for the approval to be consistent with applicable laws, regulations, or OCC
policies. Conditions may be imposed, for example, to protect the safety and soundness of the
bank, prevent conflicts of interest, or require the bank to provide for customer protections.
Conditions imposed in writing are often used by the OCC in approvals of corporate
applications and interpretive letter opinions on banks’ requests to engage in permissible
activities. These congigions are “conditions imposed in writing” within the meaning of

12 USC 1818 if t approval explicitly makes the conditions enforceable. These
conditions remafn in t watil the OCC removes them.

meaning of 12 USC 1818. Table 1 summarizes
imposed in writing to be enforcement actions.

Table 1: Conditions Imposed in Writing as ctions

Were the conditions Are the conditi®ns The OCC generally
imposed in “conditions considers the
connection with the imposed in writing” onditions to be an
approval of a bank’s within the meaning nforcement action
licensing filing? of 12 USC 1818?
Yes
Yes
No
and then
Yes
No
No

2Generally, when the OCC considers a condition imposed in writing within the meaning of 12 USC 1818 to
be an enforcement action, the OCC publishes the condition in its monthly enforcement action press
release.

Supervisory strategies for banks with outstanding conditions imposed in writing should
include periodic assessments of the bank’s ongoing compliance with the conditions.

For more information on conditions imposed in writing, refer to OCC Bulletin 2017-48 and
its attachment, PPM 5310-3, as well as the “General Policies and Procedures” booklet of the
Comptroller’s Licensing Manual.

39 A “licensing filing” means an application, notice, or other request submitted to the OCC under 12 CFR 5.
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Other Supervisory Considerations

Related “Bank Supervision Process” Booklet Section

e “Other Supervisory Considerations”

Examiners should refer to the “Other Supervisory Considerations” section of the “Bank
Supervision Process” booklet for information regarding the following topics:

Disclosure of ratings

Suspected criminal violations

Information received from an outside source
Bank appeals process

OCC’s Custom istance Group

Quiality assu

%
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Core Assessment

Using the core assessment, OCC examiners draw conclusions about the bank’s condition and
risk profile and the adequacy of the bank’s risk management systems. The core assessment
establishes the minimum conclusions examiners must reach to assess risks and assign
regulatory ratings. The core assessment is risk-based. Risk considerations and references to
the community bank RAS are noted throughout the core assessment.

Generally, each section has a minimum objective that examiners must meet to complete the
core assessment. After reviewing the supervisory strategy and considering the bank’s risk
profile and outstanding supervisory issues, examiners should perform additional objectives
and procedures as necessary to determine whether the bank’s risk is appropriately managed.
For banks or specific areas identified as low risk, completing minimum objectives in the core
assessment should icient to assess the bank’s condition and risks. Examiners have the
flexibility, if neq€Ss expand the scope of the supervisory activity beyond the minimum

objectives.
The core assessment cOmprises Ilowing sections:
Examination Planning

Community Bank Periodic Monj#Oring

Internal Controls and Audit
Capital Adequacy
Asset Quality

Overall Credit-Underwriting Assessmew
Management
Earnings

Liquidity

Investment Portfolio and Bank-Owned Life Insuranc
Sensitivity to Market Risk

Information Technology

Asset Management

Bank Secrecy Act/Anti-Money Laundering

Consumer Compliance

Examination Conclusions and Closing

Examiners must use judgment in deciding how much work or supporting detail is necessary
to complete the objectives under the core assessment.
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Examination Planning

Introduction

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning”

Planning for supervisory activities is crucial to effective risk-based supervision. This section
is used to plan the supervisory activities conducted throughout the cycle. The following
objectives should be completed at least once during the supervisory cycle. If significant
supervisory activities are conducted separately, some objectives may be completed more than
once during a supervisory cycle. The underlying procedures for each objective are optional.
The objectives finali the scope for each area are included in other sections of the core
assessment.

Objectives and Proc @
Objective 1: Review the bank’s actgrisfics and the supervisory activity’s preliminary scope and

objectives.
1. Obtain and review the following‘ .
(

e Applicable regulatory agency rep .
service provider(s), or shared applicétio
e OCC information and documentation, i
— supervisory strategy.
— prior ROEs, with particular emphasis on i RAs, violations of law or
regulation, or enforcement actions.
— examination conclusions and work papers.
— periodic monitoring conclusions and comments.
— RAS conclusions.
— financial reports (e.g., the Uniform Bank Performance Report [UBPR]) and
applicable OCC reports or analytical tools.
— customer complaint data from the OCC’s Customer Assistance Group. When
possible, examiners should review and leverage any analyses already performed
(e.g., during the most recent periodic monitoring) to avoid duplication of effort.
— OCC correspondence.
e Other information deemed pertinent to the bank.

holding company reviews, ROEs for IT
reviews).

2. Discuss the preliminary examination scope and bank’s risks with the portfolio manager
and ADC.
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Objective 2: Determine whether changes to the supervisory strategy are needed.

1.

Contact bank management to discuss the following:

Preference for obtaining request letter information in digital form.

Activity’s timing.

Activity’s general scope and objectives.

General information about examiners’ schedules, staffing levels, and when examiners
are expected to be on-site at the bank.

Availability of key bank personnel during the activity.

Actual or planned changes in the bank’s financial condition, including significant
injection of capital and the bank’s plans to deploy such capital.

Actual or planped changes in bank products, services, or activities, including areas of

ent; and audit staffing.

r external audit’s schedule or scope.

local economy or business conditions.

s affecting the condition of the federal banking

Significant trends
Broad economic and
system; this includes tre
committees.

Purchase, acquisition, or merg ﬁ
Issues or changes to critical third-far
management process.
Issues or changes in technology, includi aI systems, third-party
technology service providers, critical softw@ efhet.banking, or plans for new
products and activities that involve new techrilegy.
Issues or changes in asset management lines of b
Issues or changes regarding consumer compliance,
Foreign Assets Control (OFAC) systems.

Effects of, or changes in response to, new regulatory gui

Significant customer complaints and litigation.

Other issues that may affect risk profile.

Bank management’s concerns about the bank or the OCC’s supervision, including
any areas that bank management would like the OCC to consider in the examination
scope.

Review the bank’s risk profile. Determine whether the OCC has identified specific areas
as low or high risk. Assess the appropriateness of the current supervisory strategy for the
bank. With the ADC’s approval, modify the strategy as appropriate. Consider the
following:

Information from bank management.
Findings from periodic monitoring activities.
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e Discussions with the supervisory office.
e Supervisory cycle for CRA evaluations.

Objective 3: Prepare for the supervisory activity.
1. Coordinate the activity with other regulatory agencies, as necessary.
2. Designate assignments for examining staff.
3. Prepare a scope memorandum.
4. Send the bank a request letter that provides the following:
e Activity star :
e Activity’ @ d objectives.
e Advance’Infofffé t e bank must provide to the examination team, including due
quested items.
u ve available for examiners upon their arrival at the bank.

e Name, address, antytelepfionepumber of the OCC contact.
e Instructions for deliveging @igitalfiles.

Examiners should customize the legt the supervisory activity’s scope, the
bank’s risk profile, and the bank’s op or expanded examinations of specialized
areas, refer to appropriate booklets of thé”Co ler’s Handbook, the FFIEC IT
Examination Handbook, and the FFIEC BS ination Manual.

Appendix A of this booklet is a §tandard¥reguest letter for community bank examinations.
tr?

5. Generally within one week of the start of the ac VigWthe requested items and
finalize the scope of the supervisory activity.

Objective 4: Conduct on-site planning meetings.

1. At the beginning of the supervisory activity, conduct an entran eeting with the chief
executive officer, appropriate members of senior management, board members, and
board committees, as appropriate, to

e explain the activity’s scope, each examiner’s role, and how the team conducts the
activity.

e confirm availability of bank personnel.

¢ identify contacts for examining staff.

e answer questions.
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2. At the beginning of the supervisory activity, meet with examining staff to confirm the
following:

Scope and objectives.

Work days.

Assignments and due dates.

Administrative duties.

Guidelines for contact and communication among the examining staff, bank
management, and the supervisory office.

%
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Community Bank Periodic Monitoring

Conclusion: The bank’s risk profile (has/has not) changed and
the supervisory strategy (is/is not) valid.

Introduction

Related “Bank Supervision Process” Booklet Sections

e “Examination Authority and Full-Scope, On-Site Examination Requirement”
> “Types of Supervisory Activities” > “Ongoing Supervision”
> “Assessment of Audit Functions” > “12 CFR 363 Annual Report Requirement”
> “Risk Assessment System”

e “Risk-Based Superysion Approach”

> “Supervisory P g > “Supervisory Activity Components”
> “Communicg

e  “Supervisory Actiofs”

Examiners may perform the foll@wing procedures during periodic monitoring. These
procedures are provided as a guid&for examiners. The portfolio manager should review the
supervisory strategy and perfo ! procedures are appropriate, consistent with the

bank’s condition and risk profile.

In addition to the procedures selected fro
should use the objective for de novo banks i

objective in this section, examiners
is a de novo.

Objectives and Procedures

Objective 1: Determine whether significant trends or events hay, nged the bank’s risk profile or
require changes to the supervisory strategy.

1. Review quarterly financial information using the UBPR, baii pifed information, call
reports, or applicable OCC reports or analytical tools for signiftéant financial trends or
changes. The financial review of low-risk banks should be very brief if examiners do not
identify any anomalies.

If the bank is subject to 12 CFR 363, determine whether the bank submitted its annual
report to the OCC since the last supervisory activity. If so, conduct a review of the annual
report if this has not yet been conducted. Refer to the “12 CFR 363 Annual Report
Review” section of the Bank Supervision Process booklet and the “Internal and External
Audits” booklet of the Comptroller’s Handbook for more information.

For higher-risk banks, or banks with higher-risk areas, examiners should supplement
financial information with the following, as appropriate:

e Budget and pro forma financial statements.
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e Bank management and board reports.
e Loan review, audit, and compliance risk management reports.
e Board and committee minutes.

2. Discuss with bank management financial trends and changes in bank operations, controls,
and management. Examiners may conduct this discussion by telephone or during an on-
site meeting. Focus on areas of significant actual or planned changes, including growth.
Possible discussion topics include the following:

e Financial performance and trends.
e Plans to raise or deploy of significant injections of capital.
e Control systems (audit, loan review, compliance review, etc.) and their schedule or

scope.
e Significant igs0es identified by internal or external audit and bank management’s
correctivgg n those issues.
e Activities th ct the bank’s risk profile, including changes in
— products, tribution channels, or market area.
— policies, un i dards, or risk appetite.
— management, nngl, organlzatlonal structure, or operations.
— technology—including®pe systems, third-party technology service

providers, critical so ternet banking—or plans for new products and

activities that involve nef techndlqgy.
— changes in third-party rela % luding new or terminated relationships.
e Broad economlc or systemlc trends affe

system, as identified by the OCC’s nationa c@
e Trends in the local economy or business condTefs,

e Public information disclosed since the last revie
— recent news media coverage. @
— market or industry information for publicly traded e§, such as 10Q and

securities analyst reports.

e Changes in asset management lines of business.

e Issues regarding BSA/AML/OFAC compliance.

e Issues regarding consumer compliance or the CRA.

e Other issues that may affect the bank’s risk profile.

e Bank management’s concerns about the bank or about the OCC’s supervision.

dition of the federal banking
t risk committees.

3. Perform follow-up on outstanding MRAs, violations of laws or regulations, and
enforcement actions, focusing on time frames for corrective action.

4. Consult with the appropriate supervisory office official to determine whether results of
the monitoring activities necessitate changes to the CAMELS/ITC component ratings.
(The OCC must perform a CRA evaluation to change a bank’s CRA rating.)
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5. Determine whether results of the monitoring activities affect the supervisory strategy

with regard to the following:

Types of supervisory activities planned.

Scope of the reviews.

Timing or scheduling.

Resources (expertise, experience level, or number of examiners).

Update Examiner View to reflect the following:

e Changes to supervisory strategy, ratings, RAS, or core knowledge.
e Examination conclusion and analysis comments.

Documentation i
the extent of fid

aminer View and work papers should support conclusions based on
and work performed. For example, if the bank’s risk profile or
CAMELS/I e not changed, the only required Examiner View
documentation igja si@€meng that the monitoring objectives were met and that the bank’s
risk profile has not€handed siace the last review.

If there are significant chahgeSithat require a change to CAMELS/ITC ratings or the
RAS, open the appropriate component(s) in Examiner View and
document additional supervisory@work pérformed and the effect of the changes on the
RAS, CAMELS/ITC ratings, an upgfVisgry strategy. If concerns are identified, send
written communication or conduct a i ith the board or bank management. Any
MRAs and any change in an aggregate rj ent or CAMELS/ITC rating must be
communicated in writing to the board. (The perform a CRA evaluation to
change a bank’s CRA rating.)

Objective 2: For de novo banks, perform the following during p icwgonitoring:

Assess the bank’s performance relative to its final businéss p
comparing its financial results and operations with the busifg and budget.
Evaluate any significant deviation or change from the business'¥an (actual or planned).
Monitor trends in the bank’s financial performance. For example, examiners should
assess the quality of asset growth and the impact of that growth on the bank’s condition.
Compare the bank’s financial performance to a de novo peer group using the quarterly
UBPR. Comparisons with peer group data should consider any unique characteristics of
the bank. Other peer groups may be needed depending on the type of charter established
or if the charter has a particular banking niche.

Discuss the results of the quarterly business plan, budget, financial performance and peer
analyses with bank management, and record appropriate comments in Examiner View.
Comments should highlight material variances disclosed in the analyses.

dhbudget by
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Information useful in monitoring the financial performance of de novo banks (except for trust
banks) includes the following:

Asset growth, including loan growth

Return on assets

Net interest margin

Capital ratios

Past due and nonaccrual assets

Non-interest expense (overhead)

Loan mix (specific loan categories as a percentage of total loans)
Funding mix (specific funding sources as a percentage of total liabilities)

Information useful in monitoring the financial performance of de novo trust banks includes

the following:

e Fiduciary asset g mix by type

e Custody or safekeepifi@yasseésgrowth and mix
e Operating income grgwt*y onent

e Operating expense growth byRconiponent

e Operating profit margin

e Netincome

e Balance-sheet composition and gkowth

e Liquidity level and sources /

Reviewing the level and trend in non-interest ex
performance of de novo banks. Examiners shoulgFcog8
expenses, including employment agreements and i
technology costs, fees paid for professional services, @
should understand the appropriateness of fees paid to insi
Examiners should also understand the bank’s dividend pa

is\critical in assessing the financial

salary and compensation

rams, occupancy costs,

services. Examiners
rganizations.

Examiners should use judgment and review additional informati ture the unique
aspects of a particular charter (e.g., to monitor a particular banking niche). Examiners should
expand the scope of periodic monitoring as appropriate based on risks present.
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Internal Controls and Audit

Conclusions:
The system of internal controls is (strong, satisfactory,
insufficient, or weak).
The audit program is (strong, satisfactory, insufficient, or weak).

Introduction

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Assessment of Audit
Functions”

xaminers to assess and validate the two fundamental
gement system—the system of internal controls and audit.
trols and audit are crucial to the proper supervision of a

The core assessment
components of a ba
Accurate assessments

audit program. In completing these a e examiner should consult the EIC and
other examining personnel as appropriateg€o r the following when assessing internal
controls and audit:

Complete this section’s objectives t asseSS}bank’s overall system of internal controls and
m y

Board and management oversight
Management and processes
Reporting

Staffing
A bank is expected to establish and maintain an effective syste Q al controls and an
audit system commensurate with the bank’s size and complexity as Well as the nature, scope,
and risk of its activities.*

Internal Controls

A system of internal controls is made up of both internal controls and information systems.
Internal controls are the systems, policies, procedures, and processes—effected by the bank
board, management, and other personnel—designed to safeguard bank assets, limit or control
risks, and achieve the bank’s objectives.

40 Refer to 12 CFR 30, appendix A, “Interagency Guidelines Establishing Standards for Safety and Soundness.”
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The community bank core assessment includes objectives for assessing a bank’s control
environment during each supervisory cycle. The objectives are consistent with applicable
laws and regulations*! and industry best practices, and include an assessment of bank
financial reporting and related controls. Examiners should consider each bank’s risk profile,
complexity, and nature of activities in their assessment. Examiners determine whether the
overall system of internal controls is strong, satisfactory, insufficient, or weak.

Examiners should use expanded procedures when the assessment identifies significant
control discrepancies or weaknesses or raises questions about the effectiveness of the bank’s
system of internal controls. Examiners should refer to appropriate booklets of the
Comptroller’s Handbook, including “Internal Control” and “Corporate and Risk
Governance,” or to the FFIEC IT Examination Handbook and the FFIEC BSA/AML
Examination Manual for more information and expanded procedures.

Audit

The community bank/ cor ment includes objectives for assessing a bank’s overall audit
program and determini level of OCC reliance on the bank’s audit work during each
supervisory cycle. The revi e supervisory strategy and, in consultation with the
supervisory office, tailors thegsco the audit assessment to the bank’s size and complexity
as well as the nature, scope, ang,ri ctivities. The review of audit work papers may
not be waived during any supervisofy cycle®The scope of this audit work paper review may
vary by bank to include internal audW, outsougged internal audit, or external audit work
papers.*? Examiners determine whethe % audit program and the bank board’s

i

oversight thereof is strong, satisfactory, i weak.

gfasseSsment identifies significant audit
or control discrepancies or weaknesses or when thég gyenfraises questions about the
audit function’s effectiveness. In those situations, examfer i
scope of the review by selecting expanded procedures in
or “Internal Control” booklets of the Comptroller’s Handb
of the Comptroller’s Handbook, the FFIEC IT Examination

examination work in effected operational or functional business areas.

Verification is generally performed infrequently. When significant concerns remain about the
adequacy of an audit or internal controls or about the integrity of a bank’s financial or risk
management controls, examiners should consider further expanding the audit review to
include verification procedures. The supervisory office makes the determination on a case-
by-case basis whether to pursue verification, along with its extent and who performs it.

41 For information on the laws, regulations, and policy guidance relating to internal controls, refer to the
“Internal Control” booklet of the Comptroller’s Handbook (national banks) and OTS Examination Handbook
section 340 (FSAS).

42 Refer the validation section in the “Internal and External Audits booklet of the Comptroller’s Handbook for
more information.
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Examiners should refer to guidance in the “Internal and External Audits” booklet of the
Comptroller’s Handbook on the required use of and performing verification procedures.

Reliance on Audit Work and Internal Controls

Upon completing the Internal Controls and Audit section of the core assessment, the
examiner should determine how much reliance can be placed on the bank’s audit program
and internal control system. The examiner, in consultation with the EIC, should communicate
this information to relevant examination staff.

Objectives and Procedures

Minimum Objective

Determine the in trol rating. Determine the audit program rating and the level of
reliance the OCC ca audit work, and consider the potential impact of these findings
on the bank’s risk as§es ch supervisory cycle must include a review of audit work
papers—this cannot b

The examiner should review the s 12 CFR 363 annual reports, if the bank is covered by
12 CFR 363 or a voluntary submaiiter, 2 CFR 363 annual report was already reviewed
during a prior supervisory activity, examiiner should consider the results of the review.

it

Examiners should operate in accord i elr OCC supervisory office’s guidance and
instructions for analysis and documentati f ank’s 12 CFR 363 annual reporting.

Discuss with management the following:

e How the audit committee supervises audit acti

e Any significant changes in business strategy or activiti at
function (e.g., third-party relationships, products, serviges, Geliy,
geographies).

e Any material changes in the audit program, scope, schedulé§ #ng related to internal
and external audit activities (e.g., external auditor, outsourcing*®¥Co-sourcing scope, and
audit tools or audit systems).

e Any other internal or external factors that could affect the audit function (e.g., audit
projects or initiatives).

e Observations from examiner review of internal bank reports, as well as OCC and other
third-party-generated reports.

uld affect the audit
gy channels, or market

Obtain and review the following information:

e Centralized audit firm review memorandum, if applicable

e Board or audit committee minutes and related internal or external audit packages and
information submitted to the board or audit committee.

e Sample of internal audit work papers. Examiners should consider high-growth areas,
high-risk areas, new activities offered by the bank, and previous examination results.
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Refer to the “Internal and External Audits” booklet of the Comptroller’s Handbook.
Consider the results of the work paper review when determining the adequacy of the
bank’s audit program testing and assessment of internal controls.

e Most recent bank annual report package filed with the OCC (if applicable). Any report of
resignation of external auditor of a public company, or of a holding company if the bank
is public.

Communicate deficiencies identified by audit to the examiners assigned to review other
functional areas for follow-up. Consult with the EIC and other examining personnel to
determine whether the deficiencies identified by audit indicate potential weaknesses in the
bank’s internal controls.

If the bank’s activities, risk profile, or risk controls have changed significantly, or if review
of the above informaig@n raises substantive issues, the examiner should expand the activity’s
scope to include 3 @ objectives or procedures. If this review does not result in
significant chang es, conclude internal controls and audit review by completing
Other Assessment ®bjec

objective 9.

Examiners should choose onl ives and procedures necessary to assess the bank’s
condition and risks. Examiners typigélly do pot need to carry out every procedure listed.

Objective 1: Determine the scope of the internalg0n and audit review.

1. Consider the information reviewed when pe
reviewed, obtain and review the following,

¢ Internal and external audit reports issued since
management letters and such as service organizati

ination, including
OC) reports.

auditor and the bank or, if applicable, the bank’s parent€0 j

e Current year internal and external audit plan or schedule afestatus reports.

e Management’s responses to internal and external audit reports issued since the last
examination.

e Detailed listing of job duties and responsibilities of internal audit staff, including the
chief auditor. (Some small banks do not have a formal internal or external audit
program. Instead, audit responsibilities may lie with an officer or employee
designated as a part-time auditor or with employees who may share the audit tasks. In
other banks, the board, through its annual director’s examination, performs the
internal or external audit function. The person with responsibility for the audit
function is considered to be the chief auditor for purposes of these examination
procedures.)

e Internal audit staff résumés, including educational and work background, industry
certifications, and recent developmental training.
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e The bank’s governance structure that outlines the bank’s board and its relevant
committee reporting structure.

e Audit committee meeting minutes and packages applicable to audits since the last
examination.

e Listing of members of the audit committee(s), including those on the fiduciary audit
committee, if applicable, and the date of each member’s appointment to the
committee.

e Memorandums issued as part of an OCC centralized audit firm review involving the
bank’s outsourced internal audit or external audit functions.

e Any report of the resignation of an external auditor of a public company, or of a
holding company if the bank is public.

e Customer complaint data from the OCC’s Customer Assistance Group and the bank.
Coordinate with the examiner reviewing consumer compliance to avoid duplication of

efforts.
e Significag n.
Assurance report§ m

outside third party;
company. The scope

ained by those performing services for the bank, such as an
Iding company, or another affiliate of the holding

IVe of these audits are determined by the service provider,

but most follow the indu epted standard for reporting. Refer to the “Non-Internal

Audit Assurance Activitie ofthe “Internal and External Audits” booklet for

more information on types and g@nsiderations for internal audit.

~+

2. Discuss with examiners responsible f
significant audit findings that require fo

ting other areas of the core assessment any

3. Consult with the EIC and examiners respon pleting other areas of the core
gofdaternal audit work papers for

r bank activity and

wih those activities.

review. Consider having examiners who are respo
specialized areas review internal audit work papers a:

For more information, refer to the “Internal and External Adg gbklet of
Comptroller’s Handbook.

Objective 2: Determine the adequacy of board and audit committee oversight of the bank’s audit
function, including outsourced internal audit and external audit.

1. Review the board or audit committee minutes and packages to determine whether the
board or audit committee, as appropriate,

e has an audit committee charter clearly that defines duties appropriate for the size,
complexity, and risk profile of the bank, including oversight of the internal audit
function.

e approves the internal and external audit programs, annual audit plan and schedule,
and significant audit program or audit schedule changes.

e reviews and approves the decision to forego an external audit program.
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e confirms that the bank has appropriate audit coverage to meet risks and demands
posed by its current and planned activities.

e confirms that the bank has adequate independent and competent audit personnel,
considering staffing, training, compensation, and outsourcing options.

e meets regularly with the chief auditor, outsourced internal audit firm
representative(s), and external auditor.

e receives sufficient information and reports to effectively monitor audit performance
and progress in meeting the audit plan and schedule (e.g., plan status, staff training,
audit risk assessments, audit activity reports, verification activity status, and issue
tracking reports).

e regularly review internal and external audit reports, audit findings, management’s
responses, and other related information.

e holds management accountable for timely and appropriate resolution of audit
findings.

e reviews tj @ al auditor’s evaluations of using internal audit’s work, if the
external audit® work of the internal auditors.

e periodically & audit function, including effectiveness of any audit quality
assurance acti

e provide active ov
entering into third-pa
agreement or contract,
engagements.

ourced audit activities, perform due diligence prior to
it arrangements, approve an appropriate written
oveerminations of outsourced internal audit

e discusses the external auditor S M ce.
For more information, refer to the “Interétal afid BXternal Audits” booklet of the
Comptroller’s Handbook.

2. If the bank is subject to 12 CFR 363, determine omposition of the audit

committee complies with 12 CFR 363.5. Consider the WiNg:
e If the bank’s assets are $1 billion or greater, are all e audit committee
outside directors who are independent of bank manage
o If the bank’s assets are $500 million or greater, but less tham$1 billion, is a majority
of the audit committee outside directors who are independent of bank management?

3. If the bank has fiduciary powers, coordinate with the examiner reviewing asset
management and consider the following:

e Does the fiduciary audit committee meet requirements of 12 CFR 9.9(c) (national
banks) or 12 CFR 150.470?

e Do board meeting minutes reflect requirements for fiduciary audits in compliance
with 12 CFR 9.9(a) and (b) (national banks) or 12 CFR 150.440(a) and (b) (FSAs)?

e For banks with trust powers that offer collective investment funds (CIF), does the
bank’s board retain direct responsibility for the annual audit of CIFs in accordance
with 12 CFR 9.18(b)(6)(i) (national banks and FSAs, as 12 CFR 9.18 is applicable to
FSAs under 12 CFR 150.260(b))?
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Objective 3: If the bank is covered under 12 CFR 363, determine compliance with annual filing
and reporting requirements.

e Determine whether the bank’s most recent fiscal year-end management report contains
required information and is appropriately signed (refer to 12 CFR 363.2(b)). Determine
whether the report includes a statement of management responsibilities and an
assessment by management of the bank’s compliance with designated safety and
soundness laws and regulations during the fiscal year, along with other relevant
statements on internal controls, management conclusion, etc.

e Review the bank’s determination that it met the filing and notice requirements of 12 CFR
363.4.

e Determine whether management’s assessment of financial reporting controls and
compliance with designated laws and regulations regarding insider loans and dividend
restrictions (12 363, appendix A, table 1) is appropriate.

Refer to the “Int€rna
guidance and expanded

rnal Audits” booklet of the Comptroller’s Handbook for

Examiners may want to appaRdiD, “12 CFR 363 Report Worksheet,” in the “Internal
and External Audits” booklet{of t mptroller’s Handbook as an aid in completing this
portion of the examination pro

Examiners should promptly advise t C
opinion or disclaimer of opinion encounteggd.
Objective 4: If the bank is subject to the periodic filin

(i.e., the bank has registered its securities with t
SEC requirements.

ervisory office of any qualified or adverse

ting requirements of 12 CFR 11
termine compliance with certain

C’s Chief Counsel’s
review of the

1. Review correspondence or other communications iss
Office, Securities and Corporate Practices Division, res
bank’s proxy material and annual reports.

2. Determine whether the bank has adequately addressed issues requiring attention resulting
from the review by the OCC’s Chief Counsel’s Office, Securities and Corporate Practices
Division.

Objective 5: Determine adequacy of the bank’s internal audit function.
1. Assess whether the internal audit function has been established consistent with

12 CFR 30, appendix A, I1.B, “Internal Audit System.” Determine whether the internal
audit function

e adequately monitors internal controls systems.
e isindependent and objective.
e s staffed by qualified persons.
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adequately tests and reviews information systems.

adequately documents tests, findings, and corrective actions.

verifies and reviews management actions addressing material weaknesses.
requires the bank board or its audit committee to review the internal audit systems’
effectiveness.

If the bank has no internal audit function, determine management’s rationale and
mitigating factors (e.g., strong external audit or director’s examination and internal
control system, limited complexity of operations, or low risk).

2. Assess the quality of internal audit activities, including outsourced internal audit
activities, by considering the following:

e Bank’s size gfithe nature and scope of its activities.
e Quality apé @ jveness of internal control assessments, including those for
financialrepQiftifg.

e Quality and timeli
follows up on signifi

e Reporting lines to the board @r audit€ogmittee.
e Quality and depth of audit co % it procedures, including regular testing of

internal controls and MIS.
e Whether audit provides constructiv i dyice or consulting on evaluating
safeguards and controls in the acquisitio jmplementation of new products,
services, and delivery channels, and what i merger, acquisition, and
transition activities.
e Whether audit plans address goals, schedules, staffd nd¥eporting.
e Progress made toward completing annual audit plaRg or Sc
e Whether audit scope is adjusted for significant changes i
structure, activities, risk exposures, systems, or new prodt
e Use of audit software and other computer-assisted audit techniques.

3. Determine competence and independence of internal audit staff, whether in-house or
outsourced. Consider the following:

e Auditor and staff experience and training.

e Auditor and staff tenure, turnover, and vacancies.

e Incompatible duties performed by auditor or staff.

e Lines of reporting, operational duties assigned to the auditor, or other restrictions or
relationships.

e Staff’s ability to meet audit schedule.
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4. Review internal audit outsourcing arrangement contracts or engagement letters, and
determine whether they adequately address the roles and responsibilities of the bank and
the third party. (Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on
Internal Audit and Internal Audit Outsourcing”; OCC Bulletin 2013-29, “Third-Party
Relationships: Risk Management Guidance”; OCC Bulletin 2017-21, “Third-Party
Relationships: Frequently Asked Questions to Supplement OCC Bulletin 2013-29”; and
OCC Bulletin 2017-7, “Third-Party Relationships: Supplemental Examination
Procedures.”) Determine whether

e the arrangement maintains or enhances quality of internal audit and internal controls.

e key bank employees and third parties clearly understand lines of communication and
how the bank addresses internal controls or other problems noted by the third party.

e the outsourced internal audit firm(s) is adequately incorporated into the bank’s third-
party risk m ement program.

e thearran es not compromise the role or independence of a third party who
also serves a ’s external auditor.

suitable audit of all fiduciar
or under a continuous audit .
e audit results, including significant geti
board minutes.
e if the bank uses a continuous audit, the r all discrete audits performed since
the last audit reports, including all signi are noted in board minutes at
least once during the calendar year.

it fumction and whether it

ag Checy Act
40 wBSA/AML and
e compliance testing is completed on an annual basis.

e if testing is not completed annually, risk analysis used by management to set testing
schedule, and frequency of audits is reasonable.

e audit covered all regulatory provisions and bank’s policies and procedures for
complying with BSA/AML/OFAC regulations. For more information, refer to the
FFIEC BSA/AML Examination Manual.

complies with 12 CFR 21.21, “Procedures for Monitori
Compliance.” Consult with the examiner responsible for e
determine whether

Objective 6: Determine whether the bank has implemented an appropriate external audit function.

1. If the bank has no external audit function, determine management’s rationale and
mitigating factors (e.g., strong internal audit and internal control system, limited
complexity of operations or low-risk). Consider the following:
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Bank’s size.

Nature, scope, and complexity of bank activities.

Bank’s risk profile.

Actions (taken or planned) to minimize or eliminate identified weaknesses.
Extent of the bank’s internal auditing program.

Compensating internal controls in place.

2. Determine which of the following types of external audit programs the bank has:

e Financial statement audit by an independent public accountant.

e Reporting by an independent public accountant on the bank’s internal control
structure governing financial reporting.

e Integrated audjt by an independent public accountant.

gedures.

For more informatigi, weferto the “Types of External Auditing Programs” section of the
“Internal and Exterfial A

4. Determine whether the external alteh is performed by an independent public
and whether the program is appropriate

5. Review the external audit engagement letter ang
following:

Purpose and scope of the audit

Period of time to be covered by the audit

Reports expected to be rendered

Limitations placed on the auditor’s scope or work

For more information, refer to the “Engagement Letters” section of the “Internal and
External Audits” booklet.

6. Arrange with bank management to meet with the external auditor to discuss the
following:

e External audit’s scope, results, or significant findings, and upcoming audit plans or
activities.

e Reports, management letters, and other communications (written or oral) with the
board or audit committee.
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e Audit planning methodologies, risk assessments, sampling techniques, and (if
applicable) 12 CFR 363 control attestations.

e How much the external auditor relies on the work of internal auditors and the extent
of external audit’s assessment and testing of financial reporting controls.

e Assigned audit staff experience and familiarity with banking and bank auditing,
particularly in specialized areas.

7. Determine whether the board or audit committee and the external auditor have discussed
and resolved financial, employment, business, or nonaudit service relationships that
compromise or appear to compromise the external auditor’s independence.

8. Except for director’s examinations, examiners are not required to review external audit
work papers. External audit work papers, however, may be subject to OCC review if the
review of internalfaudit discloses significant issues (i.e., insufficient internal audit
coverage) or g 5 are otherwise raised about matters that are normally within the
scope of an & audit program. Examiners should consider whether to review
external audit w@rk pa@ers¥gr areas where problems or questions exist. Examiners should
consider reviewing@€Xxtemgal audit work papers when

unexpected or suddenfthaRge ©ccurs with the bank’s external auditor.

significant change occubsy ’s external audit program.

issues are raised that affect tlle bank® safety and soundness.

issues are raised about the in deg€e, gbjectivity, or competence of the external
auditor.

For more information, refer to the “Work P : External Audit” section of the

“Internal and External Audits” booklet.

Objective 7: Use the findings from the audit review and other ar, nd&y examination to assess
the bank’s internal control system.

1. Assess the bank’s control environment. Consider the follo

e Organizational structure (e.g., centralized or decentralized, authorities and
responsibilities, and reporting relationships).

e Management’s philosophy and operating style (e.g., formal or informal, conservative
or aggressive, and success of risk strategy).

e External influences affecting operations and practices (e.g., independent external
audits).

e (Goals, objectives, attention, and direction provided by the board of directors and its
committees, especially the audit or risk management committees.

2. Evaluate the bank’s internal RAS. Consider the following:

e Effectiveness of the system to identify, measure, monitor, and control risks.
e Responsiveness of the system to changing risk conditions.
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e Competency, knowledge, and skills of personnel.
e Adequacy of blanket bond coverage in relation to the bank’s risk profile.

3. Assess the bank’s control activities. Consider the following:

e Quality of policies, procedures, and audit.

e Quality and timeliness of management and staff training.

e Timeliness of risk analysis and control processes.

e Approvals and authorization for transactions and activities.

e Supervision and oversight of payments against uncollected funds (potential for check
fraud, such as kiting).

e Segregation or rotation of duties to ensure that the same employee does not originate
a transaction, process it, and then reconcile the general ledger account.

e Vacation regffifegments or periodic unannounced rotation of duties for personnel in
sensitive g0 %

e Dual control or jol
checks, and consigne
e Independent checks or v ions®n function (e.g., lending and wire transfer),

performance, and reconciliatfon of balapces.
e Timely account reconciliation rg$olut@dn or clearing of outstanding items.

e Accountability for actions taken aff gnd the responsibilities and authorities
given to the staff.

4. Assess the bank’s accounting, information, and -@ ication systems. Determine
whether the systems
rm

identify and capture relevant internal and external I ati a timely manner.
ensure accountability for assets and liabilities.

ensure effective communication of positions and activitie

adequately address business resumption and contingency planning for information
systems.

5. Evaluate the bank’s self-assessment and monitoring systems. Consider the following:

e Periodic evaluations, self-assessments, or independent audits of internal controls.

e Whether the systems ensure timely and accurate reporting of deficiencies.

e Processes to ensure timely modification of policies and procedures.

e Audit requirements established by the bank’s blanket bond company as specified in
the insurance application and policy.
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Objective 8: Determine whether expanding the scope of the supervisory activity or developing a
plan for corrective action is warranted.

1.

If the review of internal controls or audit, including the work paper review, discloses
significant audit or control discrepancies or weaknesses that are not mitigated by a
satisfactory or strong risk management program, consider whether expanded examination
procedures (including internal control questionnaires) should be performed to identify the
extent of deficiencies and determine their effect on bank operations. Consider expanding
procedures if the following issues are identified:

e Concerns about the competency or independence of internal or external audit.

e Unexplained or unexpected changes in internal or external auditors or significant
changes in the audit program.

e Inadequate sgfpe of the overall audit program or in key risk areas.

e Auditwo in key risk areas that are deficient or do not support audit
conclusions.
e High-growt itheut adequate audit or internal controls.

e Inappropriate aBiionsWwy igsiders to influence findings or scope of audits.

If, after completing step 1§ sigRifiCant concerns remain about the adequacy of audit,
adequacy of internal contr egriyy of the bank’s financial controls, consider
selecting certain verification pro€edures®o determine root causes of the concerns and
effect on bank operations. Exam shoufd use verification procedures if the following
issues are identified:

from prior examinations or from one audit to the

e Bank auditors are unaware of, or are unable to suffici , significant
deficiencies.
e Management engages in activities that raise questions about Its integrity.

e Repeated violations of law affect audit, internal controls, or regulatory reports.

Examiners may find other instances warranting further investigation. Examiners should
consider the risk posed by noted weaknesses in audit or controls and use judgment in
deciding whether to perform verification procedures.

Objective 9: Conclude the internal control and audit review.

1. Assess the system of internal controls (strong, satisfactory, insufficient, or weak) and

audit program (strong, satisfactory, insufficient, or weak). Refer to the “Community Bank
Internal Control and Audit Assessment Guidance” section of this booklet.
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2. If warranted, develop action plans to address audit deficiencies before conducting the exit
meeting. Consider management’s ability to correct the bank’s fundamental problems.

3. Use results of the foregoing procedures and other applicable examination findings to
compose comments (e.g., separate comments, part of management/administration, and
MRAS) for inclusion in the ROE.

4. Incorporate assessments into assigned CAMELS/ITCC ratings and risk assessment
conclusions.

5. Consult with the EIC and communicate to other examiners conclusions and findings from
the internal control and audit review that are relevant to other areas being reviewed.
Communicate conclusions regarding the assessments of internal controls and audit to the
EIC or examiner gasponsible for consolidating conclusions from the “Management”

section.
6. Update, organizegyan nce work papers in accordance with OCC policy.
7. Update Examiner (e.g.#ratpgs, core knowledge, MRAS, and violations).

8. Indiscussion with the El
supervisory cycle.

iminary strategy recommendations for the next
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Capital Adequacy

Conclusion: Capital Adequacy is rated (1, 2, 3, 4, or 5).

Introduction

Complete the appropriate objectives in this section to assign the capital adequacy component
rating. When assigning the rating, the examiner should consult with the EIC and other
examining staff. Consider the following UFIRS factors:

e Level and quality of capital and overall financial condition of the bank.

¢ Ability of bank management to address emerging needs for additional capital.

e Nature, trend, a lume of problem assets, and adequacy of the allowance for loan and
lease losses d other valuation reserves.

e Balance-sheét co itign, including nature and amount of intangible assets, market risk,
concentration ri i

Quality and strength i d reasonableness of dividends.

Prospects and plans for grgwt ast experience in managing growth.

Access to capital markets a sotces of capital, including support provided by a
parent holding company.

The bank is expected to maintain capital J

the bank and the ability of bank manageme
risks. Examiners should consider the bank’s ris
and assigning the capital adequacy component rdti

urate with the nature and extent of risks to
measure, monitor, and control these
en determining capital adequacy

Supervisory Review of Capital Planning an

The supervisory review process assesses whether (1) the ba gfo d and effective
ghthat its overall
capital is adequate and (2) the bank maintains a capital level that | mensurate with its
risks and is consistent with the bank’s internal assessment and identified capital needs on an
ongoing basis and as underlying conditions change (for example, changes in the bank’s
overall risks or economic conditions). Examiners review the capital planning process at least
once during each supervisory cycle. Conclusions about the capital planning process are
considered and incorporated in the assessment of the capital and management component
ratings.

Examiners should consider the quality of the bank’s overall corporate governance of the
bank’s risk taking activities, including senior management and board oversight, when
assessing capital adequacy. As part of this evaluation, examiners should consider the quality
of risk management, internal control, model validation, and audit processes as well as bank
management’s expertise and ability to identify and control financial and operating risks.
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When serious deficiencies exist in any of these areas, examiners may determine that the bank
should hold capital above the level suggested in the bank’s assessments of specific risks.

The bank’s failure to have an effective capital planning process may be an unsafe and
unsound banking practice. If the bank does not have an effective capital planning process that
is commensurate with its overall risks, the OCC may require immediate corrective action. An
ineffective or weak capital planning process may invalidate the bank’s internal capital
assessment and necessitate that examiners determine an appropriate capital level. The OCC
may impose higher capital requirements if the bank’s level of capital is insufficient in
relation to its risks; determining the appropriate capital level is necessarily based in part on
judgment grounded in agency expertise. Potential OCC actions to ensure adequate capital
may include, as deemed necessary, an individual minimum capital ratio, memorandum of
understanding, formal written agreement, consent order, cease-and-desist order, or a prompt
corrective action diregtive.

. The board should direct bank management to address any
gaps in the bank’s capitahplanni cess to ensure that the quality and quantity of capital is
sufficient to support the risksgin k.

For more information, refer to OCCBulletim2012-16, “Capital Planning: Guidance for
Evaluating Capital Planning and A

ua(y
Objectives and Procedures @
Minimum Objective

Determine capital adequacy component rating and potemti paeg on the bank’s risk

assessment.
At the beginning of the supervisory activity, discuss with ban ent the following:

e The bank’s present condition and future plans (e.g., dividends, growth, new products, and
strategic initiatives, including plans to raise and deploy significant new injections of
capital).

e Actual or planned changes in controlling ownership.

Follow up on significant capital-related audit or IT issues that examiners identified while
reviewing the bank’s audit and IT programs, as applicable.

Obtain and review the following information:
e The OCC’s supervisory strategy for the bank.

e The bank’s total capital and risk-based capital computations. (The Economic Growth,
Regulatory Relief, and Consumer Protection Act (Pub. Law 115-174), which was signed
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into law on May 24, 2018, established a new community bank leverage ratio that will
apply to banks with total consolidated assets of less than $10 billion that meet certain
requirements. As of the time of publication of this booklet, the OCC and other agencies
were in the process of amending the capital rules. For the most up-to-date information,
examiners should refer to section 201 of the act and 12 CFR 3, and consult the
supervisory office with any questions.)

e Results from supervisory activities.

e Results from other areas of this and other supervisory activities that may affect capital
adequacy (e.g., earnings or asset quality).

e Financial reports (e.g., UBPR) and applicable OCC reports or analytical tools.

If the bank’s activities, risk profile, or risk controls have changed significantly, or if review
of this information raises substantive issues, the examiner should expand the activity’s scope
to include additionalgjectives or procedures. If this review does not result in significant
changes or issues e the capital review by completing objective 8.

Other Assessm

Examiners should choos se\gbjectives and procedures necessary to assess the bank’s
condition and risks. Examineg tyRically do not need to carry out every procedure listed.

Objective 1: Determine the scope of the c@pital adéquacy review.

1. Review the supervisory information tggte
require follow-up in this area.

previously identified deficiencies that

2. Discuss with the examiner responsible for comg e Internal Controls and Audit
] figelings require follow-up or

assessment whether significant deficiencies raise questions €
confidentiality, or availability of data and require follow-up.

4. 1f not previously reviewed, obtain and review the following:

e The bank’s total capital and risk-based capital computations.

e Findings from the OCC’s periodic monitoring activities.

e List of shareholders who own 5 percent or more and their percentage of ownership.
5. Calculate and distribute capital limits and shareholder information to other examiners.

Objective 2: Determine adequacy of capital.

1. Review applicable information to identify trends. Consider the following:
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e Reports used by bank management to monitor and project capital requirements.

e UBPR and other OCC analytical tools calculations. Compare the bank’s ratios with
those of peer banks.

e The bank’s present condition and future plans.

2. Obtain capital-related information from the examiner assigned to review board minutes.

3. Consider impact of the following on current or future capital adequacy:

e Dividends.

e Earnings.

e Asset quality and allowance adequacy.

e Historical and planned growth.

e On- and off#alapce-sheet activities.

e Strategic % , including plans to raise and deploy significant new injections of
capital.

¢ Financial plafis ud@ets, including replacement costs for fixed assets and
technology.

e New products, ser , OR distribution channels.

e Related organizations!

4. Evaluate sources of capital. Con§ider V’owing:
e Earnings retention.

e Ownership capacity—condition of pfinci olders, parent, or subsidiaries.
e History of public or private offerings.

Objective 3: Determine risk to capital posed by the aggreg irection of applicable risks.
Consult with the EIC and other examining staff to decide
direction of risk has an adverse impact on current or future capi
“Risk Assessment System” section of this booklet.

aggregate level or
acy. Refer to the

Objective 4: Determine quality of risk management systems through discussions with key risk
managers and analysis of applicable information.

1. Assess the bank’s system of internal controls over the capital accounts. Consider relevant
controls listed in objective 5 of the Internal Controls and Audit section of the core
assessment in this booklet. Also consider other controls pertinent to capital.

2. Assess integrity, confidentiality, and availability of data used to record, analyze, and
report information related to capital. Consider input, processing, storage, access, and
disposal of data. Focus on measures taken to limit access to the data and procedures in
place to monitor system activities. Determine if these controls have been independently
validated. Coordinate this review with examiners responsible for all functional areas of
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the examination, including internal controls, to avoid duplication of effort. Share findings
with the examiner reviewing IT.

Objective 5: Assess the adequacy of the bank’s capital plan and stress testing. Consult with the
loan portfolio manager or other examiners responsible for asset quality to avoid duplication
of efforts pertaining to the review of the bank’s stress testing.

1. Determine whether the bank’s capital planning process includes the following:

e ldentifying and evaluating risks.
e Setting and assessing capital adequacy goals that relate to risk.

e Controls for integrity in the internal capital planning process and capital adequacy
assessments.

g.

e Asks plausible “what i
e Makes a reasonable determigation o®how much impact the stress event or factor
might have on earnings and cagi

For more information, refer to OCC Bulletin l@ ommunity Bank Stress Testing:
Supervisory Guidance.”

Objective 6: Determine whether to expand the procedures or déWglopa plafyfor corrective action.
Consider whether

e bank management can adequately manage the bank’s risks.

e bank management can correct fundamental problems.

e to propose a strategy to address identified weaknesses and to discuss strategy with the
supervisory office.

For more information, refer to the “Capital Accounts and Dividends” booklet of the
Comptroller’s Handbook.

Objective 7: After completing expanded procedures, determine whether risks and concerns indicate
the need to perform verification procedures.

The extent to which examiners perform verification procedures is decided on a case-by-case
basis after consulting with the ADC. Direct confirmation with the bank’s customers must
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have prior approval of the ADC and district deputy comptroller. The Enforcement and
Compliance Division, the district counsel, and the district accountant should also be notified
when direct confirmations are being considered.

Objective 8: Conclude the capital adequacy review.

1. Adjust the bank’s reported capital ratios to reflect the results of the examination and
distribute them to examining staff. Consider the following:

Asset charge-offs

Examiner-directed additions to ALLL
Errors in financial reporting

Other capital adjustments

2. Consult with nd other examining staff to identify and communicate to other
examiners concl findings from the capital review that are relevant to other
areas being revi

e

3. Use results of the for@going groc&dures and other applicable examination findings to
compose comments (e.g.,\¢apNal adequacy and MRAs) for the ROE.

4. Update, organize, and reference @ivork papers in accordance with OCC policy.
5. Update Examiner View (e.g., ratings, géfre ledge, MRAs, and violations).

6. In consultation with the EIC, provide prelim gy recommendations for the next
supervisory cycle.
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Asset Quality

Conclusion: Asset quality is rated (1, 2, 3, 4, or 5).

Introduction

Complete the appropriate objectives in this section to assign the asset quality component
rating. When assigning the rating, the examiner should consult with the EIC and other
examining staff. Consider the following UFIRS factors:

e Adequacy of underwriting standards, soundness of credit administration practices, and
appropriateness of risk identification practices.

e Level, distributiggyseverity, and trend of problem, classified, nonaccrual, restructured,
delinquent, a forming assets for both on- and off-balance-sheet transactions.

e Adequacy ofAL B ther asset valuation reserves.

e Credit risk arising uced by off-balance-sheet transactions, such as unfunded
commitments, cre , commercial and standby letters of credit, and lines of
credit.

e Diversification and qualityf of Yeart and investment portfolios.

e Extent of securities underwhii i
activities.

G

e Adequacy of loan and investment pol

e Ability of bank management to properl
identification and collection of problem ass

e Adequacy of internal controls and MIS.

e Volume and nature of credit documentation exc

edures, and practices.
ISEer its assets, including the timely

i, measure, monitor,

Examiners should consider the ability of bank managemengto I
i e component rating.

and control the current and planned level of credit risk when

Objectives and Procedures

Minimum Objective

Assign the asset quality component rating, complete the applicable credit underwriting
assessment(s), and determine the adequacy of the ALLL, the quantity of credit risk, and the
quality of credit risk management.

At the beginning of the supervisory activity, discuss with bank management the actual or
planned changes in the following:

e Lending policies or procedures, including underwriting criteria and practices.
e Lending strategies, including actual and planned growth in the loan portfolio.
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Lending department management or staff.

Loan origination, servicing, default management, or other key systems.
Loan products, marketing, or loan acquisition channels.

Volume, type, and trend of loan policy, credit, and collateral exceptions.
Loan review process and credit risk rating processes.

Other external or internal factors that could affect loan quality.

ALLL balance or methodology.

Third-party service providers or outsourced functions.

Follow up on significant asset quality-related audit or IT issues identified by examiners
reviewing the bank’s audit and IT programs.

Obtain and review the following information:

e Supervisory
e Results from supgrvis
e Financial reports¥Y(e
and nonaccrual repOgs.
e Risk-rating distributio ons.
e Problem and “watch” loarlist:
Other performance reports forr
such as term, LTV, credit score,
List of loans to executive officers, d principal shareholders.
Concentration of credit reports.

List of loan participations (in whole or part) nd sold since the last
examination.
All loan review reports and bank management resp® INC&the last examination.

e Lending-related audit reports, findings, and bank man@gement regponses since the last

examination. @
e Description of the qualifications and expertise of significant g
administration personnel added since the prior examination.
e List of credit-related training completed by or scheduled for lending and credit
administration personnel.

e Details from other real estate owned (OREQ) and “other asset” accounts that are material
to financial statements.

or credit

Review a sample of loans. The sample should generally include the following:

At least five recently originated extensions of credit, including loan commitments.
Loans to executive officers, directors, and principal shareholders.

Past-due and nonaccrual loans.

Previously classified and special mention loans and loans from the bank’s problem and
“watch” loan lists.
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The sample size and composition should be based on the supervisory strategy and the trends
and overall risk posed by each segment of the loan portfolio. The review’s purpose is to
determine whether the loans indicate any changes in risk appetite or tolerance level,
underwriting practices, credit administration, risk-rating criteria, or other aspects of credit
risk management, including compliance with credit-related laws and regulations. This may
be accomplished by reviewing credit files, credit approval documents, and loan committee
minutes. Documentation of credit file reviews and work paper attachments should support
the loan classification. Examiners should hold loan discussions and meetings with bank
management to review findings.

If the bank’s activities, risk profile, or risk controls have changed significantly, or if review
of this information raises substantive issues, the examiner should expand the activity’s scope
to include additional objectives or procedures. If this review does not result in significant
changes or issues, cogglude the asset quality review by completing objective 8.

Other Asses lectives

Examiners should cho those objectives and procedures necessary to assess the bank’s
condition and risks. Examjiners t ly do not need to carry out every procedure listed.

Objective 1: Determine the scope o s ity review.

These procedures apply to both comwgercial retail credit portfolios, unless specifically
stated otherwise. Refer to the “Loan Por agement” booklet of the Comptroller’s
Handbook for guidance on assessing the i risk management and setting the scope of
asset quality reviews.

1. Review supervisory information to identify pré
require follow-up.

cies or emerging risks that

ontrols and Audit
quire follow-up or

2. Discuss with the examiner responsible for completing
section of the core assessment whether significant audit fing
whether a review of audit work papers is required.

3. Discuss with the examiner responsible for completing the IT section of the core
assessment whether significant deficiencies raise questions about integrity,
confidentiality, or availability of data and require follow-up. If any discrepancies were
noted in the loan accounting system, notify other examiners of any potential or actual
concerns.

4. If not previously reviewed, obtain and review reports bank management uses to supervise
the loan portfolio, including but not limited to, the following:

e Loan trial balances.
e “Watch” loans list, problem loan list, problem loan workout reports, and past-due and
nonaccrual reports.
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All exception and tickler reports.

Concentration of credit reports, including the results of portfolio stress testing.
List of loans to executive officers, directors, and principal shareholders.

List of participations (in whole or in part) purchased and sold since the last
examination.

Overdraft list.

e Most recent ALLL analysis.

e Most recent loan review report and work papers, including responses from loan
officers, bank management, or the board.

5. Review financial reports (e.g., UBPR) and applicable OCC reports or analytical tools,
and request information to assess the size, composition, and trends in the loan portfolio
and off-balance-sheet exposures. Consider the following:

e Current ag % 2d loan growth in relation to bank capital, risk limits, and adequacy
of capital andstrat lanning.

e Segments of nd reasons for this growth.

e Concentrations he results of portfolio stress testing.

e Internal portfolio gemenpreports (e.g., loan policy exceptions, credit exceptions,
collateral exceptions, &d c@nc tions of credit).

e Unfunded loan commitnient

e Deteriorating trends in asset'quality ihdicators.

e Other information related to ri ’% tics of the loan portfolio, including
— local and national economic irfdicafor
— trends at other local financial institutj
— new products planned or already init

6. Indiscussions with bank management, determine

selection standards, and out-of-area lending); service dist oh channels; or third-
party service providers engaged in origination, servicing, or asset disposal activities
since the last examination. Examiners should determine the reasons for significant
changes.

e Potential impact of external or internal factors on asset quality (e.g., local industry
reduction or expansion, competition, management and lending staff changes, changes
in credit concentrations, or changes in product lines).

7. Obtain asset quality-related information from the examiner assigned to review board
minutes. Review minutes of loan committee meetings to understand the bank’s lending
practices.

8. Obtain and review the bank’s loan policies for adequacy and changes since the last
examination. Develop a preliminary assessment of the quality of board-approved credit
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underwriting policy standards in the appropriate credit underwriting assessment module
in Examiner View. Refer to the “Overall Credit-Underwriting Assessment” module.
Provide supporting comments and documentation to support this assessment.

Consider whether policies effectively address the following:

Portfolio objectives, composition, and limits.

Underwriting standards for all types of lending in which the bank is engaged.

Responsibilities and authorities for those involved in the lending process.

Required documentation and supporting analysis for credit approvals and credit

administration.

e Appraisal policies or procedures that establish an effective real estate appraisal and
evaluation program.

e Oversight o parties engaged in origination, servicing, or asset disposal

activities

Share an overvi
point to assess wh
exceptions, and vali

riting criteria with loan file workers to use as a reference
ices are aligned with bank policy, identify potential policy
ception tracking reports.

9. Based on the foregoing dis eview, make an initial assessment of which
expanded procedures or additiongl c:yierwriting assessments should be performed.
ervi

(@)

After consulting with the EIC an ry, office, add, as appropriate, the following
expanded procedure modules to Examuger :

Accounts Receivable and Inventory Fin
Agricultural Lending

Asset-Based Lending

Commercial Loans

Commercial Real Estate Lending
Concentrations of Credit

Credit Card Lending

Deposit-Related Credit

Floor Plan Lending

Installment Lending

Lease Financing

Leveraged Lending

Loan Portfolio Management

Mortgage Banking

Oil and Gas Exploration and Production Lending
Other Real Estate Owned

Residential Real Estate Lending

Retail Lending

Student Lending

Trade Finance and Services
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10. Obtain the loan trial balance, and select a sample of loans from the bank’s loan portfolio.
When selecting the sample, consult with the EIC, and consider the supervisory strategy
and information obtained from discussions with bank management. Consider the
following:

e Large-dollar commercial loans.

e Loan participations (in whole or part) purchased and sold.

e Loans sourced or originated through brokers and other third parties (including loans
acquired through pool purchases).

e Significant loan concentrations.

Recently originated loans in new loan products and in seasoned products or portfolios

experiencing rapid growth.

Loans securitized and sold that the bank services for investors.

ending policies, risk selection, and underwriting standards.
t the previous examination.

Higher-risk lendin ddgts, Such as leveraged finance, high loan-to-value real estate
loans, and subprime |
e Loans or lending concen s to Dlsinesses or industries exhibiting signs of

weakness or higher risk.
e Loans on the problem loan lis Eﬁ
nonaccruals, troubled debt, and restrugitir

e Loans reviewed by credit risk review (i.
audit.

e Loans continuously renewed without princi@
given the nature of the transaction.

e Out-of-market or out-of-territory loans.

e Loans made under the supplemental lending limits pyogra FR 32.7).

e o 0 0 0 o0 o
=1
O
=
o
)
>
(Z

viously classified, significant past-dues,
loans.
aview), director’s examinations, or

iop or significant curtailment

Loans not reviewed in detail should be discussed without pre ine sheets. Discuss-
only line sheets may be used to facilitate low-documentation review of credit files.

Because credit risk typically poses the largest single risk to the bank’s earnings and
capital, and loans are typically the largest asset concentration in most banks, the OCC
usually samples a meaningful percentage of loan portfolios.

The loan sample’s size and composition should be commensurate with the quantity of
credit risk, adequacy of risk management, bank’s condition, and objectives of the asset
quality review. Examiners should use judgment when determining the focus and extent of
loan sampling.

Types of loans in the sample are as important as how much of the portfolio is reviewed.
The sample should generally be skewed toward loans that pose more risk in the portfolio,
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or other pertinent risks as outlined in the supervisory strategy. Examiners should also
consider emerging risks when selecting the sample.

FSAs have statutory limits on the types and amounts of loans the banks may originate or
in which they may invest. If the bank is a mutual FSA, consider that mutual loan
portfolios may be predominately concentrated in residential mortgage loans. While some
mutual FSAs originate a moderate and growing level of loans secured by commercial real
estate, mutual FSAs tend to be less concentrated in commercial, industrial, and consumer
loans than stock FSAs. The different levels of one- to four-family first-lien residential
loans is a common distinction between mutual and stock FSAs. For more information,
refer to OCC Bulletin 2014-35, “Mutual Federal Savings Associations: Characteristics
and Supervisory Considerations.”

In a stable, well-
sample new a
underwritind®prachices

panaged bank exhibiting few signs of change, examiners should still
ated credits to determine the continued adequacy of loan quality,
d credit risk management.

sound underwriting practices or risk selection practices is
entification or credit administration is insufficient or

weak, the examiner shaoul n@ the sample to determine the severity and root cause of

these issues and their effe regitmgpiality. Additional samples may also be required,

11. Use reports or information obtained direCtly ernal sources to verify balances of
assets serviced by third parties. Examiners ile balances indicated on the
bank’s financial records to information provide@ higd party. Material differences
should be investigated thoroughly.

Objective 2: Determine quantity of credit risk inherent in the loafgortf

1. Analyze individual credits, document line sheets sufficiently; ign a risk rating to
each loan reviewed. Refer to risk rating guidance in the “Rating Credit Risk” booklet of
the Comptroller’s Handbook or other booklets relevant to the type of loan reviewed.
Analysis should include a review of related debt.

e Document and support the reasons for each loan rating.

e Examiners must use the most recent version of the National Credit Tool to perform
the credit underwriting assessment for each new origination sampled, unless use of
the tool is appropriately waived.

e Conclusions from the individual transaction reviews for new originations should be
used to support the assessment of the quality and direction of underwriting practices
in the appropriate credit underwriting assessment module in Examiner View.
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2. Evaluate changes in the retail portfolio’s size, composition, and growth rate since the last
examination. Consider the following:

e Changes in products, marketing or origination channels, underwriting standards,
operations, and technology.

e Levels and trends in delinquencies, nonaccruals, and losses by product.

e Level, trend, and performance of loans made with exceptions to loan policies.

e Level, trend, and performance of accounts that have been re-aged, extended, deferred,
renewed, or rewritten.

e Dependence on third-party relationships for originations, account management, or
collection activities.

3. Assess the adequacy of the bank’s retail classification and account management policies,
processes, and ¢ Is. For more information, refer to OCC Bulletin 2000-20, “Uniform
Retail Credit tion and Account Management Policy: Policy Implementation.”

e Use the checKlis

determine whe

etail Lending” booklet of the Comptroller’s Handbook to
nd procedures are consistent with OCC Bulletin 2000-

appropriateness of pragticeg that are different from those in OCC Bulletin 2000-20.
e Select a sample of retal evaluate the adequacy of the bank’s loan

classification, account mana@ement,®@nd charge-off practices for consistency with

sound governance, internal c I nagement principles, and accounting

guidance. Choose retail loan sam clude the following:

— Accounts booked within the last

— Severely delinquent retail loans that et Bgen charged off (i.e., installment
loans past due greater than 120 days and @ ged off, and open-end loans past
due greater than 180 days and not chargeelof

— Loans that have been re-aged, extended, deferrg@NgeneWed, or rewritten.

— Loans that have been placed in temporary or p&gnarien kout or forbearance
programs.

While conducting reviews of lending activities, examiners Id be alert to, and
discuss with the EIC, policies, practices, or product terms that could indicate
discriminatory, unfair, deceptive, abusive, or predatory lending issues.

4. Review completed line sheets and summarize loan sample results. The loan portfolio
manager should do the following:

e Determine whether the risk rating, accrual status, and underwriting assessment, if
applicable, are accurate and supported for each credit.

e Reconcile and prepare a summary list of exceptions.

e Migrate work papers from the National Credit Tool to Examiner View. Update and
verify the accuracy of the asset quality statistics under the “Supervisory Activity
Data” node.
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5.

Develop preliminary assessments of the quality and direction of underwriting practices in
the appropriate credit underwriting assessment module in Examiner View. Refer to the
“Overall Credit-Underwriting Assessment” module. Provide supporting comments and
documentation to support this assessment.

Determine credit risk inherent in the loan portfolio as a whole, considering the risk-rating
profile, underwriting and risk selection practices, existence of concentrations of credit,
loan policy exceptions, credit and collateral exceptions, pricing, collateral coverage,
adequacy of analysis and credit administration practices, economic indicators, etc.

Objective 3: Determine quantity of risk from other assets. For more information, refer to the
“Other Real Estate Owned,” “Other Assets and Other Liabilities,” and “Cash and Due From
Banks” booklets of the Comptroller’s Handbook.

1.

Obtain and rey ist of the following items:

e OREO

e Repossessed as§ets

e Cash items

e Other asset accounts With Yaatérial balances

Based on the preliminary assess@ient of fisk and using examiner judgment, review a
sample of OREO and conclude ovgfall guantity of associated risks.

Obtain list of classified investments and
of investments from the examiner evaluatin

ngs regarding quality and composition
ment portfolio.

In discussion with bank management and base vigw of other assets, determine
which items should be classified or charged off.

Objective 4: Determine adequacy of ALLL.

1.

Determine the appropriateness of the ALLL methodology.

e Review the ALLL policy to assess conformance with generally accepted accounting
principles. Verify that the board reviews the policy at least annually.

e Review the methodology for accuracy, and conclude on the adequacy of supporting
documentation.

e Evaluate the bank’s portfolio segmentation under Accounting Standards Codification
(ASC) 450-20, “Loss Contingencies,” for reasonableness.

e If the bank has significant holdings of junior liens, determine whether the ALLL
methodology includes sufficient information to adequately assess the probable loss
incurred within junior lien portfolio(s). For more information, refer to OCC Bulletin
2012-6, “Interagency Guidance on ALLL Estimation Practices for Junior Liens:
Guidance on Junior Liens.”

e Evaluate the reasonableness of the historical loss period under ASC 450-20.
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e If applicable, review loss estimation models to determine conformance with generally
accepted accounting principles based on the determination of reasonable model
assumptions and adequate documentation supporting the model and its output.

e Determine the appropriateness of qualitative factors and accompanying adjustments
used for the homogenous pools.

e Assess impaired loan identification and measurement for conformance to ASC 310-
10, “Receivables.”

e Determine the adequacy of MIS used to compose the ALLL methodology.

2. Conclude on the adequacy of the ALLL balance. Consider the following:

e Determine whether ALLL-related ratios (including peer comparison) previously
reviewed indicate potential concern regarding the reasonableness of previously

he ALLL balance is directionally consistent with credit trends in
ipeluding loan growth, level, and trend of concentrations, and

in a timely manner. | etermine whether this results in bank management’s most
recent or prior period anCes being materially deficient.

e If deficiencies are identifiedin the bank’s risk identification and classification
process, determine if the mos n jor-period ALLL balances are materially
deficient.

e If the balance is deficient, calculate
adequate level. Direct bank managemen

G, “Other Liabilities,” for reasonableness of the amount
losses on unfunded off-balance-sheet credit exposures.

Objective 5: Determine quality of credit risk management through discussions with key risk
managers and analyses of applicable information, including credit review reports. Complete
the following procedures related to policies, processes, personnel, and controls, as
appropriate.

1. Conclude on the adequacy and effectiveness of board-approved lending and credit
policies.

e Review the bank’s lending policies. This may include assessing the following:

— Lending objectives and risk appetite, including acceptable types of loans,
portfolio distribution (concentrations of credit), lending market or territory, risk
limits measured as a percentage of capital, approval authorities, and correlation
risk among industries in the bank’s loan portfolio.
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— Reasonableness of underwriting criteria and documentation standards.

— Policy requirements for the use of covenants and credit enhancements.

— Policy requirements for ongoing monitoring activities, including the use of tickler
systems, periodic credit reviews and financial statement analysis, and enhanced
monitoring for problem loans.

— Policies related to the appraisal and evaluation program and environmental risk
management.

— Policy requirements for problem loan management.

2. Conclude on the effectiveness of the bank’s credit administration practices.

e Conclude on the overall accuracy and timeliness of the bank’s loan rating system.
Consider any risk rating differences from the loan sample, problem loan discussions,
retail loan r , and conclusions regarding the effectiveness of the credit review
function.

e Determine w
risk rating ch@n
the credit admi tion.

e Determine wheth b& and nature of underwriting exceptions raise concerns
about the quality of palicy'standards.

— Provide preliminar 1onSon the adequacy of board-approved credit

underwriting policy stan@ards inthe,“Overall Credit-Underwriting Assessment”

module of Examiner Vie M necessary.

e Determine the effectiveness of exg€pti entification and reporting. Consider the
following:
— Frequency of exception reporting
— Adequacy of exception reporting

number and nature of credit, collateral, and policy exceptions;
er loan review findings raise concerns about the quality of

— Reasonableness of limits as a percentag 0 rtfolio
e Consider the bank’s appraisal policies, procedures ices. Evaluate the bank’s
appraisal and evaluation program and the bank’s C ofith 12 CFR 34. For

more information, refer to OCC Bulletin 2010-42, * (Ices for Appraisals
J es.”
e Evaluate the bank’s ongoing credit monitoring practices. Consider the following:
— Adequacy of periodic review requirements, considering frequency and coverage.
— Problem loan management and monitoring.
— Timeliness of obtaining and analyzing financial statements.
— Use of tickler systems for tracking financial statement exceptions and other
tracking reports used to monitor the status of pending reviews.
e Conclude on the quality of concentration risk management. Consider whether
— processes and controls to identify all material concentrations are adequate.
— risk selection aligns with the board’s risk appetite, strategic plan, and capital plan.
— portfolio stress testing and sensitivity analysis allow the bank to appropriately
identify and measure risks posed by concentrations. Refer to OCC Bulletin 2012-
33.
— an examiner-prepared basic portfolio level stress test is needed to measure the
risks posed by concentrations.
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concentration reporting is timely, accurate, and appropriate.
risk limits are appropriate in relation to capital, credit risk management, and
staffing.

Examiners document conclusions on the quantity of concentration risk and quality of
concentration risk management by completing the “Concentrations and Correlations”
node in Examiner View and building a concentrations ROE page as appropriate. The
concentrations ROE page must be completed when concentration levels that pose a
challenge to bank management are identified, or present unusual or significant risk to the
bank. Concentration data must always be entered in Examiner View.

3. Conclude on the adequacy of credit personnel.

e Determine wi

e Determine if the bank has established a
Consider the following:

er loan management and personnel are adequate to effectively
@ credit risk inherent in the loan portfolio. Consider whether
e d expertise align with the sophistication and complexity of the

compensation sysggmsygromote prudent, long-term growth and performance
objectives and co i icable regulatory requirements.

credit department mana
management of the credi

Independence of the credit review functiof®
Qualifications of credit risk review personnel gasethgn leyel of education,
experience, and extent of formal credit training.

Adequacy of the scope and depth of reviews.

Risk-based work plan with minimum coverage stand

Frequency of credit review (e.g., annually or more frequently based on risk).
Accurate and timely problem loan identification.

Conclusion on the effectiveness of the risk rating framework.

Conclusions on the overall effectiveness of the credit administration function and
adherence to the bank’s policies and procedures.

Formal documentation of findings, including monitoring of adverse findings.
Timeliness of correction of deficiencies noted by loan review.

Communication to bank management and the board.

e Conclude on the appropriateness of any other credit-related audits that may include
loan operational audits, directors’ examinations, or the financial statement audit.

e Assess integrity, confidentiality, and availability of data used to record, analyze, and
report information related to asset quality. Consider input, processing, storage, access,
and disposal of data. Focus on measures taken to limit access to data and procedures
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in place to monitor system activities. Determine if controls have been independently
validated. Coordinate review with examiners responsible for all functional areas of
the examination, including internal controls, to avoid duplication of effort. Share
findings with the examiner reviewing IT.

e Assess the bank’s system of internal controls over the credit function, including pre-
and post-funding controls. Consider the relevant controls listed in objective 5 of the
Internal Controls and Audit section of the core assessment. Also consider other
controls pertinent to the credit function.

Objective 6: Develop preliminary assessments of quantity of credit risk, quality of credit risk
management, aggregate credit risk, and direction of credit risk. Refer to the “Risk
Assessment System” section of this booklet. Consult with the EIC and other examining staff
to identify significant risks that should be considered in risk assessment conclusions.

and the procedures or develop a plan for corrective action.

e bank management €&n aligquately manage the bank’s risk.

e bank management caMgorredt fuRdamental problems.

e astrategy should be prop@se address identified weaknesses and discussed with the
supervisory office.

Objective 7: After completing expanded p ureg¥perform verification procedures as
appropriate.

The extent to which examiners perform verifica
basis after consulting with the ADC. Direct con
have prior approval of the ADC and district deput
Compliance Division, the district counsel, and the dist
when direct confirmations are being considered.

llg@yThe Enforcement and
untant should also be notified

Objective 8: Conclude the asset quality review.

1. Provide and discuss with bank management the following items:

Risk rating changes

Credit and collateral exceptions

Policy exceptions

Loans with underwriting exceptions
Classified assets

Special mention assets

Special mention and classified loan write-ups
Results of the credit underwriting assessment
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2. Consult with the EIC and other examining staff to identify and communicate to other
examiners conclusions and findings from the asset quality review relevant to other areas
being reviewed.

3. Develop a plan for corrective action. Consider whether
e examiners identified any deficient practices or violations of laws or regulations.
¢ bank management can adequately manage the bank’s risks.

e bank management can correct fundamental problems.

4. Use results of the foregoing procedures and other applicable examination findings to
compose comments (e.g., asset quality, concentrations, and MRAS) for the ROE.

5. Update, organiz d reference work papers in accordance with OCC policy.

6. Update Exafiine
concentrations).

.0., ratings, core knowledge, MRAs, violations, and

e Asset quality compone
e Quantity of credit risk.

summary conclusions in the “Com
booklet.

e “Overall Credit-Underwriting Assessment’ @ pplicable, the “Commercial
Credit—=Underwriting Assessment” or “Reta d erwriting Assessment”
modules in Examiner View.
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Overall Credit—Underwriting Assessment

Conclusion: Board-approved credit underwriting policy standards
are (strong, satisfactory, insufficient, or weak).

Review the bank’s credit underwriting policy standards, and determine the appropriate
assessment rating.

Conclusion: Credit underwriting practices are (conservative,
conservative/moderate, moderate, moderate/liberal, or liberal).

Evaluate credit undenariting practices since the previous supervisory activity, and determine
t rating.

Conclusi@n; tion of credit underwriting practices is
, unchanged, or eased).

Determine the direction of crégit Upde ing practices since the previous supervisory
activity, and conclude on the ap te as§essment rating.

%
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Management

Conclusion: Management is rated (1, 2, 3, 4, or 5).

Introduction

Complete this section’s objectives to assign the management component rating. When
assigning the rating, the examiner should consult the EIC and other examining staff.
Consider the following UFIRS factors:

e Level and quality of board and bank management oversight and support of all the bank’s
activities.

e Ability of the bog
respond to risk

) and bank management, in their respective roles, to plan for and
ay arise from changing business conditions or new activities or

products.

e Adequacy of, and co ce with, internal policies and controls addressing the
operations and risk f [ lcant activities.

e Accuracy, timeliness; ness of management information and risk-monitoring
systems appropriate to th ba ize, complexity, and risk profile.

e Adequacy of audit and int 0 promote effective operations and reliable

financial and regulatory reporti safe ard assets, and govern compliance with laws,
regulations, and internal policies?
Compliance with laws and regulatlon
Responsiveness to recommendations fr
Bank management’s depth and succession.

Extent to which the board and bank managemeg @ pcted by, or susceptible to, a
dominant influence or concentration of authorit

e Reasonableness of compensation policies and avoida sefdealing.
e Demonstrated willingness to serve the legitimate ban néed he community.
e Overall performance of the bank and its risk profile.

and supervisory authorities.

Also consider the following:

e Conclusions from all areas.

e Adequacy of the bank’s BSA/AML program. Serious BSA/AML deficiencies create a
presumption that the bank’s management rating will be adversely affected. Refer to OCC
Bulletin 2012-30, “BSA/AML Compliance Examinations: Consideration of Findings in
Uniform Rating and Risk Assessment Systems.”

e Nature, extent, and severity of deficiencies in the bank’s third-party risk management
program.

To determine the component rating for management, examiners assess the capability of the
board and bank management to identify, measure, monitor, and control the risks of the
bank’s existing and planned activities.
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Objectives and Procedures

Minimum Objective

Determine the management component rating and the aggregate level of reputation, strategic,
and operational risk, and consider potential impact of these findings on the bank’s risk
assessment.

At the beginning of the supervisory activity, discuss with bank management actual or
planned changes in the following:

e Senior management or the board
e Strategic plan or planning function

Follow up on sigg %

the bank’s audit and ™5
management.

anagement-related issues identified by the examiners reviewing
oghams, including any concerns regarding third-party risk

Obtain and review the fo ingWnfolmation:
e Supervisory strategy

e Results from supervisory activit{es

e Board minutes and reports since % jnation

If the bank’s activities, risk profile, or risk
of this information raises substantive issues, the

review does not disclose significant changes or issues, co
completing objective 4.

Other Assessment Objectives

Examiners should choose only those objectives and procedures necessary to assess the bank’s
condition and risks. Examiners typically do not need to carry out every procedure listed.

Objective 1: Determine scope of the management review.

1. Review supervisory information to determine whether previously identified deficiencies
require follow-up in this area.

2. Discuss with the examiner responsible for completing the Internal Controls and Audit
section of the core assessment whether significant audit findings require follow-up or
whether review of audit work papers is required.
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1.

Discuss with the examiner responsible for completing the IT section of the core
assessment

e whether significant deficiencies raise questions about integrity, confidentiality, or
availability of data require follow-up.

e whether there are any deficiencies in the bank’s risk management of third-party IT
service providers.

Obtain and review the following:

Board and significant committee minutes since the last examination.
Recent representative packet of board meeting materials.
Current organizational chart.

lanket bond insurance.
e.g., parent holding company, affiliates, operating
llel-owned banking organizations).

jacluding changes in those involved in critical

subsidiaries, and ¢
e List of third-party rel
activities (e.g., new, ter
e Summary of payments to ba

At the beginning of the supervisory activity, dis
management and other members of bank managemen

e Major risks (current or planned) and bank manageme ps to control them.
e Board involvement in ensuring adequate risk manageme is in effect.
e Changes, or planned changes, in senior management or the board since the last
examination.
e Board or board committee structure.
e Plans for growth or acquisition. Consider
— board-approved strategic plan.
— financial and operational plans.
— changes in products, services, delivery channels, third-party service providers, etc.
— resources and staffing necessary to accomplish strategic goals.
e Potential impact of management succession plans.

Comptroller's Handbook 86 Community Bank Supervision



Version 1.0 Core Assessment > Management

2. Review minutes of board and significant committee meetings held since the last
examination. Identify the following:

e Areas of significant risk in the bank that are not being reported appropriately to the
board.

e Potential or actual violations of laws or regulations. Report violations of insider laws,
regulations, and policies to the EIC.

e Actual or planned changes in bank operations or strategy and whether these were
approved as part of the bank’s strategic planning process.

e Individuals or factions exercising control over the bank.

e Directors involved in the management of the bank and the degree of their
involvement.

e Designated BSA officer.

3. After reviewing boardWi , ppvide examiners of other functional areas with
significant information acqui

4. Review how the board and bank M elect and retain competent staff. Consider
the following:

Requirements for annual performance ref ior management

Length of vacancies in key positions

Reasonableness of employment contracts

Compensation programs

Recruitment methods

Mutual FSAs do not have the same ability to offer stock-or sed compensation
arrangements that many stock banks are able to offer. Mutual FSAs may use a
combination of higher salaries, bonuses, and benefits to overcome this difference. Both
mutual and stock banks occasionally use phantom stock plans to provide incentive
compensation. The total value of compensation plans should be considered when
comparing mutual FSAs’ and stock banks’ compensation programs. The overarching
consideration is that compensation programs should be reasonable in amount and
commensurate with the duties and responsibilities of the covered individuals. Mutual
FSAs should customize their compensation programs to fit the bank’s individual needs,
taking into consideration an appropriate balance of risk with reward that is accompanied
by effective controls and corporate governance. For more information on mutual FSAs,
refer to OCC Bulletin 2014-35.

5. Review the bank’s vulnerability to self-dealing and level of compliance with established
laws, regulations, and bank policies regarding insider transactions and activities.
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6. Review pending or threatened litigation with bank management to determine whether
litigation has a potentially significant impact on the financial condition of the bank.

7. Review insurance policies (blanket bond, liability, fixed assets and equipment, operating
activities, etc.) to determine whether they are current and provide adequate coverage.
Consider the following:

e Blanket bond coverage in relation to the bank’s risk profile and control systems.
e Compliance with requirements established by the blanket bond company.
e Board involvement in the insurance process.

8. Review the relationship—financial or operational—between the bank and the bank’s
related organizations. Determine whether the transactions between the bank and its
related organizati@gs comply with applicable laws and regulations and conform to proper

3 Consider the impact on the following:

e Earnings.
e Capital.
e Funds managemeRgpractices:
e Management.

Organizations” booklet of the Co andbook (national banks); OTS
Examination Handbook Section 380, @fa ions With Affiliates and Insiders” (FSAS);
and OTS Examination Handbook Sectiogh73

Refer to 12 USC 371c and 371cfl, 12?23, and 12 USC 1468 (FSAs); the “Related
oll

Consider the following:

Due diligence or feasibility process.
Financial projections.

Risk analysis.

Legal opinions.

e Compliance implications.

For more information, refer to OCC Bulletin 2017-43, “New, Modified, or Expanded
Bank Products and Services: Risk Management Principles.”

10. Assess the adequacy of the bank’s third-party risk management program, particularly for
third parties involved in critical activities. Obtain relevant conclusions regarding the
bank’s risk management of third-party IT service providers from the examiner
responsible for the IT review, and incorporate these conclusions into the overall
assessment of the bank’s third-party risk management program. Consider the following:
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e Whether the bank has an effective process to manage risks related to third-party
relationships in a manner consistent with the bank’s strategic goals, organizational
objectives, and risk appetite.

The adequacy of the bank’s due diligence and approval processes for third parties.
Whether the board approves contracts with third parties that involve critical activities.
The adequacy of bank management’s ongoing monitoring of third parties.

The adequacy of processes bank management or the board use to take appropriate
action to remedy significant deterioration in a third party’s performance.

For more information regarding third-party risk management, refer to OCC Bulletins
2013-29 and 2017-21.

If deficiencies have been identified upon completing this procedure, determine whether to
expand the scopgfBfthe review. Select from the examination procedures in OCC Bulletin

2017-7 as app ‘@

Objective 3: Determine th q isk management systems.
1. After completing the Pggviou§ objectives, consult with other examining staff to make

preliminary conclusions dp adgguacy of risk management systems. Consider whether

bank management measures
the board establishes, communicaig§,
bank management accurately and a onitors established risk levels.

bank management recogniz weys and understands existing or emerging risks.

gF findings from other areas (e.qg.,
iLgehon of risk, or aggregate risk)
affect the management conclusion. Refer to the “Risk nt System” section of this

booklet. Comment as necessary.
Objective 4: Conclude the management review.

1. Consult with the EIC and supervisory office to develop action plans for addressing
supervisory concerns before conducting the exit meeting. Consider bank management’s
ability to correct the bank’s fundamental problems.

2. Consult with the EIC and other examining staff to identify and communicate to
examiners conclusions and findings from the management review that are relevant to
other areas being reviewed.

3. Use results of the foregoing procedures, conclusions on quality of audit and system of
internal controls, BSA/AML examination findings, and other applicable examination
findings to compose comments (e.g., management/administration and MRAS) for the
ROE.
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4. Update, organize, and reference work papers in accordance with OCC policy.
5. Update Examiner View (e.g., ratings, core knowledge, MRAS, and violations).
6. Indiscussion with all examining staff, draw preliminary conclusions about the following:

e Quantity of operational, reputation, compliance, and strategic risks.

e Quality of operational, reputation, compliance, and strategic risk management.

e Aggregate level and direction of operational, reputation, compliance, and strategic
risk. Complete the summary conclusions in the “Community Bank Risk Assessment”
section of this booklet.

e Supervisory strategy recommendations.

%
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Earnings

Conclusion: Earnings are rated (1, 2, 3, 4, or 5).

Introduction

Complete this section’s objectives to assign the earnings component rating. When assigning
the rating, the examiner should consult the EIC and other examining staff. Consider the
following UFIRS factors:

e Level of earnings, including trends and stability.

e Ability to provide for adequate capital through retained earnings.

e Quality and sourg@s of earnings.

o Level of exp lation to operations.

e Adequacy of'the systems, forecasting processes, and MIS in general.

e Adequacy of proyisigf§ to tgaintain the ALLL and other valuation allowance accounts.
e Earnings exposure @ mamket @sks such as interest rate and price risks.

In rating earnings, the examingr sReuld also assess the sustainability of earnings and the
potential impact the quantity of%i qoality of risk management could have on earnings.

Objectives and Procedures /
Minimum Objective @
Determine the earnings component rating and the pact on the bank’s risk
assessment.

k ha

At the beginning of the supervisory activity, discuss with

gement the following:
Actual or planned changes in the bank’s budget or budgetin :

The bank’s present condition and future plans.

Earnings trends or variances.

Changes in the bank’s call report preparation processes and whether re-filings have
occurred.

As requested, follow up on significant earnings-related audit or IT issues identified by the
examiners reviewing the bank’s audit and IT programs.

Obtain and review the following information:

e Supervisory strategy.
e Results from supervisory activities.
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e Financial reports (e.g., UBPR), applicable OCC reports or analytical tools, and budget
and variance reports.

Considerations for mutual FSAs: Earnings are essential to any bank’s viability but are
especially important for mutuals, which build capital primarily through the accumulation of
earnings. Examiners evaluate mutuals’ earnings for stability, trends, quality, and level. The
mutual’s operations are also evaluated, and additional factors, such as capital level, credit
risk, and interest rate risk (IRR), are considered. Mutuals generally have lower earnings, net
interest income, noninterest income, net interest margin, and return on equity relative to stock
FSAs. On the other hand, mutuals have more stable levels of profitability. Mutuals, like stock
banks, need to generate sufficient earnings to meet expenses, pay interest on deposits, and
satisfy regulatory capital requirements. Whenever possible, examiners should compare
mutuals with other mutuals to provide a more meaningful review of the various financial
ratios to identify prolpem trends and outliers. For more information, refer to OCC Bulletin
2014-35.

If the bank’s activiti ile, or risk controls have changed significantly, or if the
minimum objective re iseS substantive issues, the examiner should expand the
activity’s scope to includgadditi bjectives or procedures. If this review does not result

in significant changes or isSugs, cQnclude the earnings review by completing objective 9.
Other Assessment Objectiv

Examiners should choose only those o Je% procedures necessary to assess the bank’s
condition and risks. Examiners typically do ed e carry out every procedure listed.

Objective 1: Determine scope of the earnings review.

1. Review supervisory information to determine wh i08gly identified deficiencies
require follow-up in this area.

2. Discuss with the examiner responsible for completing the 1 @ )ntrols and Audit
section of the core assessment whether significant audit findi quire follow-up or
whether a review of audit work papers is required.

3. Discuss with the examiner responsible for completing the IT section of the core
assessment whether significant deficiencies raise questions about integrity,
confidentiality, or availability of data and require follow-up.

4. If not previously reviewed, obtain and review the following:

Most current balance sheet and income statement
Most recent budget, variance reports, and related items
Most recent annual and quarterly reports

Findings from OCC monitoring activities
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Objective 2: Determine the quality and composition of earnings.
1. Review applicable information to identify trends. Consider the following:

e Results from OCC monitoring activities.

e Bank management reports used to monitor and project earnings.

e Financial reports (e.g., UBPR), applicable OCC reports or analytical tools, and the
bank’s present condition and future plans.

2. Obtain earnings-related information from the examiner assigned to review board minutes.

3. Discuss earnings trends and variances with bank management. Coordinate discussions
with those examining other functional areas.

position. Focus on the following:

Core earning
Net interest mafgin

Noninterest inco nd éxpeRses
Loan loss provisions
Off-balance-sheet items

Changes in balance-sheet cofnpositi

Impact of fair value adjustme 3
Loan and deposit pricing

Earnings from affiliate transactions
Earnings from high-risk lines of busines

5. If the bank has fiduciary powers, obtain fiduciar
evaluate the quantity and quality of fiduciary earning

ings information and

e Level and consistency of profitability in relation to business volume and
characteristics.

e Methods used to allocate direct and indirect expenses.

e Effects of fiduciary settlements, surcharges, and other losses.

6. Determine the root causes of significant trends and the impact of nonrecurring items.
Consider the following:

e Whether earning trends are improving, stable, or declining.
e Bank earnings compared with

— budget.

—  peer group.
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e Adequacy of bank earnings in relation to
— debt service requirements of the bank’s owner.
— dividend-paying capacity. (If appropriate—and in conjunction with the examiner
reviewing capital—review and discuss with bank management the bank’s
dividend plans.)

7. Adjust the bank’s reported earnings to reflect results of the examination and project
current year’s net income. Consult with the EIC and distribute adjustments to examining
staff.

Objective 3: Determine the adequacy of the bank’s budgeting process.

Review and determine reasonableness of the bank’s budget. Consider the following:

[ J
[ J
[ J L
e Changes in bank strategies
e Variance reports and Other sugplemental budgeting reports
Objective 4: Determine adequacy of menfprocesses to prepare call reports and validity of

call report data.

1. If not previously reviewed, obtain andgfevigtthe following:
e The most recent call report
e The bank’s work papers for that call report

2. Review and determine the adequacy of the bank’s prq or Preparing call reports.
Determine whether the process is periodically and in nden rified.

3. Verify call report data. Consider the following:

e Asking other examiners whether their findings agree with call report information.

e Determining whether follow-up is needed.

e Testing call report accuracy by randomly checking selected call report line items
against the bank’s work papers and source documents. Consider having examiners
assigned to review other functional areas verify the appropriate schedule in the call
report.

e Results of any call report audits.
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Objective 5: Determine the risk to bank earnings posed by the aggregate level or direction of
applicable risks.

Consult with the EIC and other examining staff to decide whether the aggregate level or
direction of risk has an adverse impact on the bank’s current or future earnings. Refer to the
“Risk Assessment System” section of this booklet.

Objective 6: Determine the quality of risk management systems through discussions with key risk
managers and analysis of applicable internal or external audit reports.

1. Assess the bank’s system of internal controls over income and expense accounts.
Consider relevant controls listed in objective 5 of the “Audit Functions and Internal
Control” section of the core assessment in this booklet. Also consider other controls
pertinent to earnj

report informati
disposal of data. measures taken to limit access to data and procedures in place
ities. @et&mine if controls have been independently validated.
Coordinate this review with e ers responsible for all functional areas of the
examination, including int C to avoid duplication of effort. Share findings

with the examiner reviewing IT.

Objective 7: Determine whether to expand pro% develop a plan for corrective action.
Consider whether
e bank management can adequately manage t
Bl

e bank management can correct fundamental pro

S.
e to propose a strategy to address identified weaknesses dis8yss strategy with the
supervisory office.

Refer to appropriate booklets of the Comptroller’s Handbook fé @ ed procedures.

Objective 8: After completing expanded procedures, determine whether verification procedures
should be performed.

The extent to which examiners perform verification procedures is decided on a case-by-case
basis after consulting with the ADC. Direct confirmation with the bank’s customers must
have prior approval of the ADC and district deputy comptroller. The Enforcement and
Compliance Division, the district counsel, and the district accountant should also be notified
when direct confirmations are being considered.

Objective 9: Conclude the earnings review.

1. Use results of the foregoing procedures and other applicable examination findings to
compose comments (e.g., earnings, MRAS) for the ROE.
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2. Consult with the EIC and other examining staff to identify and communicate to other
examiners conclusions and findings from the earnings review relevant to other areas
being reviewed.

3. Update, organize, and reference work papers in accordance with OCC policy.

4. Update Examiner View (e.g., ratings, core knowledge, MRAs, and violations).

5. Indiscussion with the EIC, provide preliminary strategy recommendations for the next
supervisory cycle.

%
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Liquidity

Conclusion: Liquidity is rated (1, 2, 3, 4, or 5).

Introduction

Complete this section’s objectives to assign the liquidity component rating. When assigning
the rating, the examiner should consult the EIC and other examining staff. Consider the
following UFIRS factors:

e Adequacy of liquidity sources to meet present and future needs and ability of the bank to
meet liquidity needs without adversely affecting operations or condition.

Availability of aggets readily convertible to cash without undue loss.

Access to mogé ets and other sources of funding.

funding sources, both on- and off-balance-sheet.

ly identify, measure, monitor, and control the
bank’s liquidity position, includiiig effeétivgness of funds management strategies,
liquidity policies, MIS, and conti % ing plans (CFP).

Objectives and Procedures

Minimum Objective

Determine the liquidity component rating, quantity of liqui risk and quality of liquidity
risk management.
At the beginning of the supervisory activity, discuss with bank r ent actual or
planned changes in the following:

Liquidity risk management

Liquidity planning or funding sources and needs
Investment strategy

Liquidity policy or CFP

As requested, follow up on significant liquidity-related audit or IT issues identified by the
examiners reviewing the bank’s audit and IT programs.
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Obtain and review the following information:

e Supervisory strategy.

e Results from supervisory activities.

e Financial reports (e.g., UBPR), applicable OCC reports or analytical tools, and liquidity
reports.

e Investment trial balance.

e Asset-liability committee (ALCO) minutes and reports since the last supervisory activity.

If the bank’s activities, risk profile, or risk controls have changed significantly, or if review
of this information raises substantive issues, the examiner should expand the activity’s scope
to include additional objectives or procedures. If this review does not result in significant
changes or issues, conclude the liquidity review by completing objective 15.

Other Asses bjectives

Examiners should chipo lyRQose objectives and procedures necessary to assess the bank’s
condition and risks. E in8gs typically do not need to carry out every procedure listed.

Objective 1: Determine the scope of thefiquidity review.

1. Review supervisory informationffo dete
require follow-up in this area.

ine whether previously identified deficiencies

ng the Internal Controls and Audit
i findings require follow-up or

2. Discuss with the examiner responsible f@f comp
section of the core assessment whether signi
whether a review of audit work papers is requir;

3. Discuss with the examiner responsible for completing T Segtion of the core
assessment whether significant deficiencies raise queStonsboudintegrity,
confidentiality, or availability of data and require follo

4. Obtain and review the following items:

Most recent liquidity reports.

CFP.

Investment trial balance.

List of investments purchased and sold (within a reasonable time frame).

List of securities acquired using the bank’s lending authority.

Findings from monitoring activities.

Other information or reports management uses (asset and liability committee
packages and minutes, etc.).

e Financial reports (e.g., UBPR) and applicable OCC reports or analytical tools (e.g.,
Federal Home Loan Bank borrowings).
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5. Discuss current investment, liquidity, and funds management strategies with bank
management.

Objective 2: Determine whether available liquidity sources are adequate to meet current and
potential needs.

1. Evaluate volume and trends of sources of liquidity available to meet liquidity needs.
From assets:
e Compare level of money market assets and other liquid assets (easily convertible into

cash) with current and potential short-term liquidity needs.
e Determine amount of free (unencumbered) marketable investment securities available

es of asset liquidity (e.g., securitization or loan sales),
and€gpreads (e.g., market acceptance).

and determine trends in

From liabilities: /

e Compare estimated cash flows to sh
e Consider the bank’s capacity to increase

0

marketing campaigns to meet medium- ang @
e Consider the bank’s capacity to borrow undehthegde

the availability of required collateral.
e Consider the capacity to issue longer-term liabilities

long-term liquidity needs. Options may include

— deposit-note programs.

— medium-term note programs.

— subordinated debt.

— trust preferred securities.
e Consider the capacity and collateral available to borrow from the Federal Reserve

discount window and whether the bank qualifies for the primary or secondary
borrowing program.

ujdity needs.

2. Identify volume and trends of liquidity needs by reviewing the following:

e Historical and prospective behavioral cash flow reports, sources and uses analyses,
and behavioral gap reports used by bank management to identify expected liquidity
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requirements over short-, medium-, and long-term horizons. This review should
include an assessment of
— bank management’s support for significant assumptions and projections in
prospective cash flow and behavioral gap reports.
— reasonableness and consistency of assumptions and projections with historical
performance and bank management’s budgets and operating forecasts.
e Static and prospective policy limits, including compliance with those limits.
e Projected liability reductions, including
— managed balance-sheet restructuring and
— potential erosion due to credit-sensitive funds providers.

e Potential unanticipated asset growth due to impairment in the bank’s ability to sell or
securitize assets.

e Potential off-balance-sheet requirements.

Objective 3: Determing
profits.

of the cost of liquidity on the bank’s ability to generate reasonable

1. Review the level are\trert i ding costs and the impact on the bank’s net interest
margin and overall earhings. ®etdmine the following:

e The bank’s net interest ¥ per ance and causes for changes since the last

examination.

e Level and trend in the spread M i

e Comparison of retail and wholesal€’d
competitors.

e Changes in deposit funding costs in co
rates, and asset yields.

e Reasons for change in the rate or spread of o

e Whether anxiety for income has hampered prude

ity costs and assets they fund.
rates against local and national

peer banks, market interest

deposit sources.

Objective 4: Determine stability, credit and rate sensitivity, and ch
structure.

1. Analyze reports generated from the bank’s internal MIS, UBPR data, and applicable
OCC reports or analytical tools on insured deposits to determine the following:

e Changes and trends in deposit volume and product mix.

e Material shifts between deposit types and reasons for these shifts.

e Offering rates and costs for all major deposit types, including those gathered through
the internet and deposit-splitting arrangements, compared with peer banks and market
interest rates.

e Ability and likelihood of renewal or retention of these funds at maturity.

e Bank management’s deposit pricing policies and the success of recent pricing
decisions.
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e Success of recent branch expansion and marketing efforts to attract and retain deposit
relationships.

2. Review list of deposits greater than $250,000 (i.e., uninsured deposits). To determine
stability of these accounts, discuss with bank management the following:

e Aggregate number and volume of these accounts and degree of the bank’s reliance on
this funding source.

e Nature of account holders’ relationship with the bank (insider, multiple product or
service relationships, location of account holder, and proximity to the bank’s branch
network).

e Rate paid on these accounts relative to local and national market competitors.

Whether the aggregate dollar amount of these accounts originated through an

lace these funds.

ing efforts related to these accounts.

nk management’s controls over collateral availability.
Policies of large Iesalg fulids depositors and whether the policies require them to

reduce or remove fun epasit because of a decline in the bank’s credit rating or
deterioration in the ban cialfgondition.
e Competitive pressures, econ@mic cofidigions, or other factors that may affect retention
of these deposits.
Objective 5: Evaluate level of risk in wholesale aftl otfle deposit funding activities.
1. Determine the bank’s level of reliance on who @ ling and other borrowings.

2. Through discussion with bank management and analy; rel@vant bank data, determine
the following: !

e Purpose of the bank’s wholesale funding activities and sthgteqygfor the current or
future use of these funds. (Are they temporary or permanent:

e Assets or activities being funded. If funds are part of an effort to leverage capital,
consult with the examiner reviewing sensitivity to market risk and determine if bank
management properly understands risks associated with this strategy and whether
bank management measures, monitors, and controls these risks.

e Profitability or spread between these sources and their uses. Determine
reasonableness of these profits and compare with bank management’s objectives and
risks assumed. This step should be coordinated with the examiner(s) evaluating bank
earnings and sensitivity to market risk.

e Types of maturity mismatches that exist between wholesale sources and the assets
they fund.

e Structural characteristics of wholesale funding sources (call or put options, complex
interest rate rules or calculations, and complex prepayment schedules, etc.), liquidity
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risks they present, and bank management’s understanding and ability to control those
risks.
e Whether there has been deterioration in the bank’s ability to raise or renew wholesale
funds by reviewing such items as
— interest rates paid by the bank for these funds that exceed prevailing market rates.
— impact of costs associated with these funds on bank profitability.
— the bank’s credit rating.
— frequent or recent changes in wholesale lenders.
— changes in sensitivity to credit risk of the bank’s wholesale funding providers.
— changes in amount and availability of collateral.
— requests for, increases in, or changes to collateral requirements of wholesale
funding providers.
— significant concentrations in these funding sources.
— changesgdf the bank’s Federal Reserve discount window status (primary or
: % ing program).

Objective 6: Determine wie e(®ate contingent funds are available to meet the needs required
in liquidity stress or criSig scéharj

1. Review the bank’s CFP. Dgter
contingent liquidity in identiffed

e Bank management’s short- an %
adequacy of cash flows and other €0ur,
consider assessment of the reasonabl€ne
planning process.)

ether bank management is properly planning for

For more information on CFPs, refer to OCC Bulletin
Interagency Policy Statement on Funding and Liquidity

2. Determine impact of current or potential deterioration in the bank’s credit or reputation
on liquidity and ability of identified contingent sources to support related outflows of
funds.

3. Assess impact of aggressive short- or longer-term growth patterns or strategies.

4. Determine impact of a disruption to the bank’s asset sales or securitization activities.
Consider the following:

e Level of reliance on these funding sources.
e Auvailability of contingent funding sources and capital if the bank has to refund or
repurchase a portion or all of these assets.
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5. Consider potential effects of destabilization in the market or trade area caused by the

following:

e Competitor or peer bank failure.

e General market trends (e.g., net emigration from the bank’s market area).
e Disintermediation (i.e., loss of deposits).

e Changes in investor preference (e.g., to mutual funds).

Stock or real estate market declines resulting in reduced customer wealth.
Systemic technology failure.

Objective 7: Assess appropriateness and integrity of corporate governance over liquidity risk
management.

1.

e Clearly defined$ines®f auiority and responsibility.

e Articulation of ge
e Understanding of con
e Periodic review of the b

s and approach to liquidity management.
s for liquidity.
qui risk profile.

t

2. Review senior management struc t

ine adequacy in overseeing and
managing the bank’s liquidity. Consi i

lowing:

e Designation of a representative ALCO

e Whether ALCO composition includes mang@
necessary to communicate issues integral to
tactical and strategic initiatives relevant to liquidi

e Frequency and documentation of ALCO meetings
timeliness of the reports presented.

e Decisions made by ALCO and validation of follow-up, 1 policy compliance
assessments and ongoing review of open issues.

e Technical and managerial expertise and responsibilities of management and personnel
involved in liquidity management.

e Clear delineation of centralized and decentralized liquidity management
responsibilities.

gement decision-making body.
epartmental leadership

accuracy, and

Objective 8: Determine that liquidity policies, procedures, and limits are appropriate for the bank’s
size, complexity, and sophistication.

1. Review and discuss with bank management liquidity policies, procedures, and risk limits,
and determine their appropriateness and comprehensiveness with respect to the
following:
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¢ Identification of objectives and strategies of the bank’s liquidity management and its
expected and preferred reliance on various sources of funds to meet liquidity needs
under alternative scenarios.

e Clear delineation of responsibility and accountability over liquidity risk management
and management decision making.

e Specification of and rationale for quantitative limits and guidelines that define
acceptable level of risk for the bank. Examples include use of maximum and targeted
amounts of projected cash flow mismatches, liquidity reserves, volatile liabilities,
collateral usage, maximum usage of borrowing capacity, and funding concentrations.

e Specification of methods used to measure and monitor liquidity risk and their
frequency.

e Definition of specific procedures and approvals necessary for exceptions to policies,
limits, and authorizations.

Objective 9: Assess a the bank’s liquidity risk measurement systems.

1. Review liquiditygFis astigement policies, procedures, methodologies, models, and
assumptions. Discu§s thefollgwing with bank management:

e Adequacy and comprahen
funds projections used e idity.

e Appropriateness and compreliensivefiess of the scenarios analyzed and reported for
cash flow and sources and us ojegfrons, Consider impact of the following on the
bank’s projections: /

Volatility or unpredictability of t#e b
— Changes to business strategies
— Current interest rate environment
— Local and national economic conditions

e Appropriateness of summary measures and ratios ectadequately the bank’s

liquidity risk profile.
e Appropriateness of the identification of stable and volatj @

e Validity of assumptions used to construct liquidity risk
management’s review.

e Comprehensiveness and breadth of alternative contingent liquidity scenarios
incorporated in the ongoing estimation of liquidity needs.

e Frequency, independence, and scope of procedures to validate models used to
quantify liquidity risk.

eness of cash flow analyses and sources and uses of

h flows

of funding.
and frequency of

2. Assess integrity, confidentiality, and availability of data used to record, analyze, and
report information about liquidity. Consider input, processing, storage, access, and
disposal of data. Focus on measures taken to limit access to data and procedures in place
to monitor system activities. Determine if these controls have been independently
validated. Coordinate this review with examiners responsible for all functional areas of
the examination, including internal controls, to avoid duplication of effort. Communicate
findings to the examiner reviewing IT. Consider whether MIS monitor the following:
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Compliance with risk limits

Sources and uses of funds

Funding concentrations

Funding costs

Availability under wholesale funding lines
Projected funding needs

Objective 10: Determine whether policies and processes regarding wholesale funding are adequate.

1.

Objective 11: Assess adequacy of the bank’s liquidity

1.

Review wholesale funding policies and determine whether they

e designate lines of authority and responsibility for decisions.
e outline objectives of bank wholesale funding activities.

g decisions are based largely on cost.
nt outstanding, specific type, individual source, market

provide controls over whole
and type of embedded optiong.
e require material strategies and
committee thereof (ALCO), or se

Review the liquidity CFP and minutes from ALCO
Discuss with bank management adequacy of the bank’
processes. Consider the following:

oard meetings.

iquidi tingency planning

e Customization of CFP to fit the bank’s liquidity risk profile.

e Identification of potential sources of liquidity under stress events.

e Breadth of potential stress triggers and events and analyses of various levels of stress
to liquidity that can occur under defined scenarios.

e Quantitative assessment of short- and intermediate-term funding needs in stress
events.

e Reasonableness of assumptions used in forecasting potential contingent liquidity
needs and frequency of bank management’s review of these assumptions to determine
whether they remain valid.

e Comprehensiveness in forecasting cash flows under stress conditions, including
incorporation of off-balance-sheet cash flows.

e Use of contingent liquidity risk triggers to monitor, on an ongoing basis, the potential
for contingent liquidity events.
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e Consideration of the limitations of payment systems and their operational
implications to the bank’s ability to access contingent funding.

e Operating policies and procedures to be implemented in stress events, including
assignment of responsibilities for communicating with various stakeholders.

e Prioritization of actions for responding to stress situations.

Objective 12: Develop preliminary assessments of quantity of liquidity risk, quality of liquidity

risk management, aggregate liquidity risk, and direction of liquidity risk. Refer to the “Risk

Assessment System” section of this booklet. Consult with the EIC and other examining staff
to (1) identify significant risks that should be considered in risk assessment conclusions, and
(2) decide whether aggregate level or direction of risk identified during the liquidity review

has had, or is expected to have, an adverse impact on the bank’s capital or earnings.

Objective 13: Determine her to expand the procedures or develop a plan for corrective action.
Consider whether

e Dbank management adequ manage the bank’s risk.
e bank management cartgorrec funidamental problems.

e astrategy should be prop@sed W address identified weaknesses and discussed with the
supervisory office.

Refer to booklets of the Comptroller w or expanded procedures.

Objective 14: After completing expanded procedufes, gle ine whether verification procedures

should be performed.

The extent to which examiners perform verification i decided on a case-by-case
basis after consulting with the ADC. Direct confirmation heWank’s customers must
have prior approval of the ADC and district deputy compthgller®T forcement and
Compliance Division, the district counsel, and the district ac8eu uld also be notified

when direct confirmations are being considered.

Objective 15: Conclude the liquidity review.

1. Consult with the EIC and other examining staff to identify and communicate to other
examiners conclusions and findings from the liquidity review that are relevant to other
areas being reviewed.

2. Use results of the foregoing procedures and other applicable examination findings to
compose comments (e.g., liquidity adequacy, liquidity management processes, or MRAS)
for the ROE.

3. Update, organize, and reference work papers in accordance with OCC policy.

4. Update Examiner View (e.g., ratings, core knowledge, MRAS, and violations).
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5. Indiscussion with the EIC, provide preliminary conclusions about the following:

Quantity of liquidity risk.

e Quality of liquidity risk management.
Aggregate level and direction of liquidity risk or other applicable risk. Complete
summary conclusions in the “Community Bank Risk Assessment” section of this
booklet.

e Supervisory strategy recommendations.

%
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Investment Portfolio and Bank-Owned Life Insurance

Conclusion: The assessment of the investment portfolio and
bank-owned life insurance should be included in the
asset quality rating.

Introduction

Complete this section’s objectives to assess relevant risks in the bank’s investment portfolio
and bank-owned life insurance (BOLI) and quality of management and board oversight of
investment portfolio activities. The examiner should consult the EIC and other personnel
when completing thesg assessments. Consider the following factors when assessing the
investment portfoli

Nature, level, andfC ity of relevant investment portfolio risks.
i egres and future plans.
ement equately understand and monitor relevant risks.

nt@vesight policies, practices, and procedures.

Board and bank mana
Objectives and Procedures

Minimum Objective

Determine quality of oversight of the investmen T including BOLI. Evaluate how
and to what degree investments contribute to reléVa eas.
At the beginning of the supervisory activity, discuss agement actual or

planned changes in the following:
e Investment portfolio strategies O
e Investment risk appetite or types of securities purchased

e Policies or procedures governing investments

As requested, follow up on significant investment and BOLI-related audit or IT issues
identified by the examiners reviewing the bank’s audit and IT programs.

Obtain and review the following information:

Supervisory strategy

Results from supervisory activities

Financial reports (e.g., UBPR) and applicable OCC reports and analytical tools
Investment portfolio trial balance

Investment portfolio analytics

Comptroller's Handbook 108 Community Bank Supervision



Version 1.0 Core Assessment > Investment Portfolio and Bank-Owned Life Insurance

If the bank’s activities, risk profile, or risk controls have changed significantly, or if the
review of this information raises substantive issues, the examiner should expand the
activity’s scope to include additional objectives or procedures. If this review does not result
in significant changes or issues, conclude the review by completing objective 10.

Other Assessment Objectives

Examiners should choose only those objectives and procedures necessary to assess the bank’s
condition and risks. Examiners typically do not need to carry out every procedure listed.

Objective 1: Determine the scope of the investments review.

1.

Review supervisory information to determine whether previously identified deficiencies
require follow-u this area.

Discuss witithe
section of the cofe as
whether a review

responsible for completing the Internal Controls and Audit
t whether significant audit findings require follow-up or
WOrk papers is required.

Discuss with the examineffre ible for completing the IT section of the core
assessment whether signi ies raise questions about integrity,
confidentiality, or availability off0ata an@ require follow-up.

Obtain and review the following items;

Internal audit reports and management r S

Portfolio price sensitivity.

Portfolio yields.

Portfolio appreciation/depreciation.

Whether a large portion of the portfolio was acquitgd d®sin hort time period or
whether it has a concentration in assets with embedd@g o maturity dates.
e Potentially higher risk holdings, such as

— zero coupon bonds.

— securities denominated in a foreign currency.

— securities with low credit ratings.

— nonrated securities.

— long maturities.

— variable principal redemption bonds.

— floating rate assets with low interest rate caps or long periods between rate resets.

Contact and discuss the following with the bank’s investment portfolio officer and money
market personnel:

e Significant risk issues and management strategies.
e Significant changes in policies, strategies, procedures, controls or personnel.
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e Whether the bank emphasizes yield or total return in its investment activities.

e How bank management supervises risks (e.g., types of reports reviewed or frequency
of committee meetings).

e Degree of price sensitivity of the investment account, and how the bank measures it.

e Volume of securities with options.

e Whether the bank owns variable principal redemption bonds (i.e., securities for which
the maturity amount may be less than par because of a formula that determines the
redemption amount).

e Practices for documenting pre-purchase analyses.

e Whether and extent to which the bank uses its lending authority to acquire securities.

e Whether the bank owns securities denominated in a foreign currency.

e Issues identified by internal or external auditors.

e The bank’s philosophy for taking credit risk in the portfolio.

e Distributio dit ratings and existence of defaulted securities.

e Whether. ses outside consultants to manage the portfolio or execute
purchase andj$ale ctions.

e Level of unréalj iation or depreciation.

e The bank’s tax
e Credit or accountin

ans to acquire tax-advantaged assets (including BOLI).
ncernsirelated to the portfolio, including ASC 825-10

implications.
6. Develop a preliminary risk asse@\ iscuss it with the EIC for perspective and
examination planning coordinatiom*€ogéid e following:

e Purchases and sales between examinatio

e Policy or strategy changes.

e The bank’s reliance on the investment portfQ came

e Price sensitivity or credit concerns raised fro winalg discussions with bank
management.

Objective 2: Determine appropriateness and effectiveness of the ris ent practices of the
investment portfolio.

1. Evaluate board and senior management oversight. Consider the following:

Procedures for approving major policies.

Annual review of investment strategies and policies.

Establishment of risk limits and procedures to promote compliance.

How well directors and bank management not involved directly or daily in investment
activities understand those activities.

2. Review pre-purchase analyses of recent investments, and determine whether analyses
provide adequate information to understand the price sensitivity of the security. For more
information, refer to OCC Bulletin 1998-20, “Investment Securities: Policy Statement.”
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Refer also to OCC Bulletin 2012-18, “Alternatives to the Use of External Credit Ratings
in the Regulations of the OCC: Final Rules and Guidance.”

3. Determine whether limits (pre-purchase and portfolio sensitivity) established by bank
management are reasonable and serve as an appropriate subset of bank-wide IRR limits,
given the bank’s capital, earnings and management’s expertise.

4. Evaluate credit risk management of the portfolio. Assess whether the process establishes
an appropriate framework for pre-acquisition credit due diligence that analyzes the
repayment capacity of the issuer. Confirm whether the bank management process
regularly monitors holdings so risk ratings are reviewed and updated when significant
new information is received.

5. Determine how well bank management monitors the investment portfolio. Consider the
following:

e Whether signiific in the bank’s investment activities are understood and
properly reportef.

e Completion and Ggcumerffatien of stress testing on the types of securities as required
in the bank’s investm@nt palicy or procedures.

e Periodic evaluations o ik exposure and the overall performance of the

investment portfolio.

Objective 3: Evaluate the quality of the investm% olio as a potential source of liquidity.

1. Consider the following:
Percentage and quality of investment portf ledged.

Level and impact of portfolio depreciation.
Maturity distribution and average life sensitivity ent portfolio.
Distribution of securities designated hold-to-maturit ‘
Marketability of available-for-sale securities.
Trends in monthly cash flow from the investment portfolio:
Potential impact of embedded options on cash-flow patterns.

Volume and quality of securities not priced or securities that show a constant price of
par.

Objective 4: Assess the level of credit risk in the investment portfolio.
1. Review the UBPR and the bank’s MIS to evaluate the following:

e Investment yields and market values.
e Investment portfolio ratings distribution.
e Holdings of structured products.
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e Significant holdings of nonrated securities, BOLI, below-investment-grade securities,
zero or low coupons, and long maturities.

2. Evaluate credit analysis performed on investment securities and determine whether the
level of due diligence is appropriate.

3. Review credit analysis on nonrated securities and assess whether securities are the credit
equivalent of investment grade.

4. Evaluate holdings of structured products to determine whether risks in these securities are
understood and consistent with bank policy. Determine whether bank management
analyzed cash-flow modeling assumptions, including default and recovery rates,
collateral risk, structural risk, and call risk.

5. urities acquired using the bank’s lending authority conforms to the
r credit analysis, underwriting, and approval.
6 ity of the investment portfolio between examinations.
a significant change in the credit risk profile and
whether that change haS gen priately managed.

7. Determine whether there are 1ssg€s in thg portfolio that are ineligible, in default, or below
investment grade. Classify defaulted (yw-investment-grade securities, and distribute
iy
e

findings to examiners reviewing as arnings, and capital adequacy. Refer to
OCC Bulletin 2013-28, “Classificatiof o ritigs: Interagency Guidance,” and OCC
Bulletin 2012-18.

if that security is providing credit enhancement t0'
to determine whether the bank is appropriately applyi ital"requirements for that
ing c dequacy.

9. Review credit information for securities purchased under the e estimates”
authority (12 CFR 1.3(i) (national banks)), nonrated securities, and below-investment-
grade securities.

10. Review the bank’s process for setting and monitoring settlement limits with securities
dealers.

Objective 5: Determine the level of IRR in the investment portfolio.
1. Consider the following:

e Price sensitivity of the investment portfolio.
e Level and nature of optionality in the investment portfolio.
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Objective 6:

Impact of changing interest rates on average life, effective duration, and cash-flow
projections.

Impact of depreciation or amortization on earnings performance and capital
adequacy.

Determine compliance risk, operational risk, and strategic risk posed by the

investment portfolio.

1. Consider the following:

Objective 7: Develop an overview o
that address BOLI and pertinent B
Owned Life Insurance: Interagency
Insurance.”

1.

Levels of type I, type I, type I, type IV, and type V securities (national banks) and
whether the levels of investment securities exceed regulatory limits. Refer to

12 CFR 1 (national banks) and 12 CFR 160 (FSAS).

Documentati aintained for ongoing monitoring of portfolio and individual
security rchase documentation, and reconciliation.

Purchase and rds, with particular attention to the timing and products being
purchased a

Compile a brief description of the bank’s B p (s), including the following
elements:

Dates policies were purchased.

Purpose(s) for the bank’s BOLI program(s) (e.g.,

recovery, funding deferred compensation plans, and

How policies were acquired (e.g., purchased, acquired

contracted)

List of employees covered and amount of insurance.

Temporary (term) or permanent insurance.

Original premium paid along with ongoing premium requirements.

History of credit rates on policies.

Whether the cash surrender value (CSV) of the policy is invested in a general account

of the carrier or in a separate account. If a separate account,

— obtain recent list of investments and provide a holdings summary.

— determine whether the bank purchased stable value protection (SVP). If so, obtain
SVP and the parameters on which the SVP provider can limit its liability.

— obtain list of authorized investments and most current investment manager
reports.

— determine if policies are leveraged.

borrowers).
, Or debts previously
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e Obtain a list of changes in investments made in the prior year.
e Determine if policies are a modified endowment contract.

Objective 8: Using findings from the previous objectives and discussions with bank management
and the EIC, determine whether to expand the procedures or develop a plan for corrective
action.

Consider whether

e bank management can adequately manage the bank’s risk.
e bank management can correct fundamental problems.

e to propose a strategy to address identified weaknesses and discuss strategy with the
supervisory office.

Objective 9: After corg % panded procedures, determine whether verification procedures
should be performed

The extent to which e inews pegform verification procedures is decided on a case-by-case
basis after consulting wit ARC. Wirect confirmation with the bank’s customers must
have prior approval of the ADC a strict deputy comptroller. The Enforcement and
Compliance Division, the distr d the district accountant should also be notified

when direct confirmations are bein e

Objective 10: Conclude the review of the bank’gn ent activities.
1. Provide the examiner responsible for asset a list of classified investments.
2. Use the results of the foregoing procedures and pli€able examination findings to

compose comments for the ROE.

3. Consult with the EIC and other examining staff to identify a unicate to other
examiners conclusions and findings from the investment retig

4. Update, organize, and reference work papers in accordance with OCC policy.
5. Update Examiner View (e.g. ratings, core knowledge, MRAsS, and violations).

6. Indiscussion with the EIC, provide preliminary strategy recommendations for the next
supervisory cycle.
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Sensitivity to Market Risk

Conclusion: Sensitivity to market risk is rated (1, 2, 3, 4, or 5).

Introduction

Market risk includes IRR and price risk. Complete this section’s objectives to assign the
sensitivity to market risk component rating. When assigning the rating, examiners should
consult with the EIC and other examining staff as appropriate. Consider the following UFIRS
factors:

e Sensitivity of the bank’s earnings or the economic value of its equity to adverse changes
in interest rates, f@geign exchange rates, commodity prices, or equity prices.
ement to identify, measure, monitor, and control exposure to

e Nature and compl
operations.

If the bank’s only price risk e i OREOQ, coordinate with examining staff
assigned to review OREO to coordiflate conipletion of the RAS for price risk.

Objectives and Procedures

Minimum Objective

Determine the sensitivity to market risk component ity of risk, and quality of
risk management for IRR and price risk.

At the beginning of the supervisory activity, discuss with ba jent actual or
planned: @

Changes to IRR policy (e.g., limit structures or risk measurement).

Changes in IRR management process.

Material changes in the bank’s asset or liability structure.

Changes in the investment portfolio’s impact on IRR.

Changes in mortgage banking activities.

Changes in the total volume of assets and liabilities accounted for at fair value through
earnings, such as mortgage servicing rights and OREO.

e Changes in the size of held-for-sale loan portfolios.

e Changes in key personnel with responsibilities relating to market risk.

As requested, follow up on significant market risk-related audit or IT issues that examiners
identified while reviewing the bank’s audit and IT programs.
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Obtain and review the following information:

e Supervisory strategy.

e Results from supervisory activities.

e Financial reports (e.g., UBPR), applicable OCC reports or analytical tools, and IRR
reports.

If the bank’s activities, risk profile, or risk controls have changed significantly, or if review
of this information raises substantive issues, the examiner should expand the activity’s scope
to include additional objectives or procedures. If this review does not result in significant
changes or issues, conclude the sensitivity to market risk review by completing objective 11.

Other Assessment Objectives

Examiners shouldg®
condition and ri

only those objectives and procedures necessary to assess the bank’s
s typically do not need to carry out every procedure listed.

Objective 1: Determine the s§ope&f the.sensitivity to market risk review.

1. Review supervisory inforfhati@n t0 determine whether previously identified deficiencies
require follow-up in this a

2. Discuss with the examiner respofsible fo leting the Internal Controls and Audit
section of the core assessment whethe ifilBant audit findings require follow-up, or
whether a review of audit work papers i

e IT section of the core
out the integrity,

3. Discuss with the examiner responsible for comg
assessment whether significant deficiencies raiSgg

pports or analytical
monitor IRR.

Objective 2: Evaluate the types, levels, and trends in market risk.

Refer to the “Interest Rate Risk” booklet of the Comptroller’s Handbook on the following
considerations.

1. Review and analyze the bank’s balance-sheet structure, off-balance-sheet activities, and
trends in its balance-sheet composition to identify major sources of IRR exposures.
Consider the following:

e Composition, risk characteristics, and repricing structures of the bank’s loans,
investments, liabilities, and off-balance-sheet items.
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e Whether the bank has substantial holdings of products with explicit or embedded
options—yprepayment options, caps, or floors—or products with rates that
considerably lag market interest rates.

e Reliance on non-stable, less stable, or rate-sensitive sources of funding.

e Various indexes the bank uses to price its variable rate products (e.g., prime or
Treasury) and the level or mix of products tied to these indexes.

e Interest rate sensitive non-interest income sources, such as mortgage servicing
portfolios.

e Use and nature of derivative products.

e Other off-balance-sheet items (e.g., letters of credit and loan commitments).

2. Assess and discuss with bank management the bank’s vulnerability to various movements
in market interest rates, including the following:

rate changes and cash flows because of maturity or repricing

e Changes in k€y d O basis relationships.
e Changes in yiel@cure relationships.
e Nature and level 0 beldedoptions exposures.

3. Evaluate quantity of IRR p the 1@an portfolio. Consult with the loan portfolio
manager as appropriate when ¢ pleys procedure. Consider the following:
e If the bank has substantial volumeg’of with unspecified maturities, such as

credit card loans, ascertain the effectie njatufities or repricing dates for those loans

and assess the potential exposure for the

e If the bank has substantial volumes of medi
how appreciation or depreciation of these lo

e If the bank has substantial volumes of adjustable- ge products and other
loans with explicit caps, evaluate the potential effe8§of thosg”8gps on the bank’s
future earnings and at what level of interest rates those c; @ d come into effect.

e Assess how a substantial increase in interest rates would'® edit performance of
the bank’s loan portfolio.

e |f the bank incorporates and enforces prepayment penalties on medium- or longer-
term fixed-rate loans, assess the effect of penalties on optionality of these loans.

nger-term fixed rate loans, assess
t the bank’s capital.

4. Indiscussions with the examiner performing the investment review, determine IRR
exposure posed by the investment portfolio.

5. Review the results produced by the bank’s IRR measurement system(s), including results
from gap reports, earnings simulation models, and economic value models, as applicable.
Consider the following:

e Whether the bank is asset or liability sensitive.
e The level and trend of earnings-at-risk.
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— Is the bank’s exposure low, moderate, or high?
— Is the trend decreasing, stable, or increasing?
— Identify root causes of negative trends.
e The level and trend of exposure to the bank’s economic value of equity.
— Is the bank’s exposure low, moderate, or high?
— Is the trend decreasing, stable, or increasing?
— Identify root causes of negative trends.

Calculating economic value of equity in base-case and rising and falling interest rate
environments is the most effective risk measurement method for banks with significant
longer term or options-related risk positions.

Consider the adequacy of the bank’s IRR measurement system when determining how

f IRR or price risk, such as mortgage servicing, credit card
assets, or OREQ. Determine the sensitivity of these
in iRterest rates and the potential impact on earnings and capital.

: nk’s exposure to derivative products is
new or is of significant volume, expangth iew and refer to the “Risk Management of
Financial Derivatives” booklet of the Cagfipt s Handbook. Refer also to OCC
Bulletin 2017-43.

2. Determine whether bank management uses off- S derivative interest rate
contracts to manage IRR exposure. Distinguish betwe e wing activities:

e Risk reduction activities that use derivatives to reducgwa
stabilize the economic value in a particular asset, liabili

e Positioning activities that use derivatives as investment sub
alter the bank’s overall IRR profile.

)f earnings or to
ness.
tes or specifically to

3. Evaluate ongoing performance and effectiveness of hedging strategies.

Objective 4: Determine the adequacy of IRR measurement system(s) relative to the bank’s
exposure. Refer to the “Interest Rate Risk™ booklet of the Comptroller’s Handbook; OCC
Bulletin 2010-1, “Interagency Advisory on Interest Rate Risk Management”; and OCC
Bulletin 2012-5, “FAQs on 2010 Interagency Advisory on Interest Rate Risk Management.”

1. Determine the type(s) of IRR measurement system(s) used by the bank (e.g., gap report,
earnings simulation, and economic valuation). If the bank uses a gap report as its only
IRR measurement system, determine whether this is appropriate based on the bank’s size,
balance-sheet composition, or other relevant factors.
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2. Determine whether the risk management systems used to measure earnings-at-risk and
economic value-at-risk are appropriate for the level and complexity of the bank’s
exposure.

Identify the interest rate scenarios the bank uses to measure its potential IRR exposures.
Assess adequacy of such rate scenarios. Do they

e cover a reasonable range of potential interest rate movements in light of historical rate
movements?

e allow the bank to consider the impact of at least a 200 basis point interest rate change
over a 12-month horizon?

e reasonably anticipate holding periods or the time it may take to implement risk-

potential risks arising from option-related positions? Risk to
shuld be measured under a minimum change in interest rates of

res beyond typical industry conventions, including
magnitude (e.g., plus or minus 300 or 400 basis points)
across different tenorgito refle€t changing slopes and twists of the yield curve.
Scenarios should be se ible in light of the existing level of rates and the
interest rate cycle.

3. Determine whether the bank’s methoc%
purposes given the nature and scope of t

following:

gating data is sufficient for analysis
k’sglRR exposure(s). Consider the

e If the bank has significant holdings of fixed jal mortgage-related
products, determine if coupon data are capturedr i
to reasonably assess its prepayment and extensio
e If the bank has significant holdings of adjustable-ra
products, determine whether
— data on periodic and lifetime caps is captured in suffic etail to permit
adequate analysis.

— effect of teaser rates as well as the type of rate indexes used (current versus
lagging) has been factored into the bank’s risk measurement system.

— data permit the bank to monitor the prepayment, default, and extension risks of
the products.

ortgage-related

4. Discuss with bank management the key assumptions underlying the bank’s risk
measurement models. Determine whether

e assumptions are periodically reviewed for reasonableness.
e major assumptions are documented and their sensitivity tested, and results are
communicated to senior management and the board at least annually.
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e assumptions are reasonable in light of the bank’s product mix, business strategy,
historical experience, and competitive market.

e cash flow assumptions for products with option features are reasonable and consistent
with the interest rate scenario being evaluated.

5. Determine whether major assumptions used to measure EAR and EVE are reasonable and
supported. Consider whether assumptions are documented with sufficient detail to allow
verification of their reasonableness and accuracy.

6. Determine whether the bank’s MIS provide sufficient historical, trend, and customer
information to help bank personnel formulate and evaluate assumptions regarding
customer behavior. Consider, where material, if information is available to analyze the

following:

e Loanor & backed security prepayments.

e Early deposit

e Spreads bet tered rate products, such as prime-based loans and
nonmaturity d s, and market rates of interest.

7. Determine whether the bagk’ provide adequate and timely information for
assessing IRR exposure in rent on- and off-balance-sheet positions.
Determine whether information @6 available for the bank’s material portfolios, lines of
business, and operating units. Congider thgTollowing:

Current outstanding balances, rates/
Contractual maturities or repricing dates
Contractual caps or floors on interest rat
Scheduled amortizations and repayments
Introductory “teaser” rates

d repricing indexes

8. Assess integrity, confidentiality, and availability of data Bse
report information related to IRR. Consider the input, procé iPrage, access, and
disposal of data. Focus on measures taken to limit access to the*tfata and procedures in
place to monitor system activities. Determine if these controls have been independently
validated. Coordinate this review with examiners responsible for all functional areas of
the examination, including internal controls, to avoid duplication of effort. Share findings
with the examiner reviewing IT.

0 recrd, analyze, and

Objective 5: Determine the characteristics, nature, and methods of management oversight of
deposit accounts.

1. Analyze trends in deposit accounts. Consider the following:

e Stability of offering rates
e Increasing or declining balances
e Large depositor concentrations
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e Seasonal and cyclical variations in deposit balances

2. Assess how the bank’s deposits might react in different rate environments. Consider

management’s assumptions for the following:

e Implicit or explicit floors or ceilings on deposit rates.

e Rate sensitivity of the bank’s depositor base and deposit products.
Reasonableness of the bank’s assumptions about the effective maturity of the bank’s
deposits and extent to which the bank’s deposit base could offset IRR.

Determine whether bank management performs a sensitivity analysis on deposit
assumptions. In particular, determine whether bank management analyzes how its IRR
exposure may change if those assumptions change or prove to be incorrect and what
action, if any, w, be taken.

Objective 6: Determine th rggand adequacy of policies, processes, procedures, and controls
over market risk.

1.

Obtain IRR-related irfi@grmati@n om the examiner assigned to review board minutes.
Review minutes of commijitee§yreSponsible for overseeing IRR.

Determine whether the board ha§ approvied policies that

e establish a risk management proc ntifying, measuring, monitoring, and

controlling risk.
o establish risk appetite, risk limits, and re
e are appropriate for the nature and compl
e are periodically reassessed in light of changet

activities.

Assess effectiveness of management and the board in o
following:

e Existence and reasonableness of board-approved limits for earnings or economic
value-at-risk.

e Compliance with established risk limits.

e Adequacy of controls over the IRR management process.

e Bank management’s understanding of IRR and ability to anticipate and respond
appropriately to changes in interest rates or economic conditions.

Evaluate bank management’s ability and effectiveness in managing IRR. Consider the
following:

e Level of understanding of IRR dynamics.
e Ability to respond to competitive pressures in financial and local markets.
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e Whether a balanced presentation of risk and return are appropriately considered in
asset and liability strategies.

e Ability to anticipate and respond to adverse or changing economic conditions and
interest rates.

e Whether skills of bank personnel are appropriate for the level of complexity and risk.

5. Determine whether a competent, independent review process periodically evaluates the
effectiveness of the IRR management system. In reviewing measurement tools,
evaluators should determine whether the assumptions used are reasonable and whether
the range of interest rate scenarios considered are appropriate. Refer to the “Interest Rate
Risk” booklet of the Comptrollers Handbook and OCC Bulletin 2011-12, “Sound
Practices for Model Risk Management: Supervisory Guidance on Model Risk
Management.”

e Do risk limits a@dreS§a range of possible interest rate changes?

e Do risk limits add#gss thélpotential impact of interest changes on both earnings and
economic value of eqdity”

e Does the bank operate

e How are limit exceptions m

e Are separation of duties and

ished limits and risk appetite?
eported to bank management, and approved?
papsibility enforced?

of

7. Assess integrity, confidentiality, and availabilit
report information related to IRR. Consider input, pro orage, access, and

a and procedures in

of the examination, including internal control, to avoid duplica of effort. Share

findings with the examiner reviewing IT.

8. Using the findings under this objective, determine whether the risk management system
to identify, measure, monitor, and control IRR is effective.

Objective 7: Determine the level of price risk.

1. If the bank engages in trading activities, has investments denominated in foreign
currencies, or engages in banking activities whose value changes are reflected in the
income statement, consider the following:

e Quantity of risks in relation to bank capital and earnings.
e Quality of risk management systems, including

Comptroller's Handbook 122 Community Bank Supervision



Version 1.0 Core Assessment > Sensitivity to Market Risk

— bank management’s ability or expertise.
— adequacy of risk management systems.

2. Determine whether appropriate accounting treatment is used (i.e., fair value accounting).

For more information, refer to the “Large Bank Supervision” booklet of the Comptroller’s
Handbook and other OCC guidance on trading activities, investments, OREO, and mortgage
banking. Banks that have or are controlled by a company that has total consolidated assets of
more than $10 billion and that engage in certain levels of trading activities also are subject to
the Volcker rule and its implementing regulations. Refer to 12 USC 1851 and 12 CFR 44.
The Economic Growth, Regulatory Relief, and Consumer Protection Act (Pub. Law 115-
174), which was signed into law on May 24, 2018, created an exemption from the Volcker
rule for banks that have or are controlled by a company that has total consolidated assets of
more than $10 billioggand that have total trading assets and trading liabilities that are more
than 5 percent of solidated assets. As of the time of publication of this booklet, the

f amending 12 CFR 44 to implement the act. For the most up-

Objective 8: Using the findings fro tiflg the foregoing objectives, develop preliminary RAS
conclusions for IRR and price with the EIC and other examining staff to decide

earnings. Refer to the “Risk Assessmen ection of the booklet. Comment as
necessary.

Objective 9: Determine whether to expand the proce ) lop a plan for corrective action.
Consider whether

e bank management can adequately manage the bank’s4sks:

e bank management can correct fundamental problems.

e to propose a strategy to address identified weaknesses and dig
supervisory office.

ategy with the

Refer to booklets of the Comptroller’s Handbook for expanded procedures.

Objective 10: After completing expanded procedures, determine whether verification procedures
should be performed.

The extent to which examiners perform verification procedures is decided on a case-by-case
basis after consulting with the ADC. Direct confirmation with the bank’s customers must
have prior approval of the ADC and district deputy comptroller. The Enforcement and
Compliance Division, the district counsel, and the district accountant should also be notified
when direct confirmations are being considered.
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Objective 11: Conclude the review of the bank’s sensitivity to market risk.

1.

Use results of the foregoing procedures and other applicable examination findings to
compose comments (e.g., sensitivity to market risk and MRAS) for the ROE.

Consult with the EIC and other examining staff to identify and communicate to other
examiners conclusions and findings from the sensitivity to market risk review that are
relevant to other areas being reviewed.

Update, organize, and reference work papers in accordance with OCC policy.

Update Examiner View (e.g., ratings, core knowledge, MRAs, and violations).

In discussion wi e EIC, provide preliminary conclusions about the following:

e Sensitivity to elarisk component rating.

e Quantity of IRR isk.

e Quality of IRR@Nd pPsice risk management.

e Aggregate level aRg diregtioMof interest rate, price, or other applicable risks.

e Complete the summany co ions for IRR and price risk in the “Community Bank

Risk Assessment Syste n 0 this booklet.
e Supervisory strategy recomrfiendations.

%
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Information Technology

Conclusion: URSIT composite rating is (1, 2, 3, 4, or 5).

Introduction

IT is an integral part of banking. Without technology, banks would be unable to provide the
volume, variety, and complexity of products and services offered. Because IT can have a
considerable effect on all banking activities, the OCC has integrated the review of technology
into the core assessment in three ways:

e Examiners assess the management of key IT functions, such as information security,
business continujgaplanning, audit, IT third-party risk management, and conformance
with 12 CFR 34 dix B.

e Examiners cBnside ect of technology on each area they review, focusing on the
integrity, confidghtiald availability of data used in that area.

e Examiners assess t: tial impact of technology on each of the eight OCC-defined
risks.

egory. But because technology affects all areas
rease fisk in several RAS categories. For example, a
ould lgéd to increased fraud (operational risk). If this

Technological risk is not a se
of the bank, a single weakness can i
weakness in internet banking contro

fraud becomes public knowledge, reputatigfri ay also increase. The bank’s tarnished
reputation can increase the cost of funding o ce ainding availability (interest rate and
liquidity risks). Examiners should consider the ect in their assessment of the

bank’s total risk profile.

In conducting IT examinations, examiners focus on t issues that are common to

all IT activities:

e Management of technology: Planning for and oversight o @ gical resources and
services and ensuring that they support the bank’s strategic go d objectives.

e Integrity of data: Accuracy, reliability, and timeliness of automated information and
associated MIS.

e Confidentiality of information: Protection of bank and customer information from
inadvertent disclosure.

e Availability of information: Effectiveness of business resumption and contingency
planning and adherence to data retention requirements.

The community bank core assessment includes minimum standards for IT supervision in the
form of examination conclusions and objectives. The core assessment objectives for IT
directly correspond to the four major IT issues. Examiners are required to reach conclusions
on each issue and communicate their conclusions in the ROE.
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The OCC has adopted the FFIEC’s Uniform Rating System for Information Technology
(URSIT). Examiners assign an IT composite rating to all banks. Examiners discuss this rating
with bank management and disclose it in the ROE.

Complete this section’s objectives to assign the IT composite rating, using as a guide the
“Uniform Interagency Information Technology Rating System,” in the “Bank Supervision
Process” booklet of the Comptroller’s Handbook. The composite URSIT rating should reflect
the following:

Adequacy of the bank’s risk management practices.

Management of IT resources.

Integrity, confidentiality, and availability of automated information.
Degree of supervisory concern posed by the bank.

To assign the ratig@ aminer should consult the EIC, examiners assigned to review
management and 3 her examining staff to avoid duplication of effort. Although the
OCC does not assigifu ponent ratings to the banks it supervises, risks arising from
the areas covered by th@ comgonent ratings are considered when assigning the URSIT

composite rating.
Objectives and Procedures

Minimum Objective

Determine the IT composite rating and the gflantity @f’operational risk and quality of
operational risk management related to IT.

At the beginning of the supervisory activity, discus

anagement the following:
e Actual security events or service interruptions during iSO
e Changes in the financial condition of, or quality of servi Videdy, third-party IT
service providers. @
e Actual or planned changes in third-party IT service providers, SyStems, applications,
distribution channels, or personnel.
e Changes in the audit plan or risk assessment relating to IT areas.
e Changes in the information security or contingency planning processes.
e Changes in the processes or reports that bank management uses to monitor IT activity.
e Impact of these changes on the bank’s written information security program.

Follow up on significant IT-related audit issues identified by the examiner reviewing the
bank’s audit program.

Obtain and review the following information:

e Supervisory strategy.
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e Results from supervisory activities.

e Results of tests of the bank’s information security program and bank management’s
response.

e Results of tests of the bank’s contingency plan and bank management’s response.

e IT audit risk assessment.

e Annual report to the board consistent with 12 CFR 30, appendix B.

e [T-related MIS reports, including recent fraud and processing losses.

e Documentation for major IT initiatives.

If the bank’s activities, risk profile, or risk controls have changed significantly, or if review
of this information raises substantive issues, the examiner should expand the activity’s scope
to include additional objectives or procedures. If this review does not result in significant
changes or issues, conclude the IT review by completing objective 11.

Other Asses bjectives

Examiners should chbo Iy ¥gose objectives and procedures necessary to assess the bank’s
condition and risks. EXagninéss tygically do not need to carry out every procedure listed.

Objective 1: Determine the scope oftheWT rexiew
1. Review supervisory informatio@ni e whether previously identified deficiencies
require follow-up in this area. /

2. Discuss with the examiner responsible f@f cofnpléting the Internal Controls and Audit
section of the core assessment whether signi apdit findings require follow-up or
whether a review of audit work papers is requigg mine whether the scope of the IT
audit includes testing of the bank’s information am and contingency plan,
as well as the annual report to the board required by 1 appendix B. If a more
detailed review of the IT audit is necessary, refer to the Audit”dfoklet of the FFIEC IT
Examination Handbook.

3. Discuss with examiners assigned to other areas their assessme integrity,
confidentiality, and availability of data used to record, analyze, and report information.

4. 1f not previously provided, obtain and review lists describing the complexity of the
bank’s processing environment and reports that bank management uses to supervise the
IT area, including but not limited to the following:

e List of third-party IT service providers, description of products or services provided,
and the bank’s analysis of the third parties’ financial condition.

e A rreport or diagram that illustrates computer systems and networks, application and
software deployment, vendor and external connectivity, and data flows, including
primary data repositories.

e Reports used to monitor computer activity, network performance, system capacity,
security violations, and network intrusion attempts.
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5. Determine the following in discussions with bank management:

e How bank management administers and controls IT activities throughout the

organization.

e Significant changes or planned changes in systems, applications, distribution
channels, or personnel since the last examination.
e How bank management monitors quality and reliability of outsourced services and

support functions.

6. Review and consider other factors:

e New regulatory guidance.

e Actual or planned organizational changes.

e Significance e system or application in supporting bank products and services.
. e dollar size of transactions processed.

. he bank’s IT environment.

. ce on the application or its output.

. ided internally or externally.

p

7. Determine which IT proces
lists some areas that examiners

Table 2: Examiner Considerations

isory activity and changes since that review.

conformance with
12 CFR 30, appendix B

e Business continuity

e Providing services to other
financial institutions

e Project management

e System development with
in-house programming

¢ ltem processing systems

esen@ithe most significant risks to the bank. Table 2
ould cOngider:

IT processes Systems Applications

e Board and bank e Mainframe or midrg e Core applications (e.g., general
management oversight system gdger, loans, and deposits)

e Third-party risk ¢ In-house networks El8gtronic banking
management ¢ Departmental local area

e System controls and data networks
integrity ¢ Wireless networks

¢ Information security and ¢ Imaging systems

8. If an area of higher risk is identified (e.g., in-house programming, account aggregator,
certificate authority, cross-border internet banking, online account origination, internet
service provider, or providing automated services to other financial institutions), expand
the review to assess additional risks inherent in such activities using procedures from the

FFIEC IT Examination Handbook.
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Objective 2: Assess the adequacy of IT management, including oversight of technological
resources and strategic planning.

1.

Obtain technology-related information from the examiner assigned to review board
minutes. Review minutes of committees responsible for overseeing and coordinating IT
resources and activities to determine user involvement and organizational priorities.

Review organizational charts, job descriptions, compensation, turnover, and training
programs to determine whether the bank has a sufficient number of technology personnel
with the expertise the bank requires (consider the bank’s outsourcing arrangements).

Review the bank’s strategic planning as it relates to IT, and determine if the goals and
objectives are consistent with the bank’s overall business strategy. Consider whether

e IT auditri ment and the Business Continuity Planning Impact Analysis are
included¥n t NnpdNg process.

e IT has the ability 2 me®t business needs.

e the bank’s strat€gi n defines the IT environment.

Review documentation suppoRing major projects or initiatives to determine effectiveness
of technology planning, i e and follow-up activities. Consider the
following:

Decision process, including optiongf€o red and basis for final selection.
Reasonableness of implementation
Effectiveness of monitoring of impleme
Whether validation testing of new progra

the programs into production.

Discuss pending litigation and insurance coverage pefini activities with the
examiner responsible for evaluating bank management.
coverage for employee fidelity, IT equipment and facilities €
resulting from business interruptions, and items in transit.

Review MIS reports for significant IT systems and activities to assess whether risk
identification, measurement, control, and monitoring are commensurate with the
complexity of the bank’s technology and operating environment. Consider the following:

e Systems capacity, including peak processing volumes.

e Up-time performance and processing interruptions.

e Network monitoring, including penetration attempts and intruder detection.

e Activity logs and security reports for operations, program and parameter changes, and
terminals use, etc.

e Volume and trends of losses from errors, fraud, or unreconciled items.
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7. Assess timeliness, completeness, accuracy, and relevance of MIS for IT systems and
operational risk. Consider source of reports, controls over report preparation, and
independent validation of report accuracy.

Objective 3: Assess the effectiveness of the bank’s management and monitoring of third-party IT
service providers. Consider the guidance in the “Outsourcing Technology Services” booklet
of the FFIEC IT Examination Handbook, OCC Bulletin 2013-29, and OCC Bulletin 2017-21.
Communicate conclusions to the examiner(s) reviewing the bank’s third-party risk
management program and management component rating.

1. Obtain the bank’s third-party risk management policy and procedures. Determine how the
bank assesses risks associated with third-party technology service provider relationships,
and assess the adequacy of the policy and procedures. Determine if the policy has board
or IT committee approval.

e checked references.

e evaluated the third-party’s fiflancial gondition.

e evaluated insurance and disa ecoyéry plans.

e determined that the third party’s i n security practices are sufficient

soundness.
e required contract clauses address financial reporting,%g
and programs, and data confidentiality.
e application source code and documentation for software d oped or maintained by
the third-party IT service provider are available (generally applies to turnkey
software).

V

4. Assess whether the bank monitors the third-party IT service provider’s performance
under the contract. Consider whether

service provider’s financial information is available and analyzed.

bank management reviews service provider’s operations and security audits.
bank management is meeting key service level agreements.

service provider’s disaster recovery program and testing are effective.
information security practices are sound.

the bank participates in user groups and other mechanisms to communicate and
influence the service provider.
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Objective 4: Assess the adequacy of controls for integrity of data and resulting MIS.

1. Determine that system and network administrator access is appropriately monitored and
adequately controlled. Determine whether segregation of duties exists between the
responsibility for networks and the responsibility for computer operations. Evaluate
overall separation of duties and responsibilities in the bank operations and data
processing areas.

2. Review controls and audit trails over file change requests (e.g., address changes, due
dates, loan payment extensions or renewals, loan or deposit interest rates, and service
charge indicator). Consider the following:

e Individuals authorized to make changes and potential conflicting job responsibilities.

3.

e Procedures for implerient rogram updates, releases, and changes.

e Controls to restrict an f data-altering utilities.

e Process that bank managem lect system and program security settings
(i.e., whether settings were ony,sound technical advice or were default
settings).

e Controls to prevent unauthorized ch tem and programs security settings.

e Process and authorizations to change ap ameters.

4. Determine whether employees’ levels of online ed, read-only, update, and

override, etc.) match current job responsibilities.

5. Evaluate effectiveness of password administration for employ€e andhcustomer passwords
considering the complexity of the processing environment 8Rd typef information
accessed. Consider the following:

Whether passwords are confidential (known only to the employee or customer).
Whether procedures to reset passwords promote confidentiality.

Frequency of required changes in passwords.

Password design (number and type of characters).

Security of passwords while stored in computer files, during transmission, and on
printed activity logs and reports.

6. Determine whether the bank has removed or reset default profiles and passwords from
new systems and equipment, and determine whether access to the system administrator
level is adequately controlled.
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Objective 5: Evaluate the effectiveness of controls to protect data confidentiality (i.e., to prevent
inadvertent disclosure of confidential information). Determine conformance with 12 CFR 30,
appendix B.

1. Obtain the bank’s annual information security risk assessment. Review risk assessment to
determine whether the bank has

e identified and ranked information assets (customer information that the bank houses,
maintains, and uses to conduct transactions).

identified all reasonable threats to the bank.

analyzed technical and organizational vulnerabilities.

considered potential effect of a security breach on customers and the bank.

updated risk assessment to reflect changes in new products or services or changes in

external co S.
2. Determine if'ris ssgent provides adequate support for security strategy, controls,
and testing plan implegented by the bank.
u

3. Review information rityoligy to determine whether it sufficiently addresses the
following:

e Authentication and authorization.

e Network access controls. /

Physical controls over access to hagfdwafeFsoftware, media storage, data disposal, and
paper records.

System configuration.
Operating system access.
Intrusion detection and response.

Service provider oversight.
Encryption controls.
Employee training.

4. Evaluate systems used to monitor access and detect unauthorized internal or external
attempts to access the bank’s systems (e.g., intrusion detection and review of activity
logs). Determine whether the bank has an appropriate intrusion response and customer
notification program. Evaluate the need for or adequacy of testing (e.g., vulnerability
assessments or penetration testing) for the more complex aspects of the bank’s security
program. If the bank has had a breach in security, determine why and what was done to
correct the issue and improve security.

Refer to OCC Bulletin 2005-13, “Response Programs for Unauthorized Access to
Customer Information and Customer Notice: Final Guidance: Interagency Guidance.”
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Evaluate control and security for data transmitted to or from remote locations. Consider
the following:

e Type of data transmitted.

e Use of encryption or other security techniques (e.g., firewalls).

e Access to network components (e.g., servers, routers, and telephone lines) that
support data transmission.

Evaluate controls over remote access, and determine whether they are sufficient to
restrict use and access to authorized users only.

Assess the adequacy of the bank’s e-banking services (e.g., transaction internet banking,
online cash management, e-bill payment, or telephone banking) authentication. Refer to
OCC Bulletin 20@%8:35, “Authentication in an Internet Banking Environment: Interagency
Guidance”; OZ etin 2006-35, “Authentication in an Internet Banking Environment:
Frequently i
Banking Enviro

appendix B. The programishoald

e Dbe approved and overseen byithe board.

e Dbe adjusted for changes in th k’s @ service provider’s) processing environment
or systems.

e De tested and validated.

e provide employee training.

¢ include an annual report to the board or
program and the bank’s conformance with

are commensurate with sensitivity of the information and cOg iy and scope of the
bank’s activities.

Objective 6: Assess the adequacy of the bank’s policies and procedures for the availability of
automated information and ongoing support for technology-based products and services.

1.

Review business impact analysis. Determine whether mission-critical activities are
identified and prioritized and maximum allowable downtimes are considered.

Determine the adequacy of the bank’s business resumption contingency plan. Consider
whether the

e plan has a corporate-wide focus and is appropriate for the organization’s size and
complexity.
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e plan takes into account personnel, facilities, technology, telecommunications, third-
party relationships, utilities, geographical diversity, and data records.

e plan considers reasonable scenarios, significant threats, and vulnerabilities.

e Dboard or committee annually reviews the plan.

3. Review annual validation of the contingency plan, including backup and alternate site test
findings. Determine whether the board and senior management were apprised of the
scope and results of the backup test, whether they have confidence that the plan operates
as expected, and whether the plan meets requirements of the bank’s business impact
analysis. Consider whether the

test has realistic conditions.

test uses actual backup systems and data files, and establishes network connectivity.
post-test analfSig is conducted with recommendations and plans for corrective action.
test is adegtd the bank’s size and complexity.

service providers. Determiine Whether the bank has reviewed primary third-party testing
results.

5. Evaluate planning for event man entg@Ctiyities. Consider the following:

e Emergency procedures and evacuati
e Response to network attack or penetrati

e Reporting to appropriate regulatory or law g jent agencies

6. Assess processes and procedures to prevent destructio leCtonic files and other
storage media. Consider the following:

Frequency of file backup

Access to backup files and storage media (e.qg., disks and tapes
Location of off-site file storage

Virus protection for networks and personal computers

7. Determine whether only authorized personnel have access to the computer area,
electronic media, and supplies of negotiable items. Determine whether equipment and
networks supporting mission-critical services are appropriately secured. Consider
physical security and environmental controls.

8. Determine how bank management implements record retention practices that are in
compliance with legal, regulatory, and operational requirements. Consider records at the
bank, at service provider locations, and in off-site or long-term storage.

Comptroller's Handbook 134 Community Bank Supervision



Version 1.0 Core Assessment > Information Technology

Objective 7: Assess the bank’s processes for managing information security risk and operational
risk by using the findings from meeting the foregoing objectives, by discussing the processes
with key managers, and by analyzing applicable internal or external audit reports.

1. Determine whether the volume and nature of fraud and processing losses, network and
processing interruptions, customer-reported processing errors, or audit criticisms lower
quality of automated activities and services.

2. Determine whether the bank’s risk assessment process for customer information and its
test of key controls, systems, and procedures in the bank’s information security program
are commensurate with the sensitivity of the information and complexity and scope of the
bank’s activities.

3. Assess timelinessgpgompleteness, accuracy, and relevance of MIS for operational risk.
Consider the sg Q reports, controls over report preparation, and independent
validation offepdmisg€cukacy. Risk management reports should cover major sources of
operational risk.

4. Using the findings f mee e previous objectives, combined with the information
from the EIC and other'eamMing staff, make preliminary assessments on the quality of
operational risk managem i to IT. Consider whether

bank management recognizeS\and undgfstands existing and emerging risks.
bank management measures risk i rate and timely manner.

the board establishes, communicates ongols risk limits.

bank management accurately and appro Iyggnitors established risk limits.

Objective 8: Using the findings from meeting the foregoifg
exposures from the IT review.

Develop preliminary assessments of quantity of operationa
management, aggregate operational risk, and direction of opera
to the “Risk Assessment System” section of this booklet. Consult™ he EIC and other
examining staff to identify findings from the IT review that have significance for other risk
rating categories.

Objective 9: Determine whether to expand the procedures or develop a plan for corrective action.
Consider whether

e bank management can adequately manage the bank’s risks.

e bank management can correct fundamental problems.

e to propose a strategy to address identified weaknesses and discuss strategy with the
supervisory office.

Refer to booklets of the Comptroller’s Handbook or FFIEC IT Examination Handbook for
expanded procedures.
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Objective 10: After completing expanded procedures, determine whether verification procedures
should be performed.

The extent to which examiners perform verification procedures is decided on a case-by-case
basis after consulting with the ADC. Direct confirmation with the bank’s customers must
have prior approval of the ADC and district deputy comptroller. The Enforcement and
Compliance Division, the district counsel, and the district accountant should also be notified
when direct confirmations are being considered.

Objective 11: Conclude the review of the bank’s IT activities.

1. Provide bank management with a list of deficiencies for consideration.

2. Consult with the £
examiners conék
being reviev

and other examining staff to identify and communicate to other
s and findings from the IT review that are relevant to other areas

3. Use results of the f@fegOigg procedures and other applicable examination findings to
compose comments (&g., IT @ dNWIRAS) for the ROE.

4. Update, organize, and refe ers in accordance with OCC policy.

5. Update Examiner View (e.g., ratiggs ?ﬂowledge, MRAs, and violations).
li

6. Indiscussion with the EIC, provide p y c@nclusions about the following:

e Quantity of operational risk as it relates t@'|

e Quality of risk management as it relates to

e Aggregate level and direction of operational riSK, o ertapplicable risks, as they
relate to IT.

e Complete the summary conclusions in the “Commu k Assessment”
section of this booklet.

e Supervisory strategy recommendations.
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Asset Management

Conclusions:

Aggregate asset management risk is (low, moderate, or high)
UITRS ratings: Composite (1, 2, 3, 4, or 5)
Management (1, 2, 3, 4, or 5)

Operations, internal controls, and auditing (1, 2, 3, 4, or 5)
Earnings (1, 2, 3, 4, or 5)

Compliance (1, 2, 3, 4, or 5)

Asset management (1, 2, 3, 4, or 5)

Introduction

Many communit§ ba ide asset management-related services. Asset management is
the business of provi@in
commission. Asset m

nt'services include trust and fiduciary services, investment

I orate trust administration, custody, safekeeping,
securities lending services, seggur Ider and transfer agent services, and retail sales of
nondeposit investment produ e ting is only assigned to banks exercising trust
powers (i.e., banks only offering ret@fl nondgposit investment products (RNDIP) and no other
asset management services do not réggive ? rating).

The Asset Management series of booklets*of omptroller’s Handbook provides a
complete overview of asset management service iged by banks. The booklets in this
series are

“Asset Management”

“Asset Management Operations and Controls”
“Collective Investment Funds”

“Conflicts of Interest”

“Custody Services”

“Investment Management Services”

“Personal Fiduciary Activities”

“Retirement Plan Products and Services”
“Unique and Hard-to-Value Assets”

The asset management section of the core assessment is structured to conduct supervisory
activities along the asset management product lines typically found in community banks,
including limited-purpose trust banks. The results of these reviews are then used to assign the
composite and component ratings under UITRS. Under UITRS, fiduciary activities of banks
are assigned a composite rating based on an evaluation and rating of five essential
components of an institution’s fiduciary activities: management, operations, internal controls
and auditing, earnings, compliance, and asset management. The composite rating is discussed
with bank management and disclosed in the ROE. The component ratings can, but are not
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required to, be discussed with bank management and disclosed in the ROE, at the EIC’s
discretion and with the ADC’s approval. Refer to the “Bank Supervision Process” booklet of
the Comptroller’s Handbook for guidance on the UITRS.

When assigning the aggregate risk and the UITRS ratings, the examiner consults the EIC;
examiners assigned to review management, internal controls and audit, IT, and earnings; and
other examining staff.

The examiner completes appropriate objectives from this section to assess asset management
risk. While asset management is not a defined RAS category, examiners assess the overall
risk arising from the type and volume of activities conducted and the quality of risk
management using the risk indicators in the “Other Risks” section of this booklet as a guide.
The portfolio manager uses this assessment of asset management risk, along with the
potential impact that gisk has to the bank as a whole, to develop the scope of future asset
management supe activities and determine any effect on the bank’s operational,
compliance, rept d strategic risks.

Objectives and Proceddre

Minimum Objective

Determine the quantity of risk and the quality of risk management for asset management and
assign UITRS composite and comp r

%l
At the beginning of the supervisory activity gfisciss ite following with bank management:

e Actual or planned changes in
— management, key and operational staff, inc

board and fiduciary committee structure and oversi
facilities and operating systems, processes, and ¢

— audit plan or risk assessment relating to asset manag
— policies, procedures, and controls.

New products and services.

New or expanded third-party relationships, including investment advisors.

Strategic plans for asset management activities.

Asset management business plan, budget, or budgeting process.

Asset management earnings performance.

Significant transactions with related parties, including businesses of directors, officers, or
employees of the bank and bank affiliates.

jo managers and advisors.

Obtain and review the following information:

e Supervisory strategy.
e Results from supervisory activities.
e Most recent committee minutes and information packages.
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Asset management organizational chart.

Most recent financial reports, including budget and variance reports.

Appropriate UBPR pages.

Policies and procedures if significant changes or additions have been made.

Asset management risk assessment.

Audit and compliance reports and follow-up.

Call report Schedule RC-T, “Fiduciary and Related Services,” for significant changes in
account types and volumes.

e Customer complaint data from the OCC’s Customer Assistance Group and the bank.
Coordinate with the examiner reviewing consumer compliance to avoid duplication of
efforts.

Follow up on significant asset management-related audit or IT issues identified by the
examiners reviewi bank’s audit and IT programs:

e Discuss outstand
e |f warranted bas

anagement audit or IT issues with bank management.
going discussions or if requested by the examiners

reviewing audit an igsagd review a risk-based sample of internal asset
management audit or management follow-up.

e Discuss with managemen®chafiges dg.scope, personnel, or frequency of the asset
management audit function rease or decrease the function’s reliability.

e Discuss with bank management /sset management IT processes or MIS that

ilifyf’

could increase or decrease their r
Select a risk-based sample of fiduciary acc ample should be representative of the
type and size of accounts opened during the tim ig
accounts with higher risk potential such as persona
or unique asset types, insider accounts, complex ret
trustee accounts. Determine whether

gth complex family relationships
ts, and successor and co-

e new accounts were opened in compliance with bank poli able laws and
regulations.

e risks associated with new accounts are consistent with the bank’s business plan and risk
appetite.

e accounts are administered in compliance with bank policy, the governing instrument, and
applicable laws and regulations.

Develop preliminary assessments of the quantity of risk and quality of risk management
using the asset management risk indicators in the “Other Risks” section of this booklet. If the
bank’s activities, risk profile, or risk controls have changed significantly or if review of the
foregoing information raises substantive issues, the examiner should expand the activity’s
scope to include additional objectives or procedures. If this review does not result in
significant changes or issues, conclude the review of asset management activities by
completing objective 10.

Comptroller's Handbook 139 Community Bank Supervision



Core Assessment > Asset Management

Other Assessment Objectives

Examiners should choose only those objectives and procedures necessary to assess the bank’s
condition and risks. Examiners typically do not need to carry out every procedure listed.

Objective 1: Determine the scope of the asset management review.

1. Review the supervisory information to determine whether previously identified
deficiencies require follow-up in this area.

2. As necessary, obtain and review the following information:

e Asset management organizational chart and manager job descriptions.

ess plans.
information reports.
provided to the board or committee(s).
agement responses.
Descriptions of date proc@ssing and accounting systems, including third-party
relationships.
e Management reports, inCHdigg thosg used to monitor new and closed accounts,
account investment reviews, verdr/s!inancial results, exceptions, and
d j@"as

compliance/risk information management.
e Information on investment activitiés, i in
securities lists.
e Operational reports, such as transaction
e Fee schedules.
e A report on significant losses and settlemen
supervisory activity.
e Regulatory reports.

investment performance and approved
reconcilement reports.

ce the last fiduciary

3. Discuss with the examiner responsible for completing the In ntrols and Audit
section of the core assessment whether significant audit findings require follow-up or
whether a review of audit work papers is required.

4. Discuss with the examiner responsible for completing the IT section of the core
assessment whether significant deficiencies raise questions about integrity,
confidentiality, or availability of data and require follow-up.

5. Discuss pending litigation and insurance coverage pertaining to asset management
activities with the examiner responsible for evaluating bank management.
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Objective 2: Determine quality and effectiveness of board and bank management’s supervision of
asset management lines of business.

1. Evaluate board supervision by considering the following:

e Committee structures, responsibilities, and reporting standards.

e Management selection and appraisal processes.

e Oversight of compensation or incentive plans. If the bank offers incentive
compensation plans, refer to OCC Bulletin 2010-24, “Incentive Compensation:
Interagency Guidance on Sound Incentive Compensation Policies.”

e Strategic planning and monitoring processes.

Information reports received from committees and bank management.

Policy review and approval processes.

e Oversight g it and compliance functions.

e Useofl | and the monitoring of litigation.

e Insurance co Jews.

e Adequacy ofoy, t approval of new, modified, or expanded products or

services. Refer 19O in 2017-43.

2. Evaluate bank managemeRt’s Sipepdsion by reviewing the quality of the following:

e Management and support stalif, includigg competence, turnover, and succession
planning. f

e Policies and procedures, includingfCogplignce

e Department reports provided to mandge gmittees on a monthly, quarterly, or
annual basis.

e Internal controls, including system access & gpation of duties.

e Audit and compliance functions, including reSpe
recommendations.

e Oversight of third-party service providers. Refer to
Bulletin 2017-21.

e Insurance coverage and review processes.

e Litigation management. Refer to the “Litigation and Other Legal Matters” booklet of
the Comptroller’s Handbook.

e Compensation or incentive plans. If the bank offers incentive compensation plans,
refer to OCC Bulletin 2010-24.

e Complaint resolution processes. If the bank has a centralized complaint resolution
process, coordinate with the examiner reviewing consumer compliance to avoid
duplication of efforts.

2013-29 and OCC

Refer to the “Corporate and Risk Governance” booklet of the Comptroller’s Handbook
for more information regarding board oversight.

3. Determine whether the bank’s fiduciary audit program meets the requirements of
12 CFR 9.9 (national banks) or 12 CFR 150.440-480 (FSAs). Coordinate with the
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examiner responsible for the “Internal Controls and Audit” section of the core
assessment.

4. Evaluate the earnings of asset management activities. Identify nonrecurring income or
expense items and assess trends.

5. For trust banks, determine the adequacy of capital and liquidity monitoring. Refer to
OCC Bulletin 2007-21, “Supervision of National Trust Banks: Revised Guidance: Capital
and Liquidity.” (This guidance applies to national banks and FSAs that are trust banks.)

6. Consider the findings from the other examination sections and incorporate them into the
board and bank management’s evaluation for asset management.

Objective 3: Determine th
administration of fi

antity of risk and quality of risk management relating to the
accounts.

1. Determine typesj@nd lgVelNef risk associated with the administration of fiduciary and
related accounts. DgCuSgthe following with bank management:

e Volume and types of fiduiary’accounts under administration.
e Types and level of pol C audit and internal control deficiencies, and
violations of law internally i@entifieddand reported.

e Amount and status of signifi iti n,and client complaints. For client
complaints, review data from the ’ stomer Assistance Group and the bank to
assess the level, volume, and themesg€u complaints are a potential indicator
of risk management weaknesses, or othe Icighgies, such as violations of laws or

regulations.

2. Review account acceptance processes. For fiduciary acg@ntS\evaluate compliance with
the pre-acceptance review requirements of 12 CFR 9.6(a) (hgtional banks) or
12 CFR 150.200 (FSAs). Determine whether the proces

is formalized and adequately documented.

includes enhanced due diligence and customer identification program procedures.
obtains and effectively uses appropriate information.

includes appropriate approval processes for accepting accounts and policy exceptions.

3. Review policies and procedures for fiduciary account administration. Policies and
procedures should address the following:

e Compliance with applicable fiduciary laws and regulations

e Account administration guidelines

e Policy exceptions, including monitoring and reporting processes
e Customer complaint resolution procedures

Comptroller's Handbook 142 Community Bank Supervision



Core Assessment > Asset Management

4. Evaluate cash management processes.

e For discretionary fiduciary accounts, identify and review large, uninvested, or
undistributed funds, and discuss them with bank management. Determine whether
administration is appropriate and complies with the requirements for fiduciary funds
awaiting investment or distribution under 12 CFR 9.10 (national banks) or
12 CFR 150.290 (FSAs).

e Review account overdrafts, giving attention to large and long-standing items.
Determine why they exist, and discuss bank management’s plans to resolve them.

5. Select a risk-based sample of recently accepted fiduciary accounts. The sample should
focus on accounts with higher-risk potential, such as personal trusts with complex family
relationships or unique asset types, insider accounts, complex retirement accounts, and
successor and cogiustee accounts. Consider requirements of objectives 4 and 5 when
selecting the n@ or each account, determine compliance with internal bank policy,

i and applicable laws and regulations and whether the account

e processes and controls are adequate and
tion

account and determine whether inistr

effective. Consider whether accoun aw
e complies with terms of the governing in

directions and is consistent with needs a ances of account beneficiaries.

FR 9.6(c) (national banks)
or 12 CFR 150.220 (FSAs) and other applicab ulations.
e avoids unauthorized conflicts of interest and self-
pensation provisions
of 12 CFR 9.15 (national banks) or 12 CFR 150.380-39 document

provisions, and the Uniform Principal and Income Act.
7. For personal fiduciary accounts, evaluate the discretionary distribution processes:

e s the decision-making authority for discretionary distributions expressly defined and
communicated to all personnel?

e Are decisions fully documented and authorized by designated personnel or
committees?

e Are distributions consistent with the guidelines established in the governing
instrument?

8. For individual retirement accounts, determine whether the bank is fulfilling its duties and
responsibilities in compliance with Internal Revenue Code section 408 and the prohibited

Comptroller's Handbook 143 Community Bank Supervision



10.

Core Assessment > Asset Management

transaction provisions of Internal Revenue Code section 4975. Refer to the “Retirement
Plan Products and Services” booklet of the Comptroller’s Handbook for guidance.

For retirement accounts, determine compliance with the applicable sections of the
Employee Retirement Income Security Act (ERISA), including prudence requirements of
section 404 (asset diversification), section 406 (prohibited transactions), and plan
provisions. Refer to the “Retirement Plan Products and Services” booklet of the
Comptroller’s Handbook.

If potential violations of ERISA were identified during the retirement account review,
consult with the EIC and ADC and report to the OCC Asset Management Group for
possible referral to the U.S. Department of Labor. Refer to OCC Bulletin 2006-24,
“Interagency Agreement on ERISA Referrals: Information Sharing Between the FFIEC
Agencies and th

ts, determine whether the bank is fulfilling its duties and
ent, disbursing agent, registrar, or trustee in accordance with

the governing instrg@Mmengand applicable laws and regulations.

Objective 4: Determine the quantitfy of Wisk®%nd the quality of risk management relating to conflicts
of interest and self-dealing.

1.

Determine whether conflicts of iRgerests been reported internally. Discuss the
following with bank management:

licts of interest

@ or controls
0 )

interests
Review policies and procedures developed to control€Qe ri8ks asgociated with conflicts of
interest and self-dealing. Consider the following:

e Processes used to identify, assess, and re
e Significant changes in policies, process
e Internal or external factors that could affec

e Compliance with 12 CFR 9.5 (national banks) or 12 CFR 0 (FSAs) regarding
policies and procedures.

e Compliance with 12 CFR 9.12 (national banks) or 12 CFR 150.330-370 and
12 USC 1464(n)(7) (FSAs) regarding self-dealing and conflicts of interest.

e Compliance with 12 CFR 12.7 (national banks) or 12 CFR 151.140 (FSAs) regarding
securities trading policies and procedures.

e Compliance with ERISA (29 USC 18).

e Compliance with other federal and state laws and regulations and court rulings.

e Industry practices and OCC guidance relating to employee ethics and acceptable
behaviors.

Determine whether conflicts of interest or self-dealing were identified during the
fiduciary account administration review and whether policies, processes, and controls are
effective.
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4. Review processes and controls for discretionary fiduciary funds awaiting investment or
distribution and determine compliance with the provisions of 12 CFR 9.10(a) (national
banks) or 12 CFR 150.290 (FSAs). Determine whether the bank

e does not allow discretionary funds to remain uninvested or undistributed any longer
than is reasonable for proper management of the account.
e obtains rate of return for the funds that is consistent with applicable law.

5. Review processes and controls for fiduciary funds awaiting investment or distribution
and determine compliance with the provisions of 12 CFR 9.10(b) (national banks) or
12 CFR 150.300-320 (FSAs). Determine whether the bank

e does not self-deposit fiduciary funds when prohibited by applicable law.

e sets aside ad te collateral for the portion of the funds deposited with the bank that
surance limit.

e for FSAS; set equate collateral for the portion of funds deposited with or by
e FDIC insurance limit.

g@yverning fiduciary compensation and compliance with
12 CFR 9.15 (national bafiks) CFR 150.380-400 (FSAS) regarding fiduciary
compensation, as well as t i incipal and Income Act. Consider whether

e fiduciary-related compensati
set or governed by applicable law

e Dbank officers or employees act as ¢
fiduciary accounts and receive compensall Swch services. Payment of
compensation to a bank officer or employeege as a co-fiduciary with the bank is

ith applicable laws and regulations. If not
Id be reasonable for services provided.

schedules are appropriate and properly authorized®
e fee concessions for officers, directors, and other empleyeg
general policy that is uniformly applied and approved.
e cash sweep and termination fees are only charged with prop
disclosure and in accordance with applicable law.
e policies and procedures address the receipt and acceptance of 12b-1 fees in a manner
consistent with applicable law.
e policies and procedures prohibit any officer or employee from accepting a bequest or
gift of fiduciary assets except as permitted under 12 CFR 150.400.

Branted under a

authorization and

7. Review process used by the bank to administer own bank and bank holding company
stock. This includes decisions and documentation to retain stock and procedures for
voting proxies. Determine whether the bank

e has a policy in place that prevents purchase of own bank and bank holding company
stock in discretionary accounts.
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e hasa policy in place that requires that the retention of own bank and bank holding
company stock in discretionary accounts is authorized by applicable law and remains
an appropriate investment for the account.

e complies with 12 USC 61 (national banks) and does not vote shares of own bank
stock in the election of directors. Refer to the “Conflicts of Interest” booklet of the
Comptroller’s Handbook for guidance (national banks and FSAS).

e has a process in place to avoid conflicts of interest with respect to voting national
bank stock in matters other than the election of the board of directors, voting FSA
stock in all matters, voting bank holding company stock, and voting shares of
companies in which directors, officers, employees, or related organizations have a
controlling interest.

8. If proprietary mutual funds (mutual funds sponsored by the bank or an affiliate, or for
which the bank iliate is the investment advisor or provides other services to the fund
for a fee) are iscretionary accounts, evaluate the bank’s procedures for ensuring
that the propfieta are appropriate fiduciary investments. Consider whether

such investme orized by applicable law.

proprietary mutuahfunds(@re Wgonitored in the same way as unaffiliated funds.

fee practices are authafize®8hby'and disclosed in accordance with applicable law.
disclosures are made o S t prospectus is delivered to appropriate parties
in accordance with applicablg law.

9. Review brokerage placement practice% ine whether
e Dbrokerage allocation decisions and brok e monitored for reasonableness

relative to the services provided.
e soft-dollar arrangements fall within safe har iSd
Securities and Exchange Act of 1934 and OCC gui
e the bank obtains best execution for its clients.
e any payments for order flow received by related part
parties such as brokers, exchanges, trading networks, o
— authorized by applicable law.
— disclosed in accordance with applicable law.
— subject to adequate oversight to ensure compliance with applicable law and that
the bank has obtained best execution for client securities transactions.
o trades are fair and equitably allocated to all accounts, subject to applicable law.

of section 28(e) of the

psts from third
akers are

10. If the bank uses an affiliated broker to effect securities transactions for fiduciary
accounts, determine whether

e applicable law does not prohibit use of an affiliated broker.

e the bank does not profit from securities transactions executed through an affiliated
broker. (Payment by bank to the affiliated broker can cover only the cost of executing
the transaction.)
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e the bank provides adequate disclosure of such relationships to affected clients or
obtains consent from parties with capacity to give consent.

Objective 5: Determine the quantity of risk and the quality of risk management relating to
investment management services.

1. Review investment management policies and procedures. Policies should address the
following:
e Compliance with applicable law, including 12 CFR 9.11 (national banks) or
12 CFR 150.260 (FSAs) and state laws’ prudent investor requirements.
e Business goals and objectives, investment philosophy, fiduciary responsibilities,
ethical culture, risk appetite, and risk management framework.
e Descriptions of investment products and services.

°

K=}
=
S

<
%)
—+
=
@D
3
@D
>
~—+
7]

lio reviews.
tg economic and capital market analyses and reporting.
rocedures (12 CFR 12.7 (national banks) or

Securities trading
12 CFR 151.140 (FS
Brokerage placement po nd pRecedures.
e Selecting and monitoring thi

-party segvice providers.
e Portfolio MIS and technology M
e Proxy voting for discretionary ac .

DIE a
7 2

3. Evaluate investment selection, acquisition and sales progesses ider the following:

2. Evaluate processes used to develop, approv
investment policies. Refer to the “Investment
Comptroller’s Handbook.

, and monitor fiduciary account
ent . Services” booklet of the

e Processes used to research, and estimate risk and return r relevant attributes
for potential investments.

e Processes used to value portfolio assets and account for portfolio transactions.

e Portfolio trading systems and controls.

4. Evaluate adequacy and effectiveness of risk reporting and exception tracking processes.
Does the bank maintain appropriate management reports relating to investment
performance, risk levels, and policy exception identification and follow-up?

5. If the bank delegates investment management authority, review process used to select and
monitor third-party investment managers or advisors. Refer to the “Investment
Management Services” booklet of the Comptroller’s Handbook.
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6. Select a sample of fiduciary accounts for which the bank has investment discretion or
provides investment advice for a fee. If possible, select from the sample of accounts used
in the fiduciary account administration review under objective 3. In reviewing these
accounts,

e determine compliance with investment objectives and guidelines in the governing
instrument, the account-level investment policy statement, applicable laws and
regulations, and bank policies and procedures.

e determine whether the investment objective is current and assets are invested
consistently with the bank’s current asset allocation for the objective.

e investigate holdings of securities not on approved lists and review asset
concentrations exceeding 10 percent of the market value of the account. Determine if
retention is prudent.

affiliate deposit products, or proprietary or affiliated investment

al funds) that could present a conflict of interest. If so, has the

ined that the conflict of interest is authorized and the

rest of the account?

pprovals are obtained where necessary.

determine whether unfgueassets are managed appropriately.

e evaluate effectiveness Ofui emyreview processes in identifying and addressing
investment-related issues (1ZCFR ational banks) or 12 CFR 150.200-220
(FSAS)).

7. For marketable securities, review the fo
e Quality of investment research and documeg @
e Use of approved securities lists. Evaluate progess4®

e Monitoring processes to govern compliance with app
policies and procedures.

8. For investment company securities (mutual funds),

e review quality of the investment analysis, selection, and approval processes.

e review quality of information reports and ongoing monitoring. (Monitoring should
consider such factors as investment performance, risks, and fees.)

e if the bank maintains an approved mutual fund list, determine the bank’s policy on
purchase or retention of unapproved mutual funds. If the bank retains or invests in
funds not on the approved list, determine whether these investments
— are appropriately approved and adequately documented.

— comply with applicable law.
— are included on exception reports and adequately monitored.
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9. For closely held businesses, determine whether

e closely held ownership interests are managed in accordance with applicable law,
including the terms of the governing instrument. Consider the following:
— Role of the bank and its fiduciary duties and responsibilities.
— Quality and timeliness of decisions to acquire, retain, or dispose of such assets.
— Quality of business valuation processes. Determine whether adherence to Internal
Revenue Service (IRS) Revenue Ruling 59-60 is part of the process.
— Receipt and use of financial information on the business and its industry.
— Management succession planning for closely held companies.
— Quality of relationships with account beneficiaries, family members, and other
investors.
e Dbank employees serve on the board of directors, or in a similar capacity, of a closely
held compaso, does the bank
18 0

— main ate insurance coverage?
: nt for the payment of benefits or fees to the bank or its
employeés f resenting the interests of beneficiaries, unless the governing
document specifiCall horizes the bank to receive such compensation?

Refer to the “Unique and {ar e Assets” booklet of the Comptroller’s Handbook.
10. For real estate, determine wheth
e decisions to acquire, retain or dis( e investment were appropriate and
supported.

e real estate valuation and inspection proc
e appropriate financial information on real e arket is periodically obtained
and evaluated.
e title to property is properly perfected.
e environmental review was performed and complet regeCceg
e adequate insurance coverage is maintained with the b @
o real estate taxes are paid on time.
e farm management accounts are properly administered and documented. Consider
whether
— bank has signed a contract with the owner that clearly details the bank’s
responsibilities.
— bank has signed leases with tenants that detail each party’s responsibilities.
— farm manager keeps adequate records, including financial statements, tax returns,
and periodic reports on the operation.

quate.

ptance or acquisition.
payee.

Refer to the “Unique and Hard-to-Value Assets” booklet of the Comptroller’s Handbook.
11. For loans secured by real estate, evaluate the quality of the following, as applicable:

e Loan underwriting standards
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Collection processes and past-due trends
Collateral valuation and inspections processes
Tax payment processes

Insurance coverage

Management of environmental liability issues

Refer to the “Unique and Hard-to-Value Assets” booklet of the Comptroller’s Handbook.
For mineral interests, determine whether

receipt of lease, royalty, and delay rental payments is timely.

the bank takes appropriate action if payments are not received.

working interests are reviewed for profitability and potential environmental hazards.
expenditure nalyzed and approved before they are paid.

Refer to the “Uni ard-to-Value Assets” booklet of the Comptroller’s Handbook.

Ilective investment funds and determine whether such
ith 12 CFR 9.18 (national banks) or

luate effectiveness of the bank’s processes for limiting
ou

Review a sample 0
funds are managed in
12 CFR 150.260(b) (FSAS).
participation in funds to eli

Refer to the “Collective Investm y bgoklet of the Comptroller’s Handbook.

Objective 6: Determine the quantity of risk and t ityfof risk management for fiduciary

operations.

Coordinate this review with examiners responsible JORCAMELS/ITCC areas and
the Internal Controls and Audit portion of the examinatio voiduplication of effort.

1.

For asset management operations, consider audit and co :
areas. Follow up on significant deficiencies and determine V¥
action has been taken.

orts of operational
fective corrective

Discuss the following with the examiner reviewing IT, and follow up with bank
management:

e EXxisting IT systems and planned changes to IT systems.

e Whether IT systems are sufficient to support current and planned fiduciary activities.

e Quality of the bank’s information security and business resumption and contingency
planning processes.

e Quality of the bank’s process for selecting and monitoring third parties.

e Logical access controls on computer systems to adequately segregate duties.

Assess integrity, confidentiality, and availability of data used to record, analyze, and
report information related to fiduciary operations. Consider input, processing, storage,
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access, and disposal of data. Focus on measures taken to limit access to data and
procedures in place to monitor system activities. Determine if these controls have been
independently validated. Coordinate this review with examiners responsible for all
functional areas of the examination, including internal controls, to avoid duplication of
effort. Share findings with the examiner reviewing IT.

3. If the bank has outsourced data processing or other operational functions, evaluate the
bank’s process for selecting and monitoring third parties. Discuss the process with
management and document significant weaknesses. For more information, refer to OCC
Bulletin 2013-29, OCC Bulletin 2017-21, and the “Outsourcing” booklet of the FFIEC IT
Examination Manual.

4. Evaluate the quality of written operations policies and procedures. Consider the

following:
e Approvafaut nd accountability standards.
e Separation o ng transaction initiation, posting, settlement, asset control,

Cross training or I ties.
Joint custody or contr@l stapdards for client funds and assets.
Third-party risk mana

Information security, businegs resumiption, and contingency planning systems.
X

5. Review record keeping for compliancggi
12 CFR 150.410-430 (FSAs), 12 CFR'1
other applicable laws and regulations. Deter

CFR 9.8 (national banks) or
banks) or 12 CFR 151 (FSAs), and

e \) l er the bank

e adequately documents establishment and tef
maintains adequate records.

e retains fiduciary account records for three years ffeg tff® tergi
or the termination of litigation relating to the accoun j

e maintains fiduciary account records separate and distinct
bank.

e maintains securities transaction trading records required under 12 CFR 12.3 (national
banks) or 12 CFR 151.50 (FSAs) for a minimum of three years.

ach fiduciary account and

ation of the account
ok comes later.
er records of the

6. Determine whether the bank provides securities transaction customer notifications
consistent with the requirements of 12 CFR 12.4 (national banks), 12 CFR 12.5 (national
banks), or 12 CFR 151, subpart B (FSAS).

7. Review controls over asset set-up and maintenance, including pricing, administration of
corporate actions, proxy voting, and income collection. Consider the following:

e Use of independent sources for information on assets.
e Use of asset models and secondary review over asset set-ups.
e Controls over changes to the security master file.
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e Periodic asset pricing.

e Use of exception reports to identify stale prices and unusual fluctuations.

e Timely and accurate processing of corporate actions, such as stock dividends, stock
splits, and bond calls.

e Whether controls are in place to take timely action on voluntary corporate actions,
including obtaining approval from outside parties.

e Whether distribution of proxy materials and disclosure of information about
shareholders whose securities are registered in a bank nominee name comply with
SEC Rules 17 CFR 240.14-17. Determine whether the bank
— obtains a clear consent or denial for disclosure of beneficial owner information for

each account.
— appropriately passes information received from issuers, such as proxies and
annual reports, to beneficial owners.
— respondsgfONgsuers’ requests for information in a timely manner.
e Controls me collection, including dividends and interest.

8. Review transacti®n essMyg controls. Consider the following:

Timeliness and acCuracy @f transaction documentation and posting.
Management of routing an@inopggutine manual instructions.
Transaction and accoun ing Pocesses and controls.
Controls over the release or

'sbu?t of assets or funds.
9. Review balancing and reconcilement €6n Copsider the following:

Transaction and account balancing proc
Timeliness and independence of reconcile

Controls for suspense (house) accounts.

10. Evaluate security trade settlement processes. Determine

proper trade instructions are received and documented.

trade tickets are properly controlled and contain required information.

broker confirmations are reconciled to trade tickets.

failed trades are promptly identified and effectively addressed.

confirmations are sent as required and contain required information.

depository position changes are matched to changes on the bank’s accounting system.

11. Evaluate asset custody and safekeeping processes and controls (12 CFR 9.13 (national
banks) or 12 CFR 150.230-250 (FSAS)). Determine whether

e fiduciary assets are placed in joint custody or control of not fewer than two fiduciary
officers or employees.
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o fiduciary account assets are kept separate from bank assets and other fiduciary
account assets.

e third-party custodian or depository holds fiduciary assets. If so, determine whether
such action is consistent with applicable laws and regulations and supported by
adequate safeguards and controls (e.g., dual control over free deliveries).

e fiduciary assets physically held by the bank are kept in a controlled vault or securities
cage with access controls such as dual controls, vault entry records, asset tickets,
physical security measures (12 CFR 21), and periodic vault counts.

e Dbank has adequate controls over unissued checks and securities.

Refer to the “Custody Services” and “Asset Management Operations and Controls”
booklets of the Comptroller’s Handbook.

12. Review process
outstanding cla
escheatable femgiam@
of the proper jurigdicid

egfand controls for the escheatment of unclaimed items such as
@ d suspense account entries. Consider whether the bank identifies

13. Determine whether tiigbank €ngages in transfer agent activity. If so,

e if the bank is required
Securities Exchange Act of
appropriate process for regis
filing Form TA-1.

e if the bank is required to register as
following SEC rules applicable to transf
under 17 CFR 240.17Ac2-2 and operati

ansfer agent under section 17A(c) of the
rmine whether the bank has followed the
i#f the OCC (12 CFR 9.20(a)(1)) including

gwincluding reporting requirements

ents found in

CFR 240.17Ad-4 contains
exemptions from certain of these reporting and Ope equirements.

e if the bank is a transfer agent that is neither regis regmired to register,
determine whether appropriate internal controls are

Objective 7: Assess the bank’s RNDIP sales program and determine th of risk it poses to the
bank and the effectiveness of RNDIP program risk management.

Most retail RNDIP sales programs involve arrangements with affiliated or unaffiliated
securities brokers that are regulated by the SEC, the Financial Industry Regulatory Authority
(FINRA), and state insurance regulators. Refer to the “Retail Nondeposit Investment
Products” booklet of the Comptroller’s Handbook.

1. If not previously reviewed, obtain and analyze the following bank-level information
applicable to the retail brokerage program:

e Board and oversight committee minutes and reports.
e Bank program policies and procedures.
e Program management statement.
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e Management’s expectations for RNDIP sales including business plan sales
projections.

Third party service providers and product offerings.

Sales volume (by product, by registered representative, etc.).

Compensation and incentive programs for bank referrals and investment sales.
Bank employee training.

Sales setting, disclosures, and advertisement.

Vendor management.

Risk management, compliance, and internal audit reports.

Financial information, including revenue and expense data.

Written agreement between the bank and the retail broker.

Audit, compliance, or risk management testing results.

Complaints, litigation, and settlement information. For consumer complaints, review
data from th€O8C’s Customer Assistance Group and the bank to assess the level,
% 2s. Complaints are a potential indicator of risk management
weaknesses qF 0 iciencies, such as violations of laws or regulations.

2. Determine level of to%th k from the program. Consider the following:

e Nature and complexityaof dtividi
e Financial significance to the flank’s 8arnings and capital.

e Identified deficiencies. /
3. Assess effectiveness of the bank’s RND IR0V,
e Evaluate appropriateness of the board a

the bank’s retail brokerage program.

t and risk management systems:

e agement reports for overseeing

e Evaluate effectiveness of the initial and ongo 19&nce process in selecting
and monitoring the securities broker.

e Determine effectiveness of the bank’s controls systeigs (c ce, internal audit,
independent risk management).

e Determine the bank’s compliance with applicable bankin and regulations

including 12 USC 6801 et seq. (GLBA), 12 CFR 218 (Regulation R), 17 CFR 247
(particularly networking exemption requirements), 12 CFR 14 (Consumer Protection
in Sales of Insurance), 12 USC 371c and 371c-1 (transactions between affiliates and
the bank), and 12 CFR 1016 (privacy of consumer information).

e Evaluate the effectiveness of the bank’s consumer complaint resolution, monitoring,
and reporting processes. For more information, refer to the “Compliance Management
Systems” booklet of the Comptroller’s Handbook.

Objective 8: Determine whether to expand the procedures or develop a plan for corrective action.
Consider whether

e management can adequately manage the bank’s risks.
e management can correct fundamental problems.
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to propose a strategy to address identified weaknesses and discuss strategy with the
supervisory office.

Refer to the “Asset Management” series of booklets of the Comptroller’s Handbook for
expanded procedures.

Objective 9: After completing expanded procedures, determine whether verification procedures
should be performed.

The extent to which examiners perform verification procedures is decided case by case after
consultation with the ADC. Direct confirmation with the bank’s customers must have prior
approval of the ADC and district deputy comptroller. The Enforcement and Compliance
Division, the district counsel, and the district accountant should also be notified when direct
confirmations are beigg considered.

Objective 10: Conclufe th leww Of the bank’s asset management activities.

1.

If applicable, discués deficiencies with management and obtain commitments for
corrective action.

Consult with the EIC and
other examiners conclusions an
relevant to other areas being rev

W09 personnel to identify and communicate to
from the asset management review that are

Use the results of the foregoing procedu
compose comments (e.g., asset management,
MRA:S) for the ROE.

r applicable examination findings to
retail brokerage, violations, and

Update, organize, and reference work papers in a e OCC policy.
Update Examiner View (e.g., ratings, core knowledge, As jolations).
In discussion with the EIC, provide preliminary conclusions e following:

e Quantity of risk.

e Quality of risk management.

e Aggregate level and direction of asset management risk and aggregate level and
direction of operational, compliance, reputation, and strategic risks as they relate to
asset management.

e Complete the summary conclusions in the “Risk Assessment System” and “Other
Risks” sections of this booklet.

e Supervisory strategy recommendations.
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Bank Secrecy Act/Anti-Money Laundering

Conclusion: The bank’s BSA/AML compliance program is
(strong, satisfactory, insufficient, or weak).

Introduction

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Specialty Area
Considerations” > “Bank Secrecy Act/Anti-Money Laundering”

The OCC is require
supervisory cycle
the bank’s BSA{ro

review the BSA compliance program of each bank during every
SA/AML review must include a conclusion about the adequacy of

Examiners focus on ar ighest BSA/AML compliance risk for community banks.
Examiners generally useNgata fr Financial Crimes Enforcement Network’s reporting
database, the OCC’s moneYy lgun@ering risk system, and other information as appropriate
when determining a bank’s B i

component of the bank’s CAMELS ra deficiencies in the bank’s BSA/AML
compliance create a presumption that the ¥a anagement component rating will be
adversely affected because risk management pragti g less than satisfactory.** Examiners
should be alert to situations in which managem

Findings are considered in a safety agd S()lj?ss context as a part of the management
sgSerj

While BSA/AML/OFAC compliance is not a defined R
quantity of risk and quality of risk management using the

manager, along with the potential impact of those risks on the bank as a whole, to develop
the scope of future BSA/AML/OFAC supervisory activities.

Complete this section’s objectives to assess the adequacy of the bank’s BSA/AML
compliance program and compliance with BSA/AML/OFAC regulations. When assessing
BSA/AML/OFAC compliance, examiners should refer to the guidance and procedures in the
FFIEC BSA/AML Examination Manual.

4312 USC 1818(s) requires the OCC to review the BSA compliance program of each insured depository
institution.

44 Refer to OCC Bulletin 2012-30.
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Objectives and Procedures

Minimum Objective

Assess the adequacy of the bank’s BSA/AML compliance program and determine
compliance with BSA/AML/OFAC regulations.

Perform the minimum examination procedures in the “Core Examination Overview and
Procedures for Assessing the BSA/AML Compliance Program” section of the FFIEC
BSA/AML Examination Manual. Consider whether

e BSA/AML compliance program includes effective controls for compliance with BSA
requirements and effectively controls the risks within the bank.
e policies, proced and processes are effective for compliance with OFAC sanctions.

nts of the quantity of risk and quality of risk management
riSkgindicators in the “Other Risks” section of this booklet.

Develop prelimi
using the BSA/AMLYOF,

While OFAC regulations'age notfparfjof the BSA, evaluation of OFAC compliance is
generally included in BSA/ANML 8aminations. The OFAC review evaluates the sufficiency
of the bank’s implementation i cedures, and processes governing compliance

| 1
with OFAC laws and regulations, using appficable procedures from the OFAC section of the
FFIEC BSA/AML Examination Man

Other Assessment Objectives

Examiners should choose only those objectives and @ res necessary to assess the bank’s
condition and risks. Examiners typically do not neeth{o ca every procedure listed.

ine whether the

e of additional core

e “Core

and Related Topics”

Objective 1: Using the findings from meeting the minimum ob
bank’s risk exposure from BSA/AML/OFAC warrants performag
examination procedures. Complete selected examination proced
Examination Overview and Procedures for Regulatory Requireme
section of the FFIEC BSA/AML Examination Manual.

Objective 2: Determine whether to expand the procedures based on the bank’s specific lines of
business, products, customers, or entities that may present unique challenges and exposures.
Complete selected expanded procedures in the FFIEC BSA/AML Examination Manual.

Objective 3: Conclude the BSA/AML/OFAC review.

1. Refer to the “Developing Conclusions and Finalizing the Examination” section of the
FFIEC BSA/AML Examination Manual.

2. Consult with the EIC and other examining staff to consolidate conclusions and findings
from the BSA/AML/OFAC compliance review.
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3. Use results of the foregoing procedures and other examination findings to compose
comments (e.g., management and MRAS) for the ROE or other supervisory
communication.

4. If considering a BSA/AML enforcement action, consult with the EIC and ADC to
determine whether to recommend CMPs or an enforcement action. The OCC is required
by statute to issue a cease-and-desist order when citing BSA compliance program
violations, or if the bank fails to correct a previously reported problem with the BSA
compliance program. Refer to 12 USC 1818(s); 12 CFR 21.21; OCC Bulletin 2007-36,
“Bank Secrecy Act/Anti-Money Laundering: BSA Enforcement Policy”; and OCC
Bulletin 2016-6, “Bank Secrecy Act/Anti-Money Laundering: Process for Administrative
Enforcement Actions Based on Noncompliance With BSA Compliance Requirements or
Repeat or Uncorrected BSA Compliance Problems.”

5. Provide and dj
violations.
vetting the findi

ith bank management a preliminary list of deficiencies and
canclusions should not be discussed with bank management before

e Adequacy of the BSA/AML @omplidihce program.
e Compliance with BSA/AMUYQFAC rggulations. OFAC-related MRASs and suspected
Y
r

violations regarding OFAC mus d to the Compliance Risk Policy Division
of the OCC’s CCA Department for r toHFAC. The OCC generally does not
cite violations of OFAC laws and regula jciencies in a bank’s policies,
procedures, and processes to comply wi aWws and regulations are addressed
through other supervisory actions, such as rcement actions.

e Quantity of risk.

e Quality of risk management.

e Aggregate level and direction of BSA/AML/OFAC Wgk ag gkegate level and
direction of compliance, operational, reputation, and strdte gks as they relate to
BSA/AML/OFAC compliance. Complete the summary cOnel€ions in appendixes A
and B of this booklet.

e Supervisory strategy recommendations.

7. Update, organize, and reference work papers in accordance with OCC policy.

8. Update Examiner View (e.g., ratings, core knowledge, MRAs, and violations).
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Consumer Compliance

Conclusion: Consumer compliance is rated (1, 2, 3, 4, or 5).

Introduction

Related “Bank Supervision Process” Booklet Section

e “Examination Authority and Full-Scope, On-Site Examination Requirement” > “Specialty Area
Considerations” > “Consumer Compliance”
e “Uniform Interagency Consumer Compliance Rating System”

Consumer compliance encompasses reviews of the bank’s compliance with consumer
protection-related | nd regulations. The consumer compliance examination should be
risk-based, thou ation scopes must be consistent with statutory mandates, OCC
minimum standards, gency commitments regarding examination frequency or
minimums. The con ompliance review should focus on areas of highest consumer
compliance risk for coMymurmigy baaks—for example, those with potential to cause consumer

harm.

Banks are required to comply WA ppltgable consumer protection-related laws and
regulations. Evaluating the bank’s c@mplian€e nanagement system (CMS) as it pertains to
consumer compliance is a critical co e e consumer compliance examination. As

part of rating consumer compliance, exa
consumer compliance at least once per sup
cover all applicable laws and regulations and co

of the Comptroller’s Handbook for more information re
determining the consumer compliance rating.

The consumer compliance section of the core assessment is struc 0 evaluate the
effectiveness of the bank’s CMS relative to the bank’s products, services, and activities.
Examiners consider the following areas of consumer compliance:

Fair lending

Lending regulations

Deposit regulations

Other consumer protection-related regulations

Examiners should identify and evaluate compliance risk associated with all laws and
regulations applicable to these four areas of consumer compliance each examination cycle
and assess the effectiveness of the bank’s CMS in managing risks. Examiners are also
required to

Comptroller's Handbook 159 Community Bank Supervision



Version 1.0 Core Assessment > Consumer Compliance

e assess the bank’s compliance with the Flood Disaster Protection Act (FDPA) each
examination cycle.

e assess the bank’s Servicemembers Civil Relief Act (SCRA) risk each examination cycle.

e conduct an SCRA examination that includes risk-based transaction testing at least once
every three examination cycles.

While the risks arising from the four areas of consumer compliance are not formally defined
RAS categories, examiners should assess quantity of risk and quality of risk management for
each area. The “Other Risks” section of this booklet includes indicators for examiners to use
as needed to assist in this assessment. These assessments are then considered when
determining the overall compliance risk (and other appropriate risks)*> and used by the
portfolio manager, along with the potential impact of those risks on the bank as a whole, to
develop the scope of future consumer compliance supervisory activities.

Complete this se jectives to assign the consumer compliance rating using the
Uniform Interag€ncy; sumer Compliance Rating System. The consumer compliance
rating reflects the effécti f the bank’s CMS to ensure compliance with consumer
protection-related laws@n ulations and reduce the risk of harm to consumers. The
consumer compliance ratigg sys€m¥s organized under three broad categories—board and
bank management oversight, @ontliafice program, and violations of law and consumer harm.
Examiners should assess each 0 its assessment factors (summarized in table 3)
when assigning the consumer compliance raging. When assigning the rating, examiners
should consult with the EIC, exami assi to review internal controls and audit, and
other examining staff as appropriate.

Violations of law

Category Board and management oversight and consumer harm
Assessment | o Oversight and commitment * Polici 0 prgeedtires | o Root cause
factors including third-party risk e Training e Severity
?;;i”ageme”t  Monitoring are e Duration
¢ Change man.ager.nent” ' e Consumer com ¢ Pervasiveness
o Comprehension, identification, response

and management of risk

e Self-identification and corrective
action

Refer to the “Compliance Management Systems” booklet of the Comptroller’s Handbook for
more information regarding components of CMS-related to consumer compliance and more
guidance for assigning the consumer compliance rating. The consumer compliance rating
system can be found in the “Uniform Interagency Consumer Compliance Rating System”
section of the “Bank Supervision Process” booklet or appendix A of the “Compliance
Management Systems” booklet of the Comptroller’s Handbook.

45 Examples of other risks commonly interrelated with, or correlated to, compliance risk include operational,
reputation, and strategic.
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For areas of low compliance risk, examiners should use procedures in the minimum objective
as a starting point to scope the remaining consumer compliance work. Even when all
consumer compliance areas are consistently identified as low risk, examiners should
periodically expand supervisory activities beyond the minimum objective to include
transaction testing to validate that the bank’s compliance process continues to be effective.

For banks with more than $10 billion in total assets, refer to the “Bank Supervision Process”
booklet for information regarding the OCC and Bureau of Consumer Financial Protection’s
(BCFP) statutory authorities.

If the bank is identified on the final fair lending screening test, a full-scope fair lending

examination must be completed using the procedures in the “Fair Lending” booklet of the
Comptroller’s Handbook.

Gy
Minimum Objec

%
Determine the consumer m@ting, quantity of compliance risk, and quality of

Objectives and Prq

compliance risk management§agdtegdte compliance risk, and direction of compliance risk.

Guidance is provided for quan quality of risk management for consumer

lending regulations, consumer deposit regulgtions, fair lending, and other consumer

protection-related regulations in the ys" section of this booklet. If the bank’s total
usig€o

assets are over $10 billion, examiners m r the bifurcated authorities of the OCC
and BCFP. For more information, refer to thg# Bank Supervision Process” and “Compliance
Management Systems” booklets of the Comptrolies”s H@adbook.

Discuss with bank management actual or planned @ bank’s compliance
management system as it relates to consumer compliafce otneg factors that could affect
the bank’s compliance risk, including

e changes in compliance structure and key personnel responsi @ pmpliance that
weaken or strengthen the bank’s compliance program.

e changes in policies, processes, or control systems relating to consumer compliance.

e changes in the bank’s policies, processes, or control systems for compliance with the
FDPA or in the volume of loans originated in special flood hazard areas.

e changes in the bank’s policies, processes, or controls for compliance with the SCRA or in
the volume of loans subject to SCRA.

e changes in products, services, customer base, or delivery channels that could affect
compliance risk, including those offered through affiliates or third parties.

e significant changes in products and services offered that could affect consumer
compliance.

e significant changes in third-party relationships, contracts, and activities.

e changes in the bank’s compliance training process, particularly the process for training
employees regarding new regulations or changes to existing regulations.

e other factors that may have changed the bank’s compliance risk profile.
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Refer to OCC Bulletin 2017-43, OCC Bulletin 2013-29, and OCC Bulletin 2017-21.
Perform the following:

e Review the supervisory strategy and EIC’s scope memorandum.

e Determine whether there are any supervisory activity recommendations resulting from
any licensing applications submitted by the bank.

e Review the results of the OCC’s consumer compliance supervisory activities since the
last examination. Identify any items that require follow-up (e.g., MRAs, violations, or
enforcement actions).

e Review the results of the most recent CRA evaluation.

e Review the bank’s compliance reviews and risk assessments, including those related to
the FDPA, the SCRA, and fair lending. Assess bank management’s responses and the
adequacy of corggBiive actions.

e Review comp @ ymmittee minutes to assess bank management and the board’s
ongoing commit mpliance, including timely corrective action for deficiencies.

e Review the resulis g t recent fair lending supervisory activity (fair lending
screening results i s nat been a recent full-scope fair lending examination).
Perform a fair lending\gisk asgessipent if the OCC has not performed a fair lending risk
assessment during the curgent Supervisory cycle. Considering the bank’s high-risk factors,
determine whether the ban e agded to the fair lending screening list.

e Review the bank’s compliance With the FDPA. The risk-based examination of the bank’s
flood insurance program should résigw it of the bank’s flood protection program
and conduct transaction testing of a s ortgage files if the audit does not include
transaction testing. At a minimum, exa
during every three supervisory cycles.

e Assess the bank’s SCRA risk and determine CRA examination should be
performed. A risk-based SCRA examination th saction testing must be
conducted at least once during every three supervisory,

e Review complaint data or reports from the OCC’s Cu ance Group and the
bank. For banks with more than $10 billion in total assetSpal BCFP complaint
data. Assess the volume, themes, and trends of complaints. g customer

complaint data can provide examiners with indicators of potentf@risk management
weaknesses or other deficiencies, such as violations of laws or regulations. Such
deficiencies can affect any risk area. Communicate relevant information from the
complaint data review to examiners of other functional areas and the EIC, as appropriate.
e Discuss with the examiner responsible for completing the Internal Controls and Audit
section of the core assessment whether significant audit findings require follow-up or
whether a review of audit work papers is required. As requested, follow up on significant
compliance-related audit issues identified by the examiner reviewing the bank’s audit
program:
— Discuss outstanding compliance audit issues with bank management.
— If warranted based on the foregoing discussions or if requested by the examiner
reviewing audit, obtain and review a risk-based sample of internal compliance audit
reports and work papers.
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— Discuss with bank management changes in the scope, personnel, or frequency of the
compliance review or audit function that could increase or decrease the function’s
reliability.

— Contact the examiner assigned to review IT to determine whether there have been
changes in third-party systems, software, and applications used to support compliance
activities. If yes, determine what due diligence process the bank used to test the
systems or software and whether appropriate training was provided to staff. As
requested, follow up on significant compliance-related audit or IT issues identified by
the examiner reviewing the bank’s audit or IT program.

If the bank’s activities, risk profile, or consumer compliance policies, processes, or control
systems have changed significantly or if the review of the foregoing information raises
substantive issues, examiners should expand the activity’s scope to include additional
objectives or proceduges. If this review does not result in significant changes or issues,

‘ ympliance review by completing objective 9.

Other Assessmg jestives

Examiners should choos@nly tioseNgbjectives and procedures necessary to assess the bank’s
condition, risks, and effectivafiesS\of the CMS as it pertains to consumer compliance.
Examiners typically do not ne every procedure listed.

Objective 1: Determine the scope of the ¢ er
should be included. The extent of transactj
risk profile, compliance review and audit cq
examination. If the bank’s total assets are over
bifurcated authorities of the OCC and BCFP. F
Supervision Process” and “Compliance Managemeé
Handbook.

liance review and what transaction testing
g should reflect the bank’s compliance
results, and time elapsed since the last
IO, examiners must consider the
mation, refer to the “Bank
abooklets of the Comptroller’s

1. Review the supervisory information to determine whet r identified
deficiencies require follow-up in this area.

2. Obtain and review the following information to determine the complexity of the bank’s
compliance environment. Determine whether the systems that bank management uses to
supervise compliance adequately identify, measure, monitor, and control compliance risk.
Obtain and review the following:

e Organizational charts, job descriptions, turnover, and communication channels to
determine how bank management communicates and manages risk through policies,
procedures, compliance reviews, and internal controls.

e The bank’s training programs and criteria for compliance training for key personnel.
Determine whether programs are appropriate based on functions performed and
likelihood of noncompliance.

e |f applicable, documentation supporting new, modified, or expanded products or
services, or initiatives to determine the effectiveness of compliance and planning.
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e Complaint data or reports from the OCC’s Customer Assistance Group and the bank.
Assess the volume, themes, and trends of complaints. Reviewing customer complaint
data can provide examiners with indicators of potential risk management weaknesses
or other deficiencies, such as violations of laws or regulations. Such deficiencies can
affect any risk area. Communicate relevant information from the complaint data
review to examiners of other functional areas and the EIC, as appropriate. (Examiners
should also review BCFP complaint data for banks over $10 billion in total assets.)

3. Discuss with the examiner responsible for completing the Internal Controls and Audit
section of the core assessment whether significant audit findings require follow-up or
whether a review of audit work papers is required. If needed, compliance worksheets in
the Consumer Compliance series of booklets of the Comptroller’s Handbook can be used
as a guide for the work paper review.

4. Using overall om the Internal Controls and Audit section of the core assessment
in this bookl€t, ing to what extent examiners can rely on compliance reviews or
audits by area toSet t e of the compliance supervisory activities. Consider the
following:

e Whether compliance vieWs 8r audits cover all applicable consumer protection-
related laws and regul roducts and services and all bank departments,
such as trust and private banking, asfvell as the bank’s website and e-banking

—h

activities.

e Whether compliance reviews an It ress areas with moderate and high
quantities of risk and include appropg e sizes.

e Adequacy of documentation and freque gews or audits

e Whether the system for ensuring correctiVe effective

5. Discuss with the examiner responsible for comple I'T Section of the core
assessment whether significant deficiencies raise questilons\aboulgintegrity,
confidentiality, or availability of data and require follo

6. Assess integrity, confidentiality, and availability of data use rd, analyze, and
report information related to consumer compliance. Consider input, processing, storage,
access, and disposal of data. Focus on measures taken to limit access to data and
procedures in place to monitor system activities. Determine if these controls have been
independently validated. Coordinate this review with examiners responsible for all
functional areas of the examination, including internal controls, to avoid duplication of
effort. Share findings with the examiner reviewing IT.

Objective 2: Assess the bank’s fair lending risk.

Examiners must perform a fair lending risk assessment of each bank during every
supervisory cycle. For banks with total assets over $500 million, examiners must use the
OCC’s fair lending risk assessment tool. Examiners may use the guidance in the “Fair
Lending Risk Indicators” section of this booklet for community banks with assets under
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$500 million. Based on this risk assessment, examiners may initiate appropriate supervisory
activities to assess compliance with fair lending laws and regulations.

The OCC'’s fair lending screening process uses Home Mortgage Disclosure Act (HMDA) and
other information and is designed to assist supervisory offices in the annual identification of
banks believed to present the highest fair lending risk. The screening process only
complements the supervisory office’s fair lending risk assessment activities. Supervisory
offices may consult with the Compliance Supervision Management Division to request that
banks be added or removed from the fair lending examination list that results from the
screening process, to request modifications to the proposed fair lending examination scope,
or for more guidance (for example, regarding allocation of examiner resources.) In addition,
supervisory offices should review compliance management systems in community banks to
identify those with inadequate fair lending processes or systems. If activities in the core
assessment are insuffigient to determine whether the bank’s fair lending processes and
systems are adequat€, oNif the core assessment or other supervisory activities result in
substantive cone ir lending, the steps that follow assist the examiner in

If the bank is selected for a'fai iAg examination through the screening process or if the
should be added to the fair lending examination

examination.

1. Review findings from objective 1 and identi
quantity of risk and quality of risk manage
this booklet).

the “Fair Lending” booklet of the Comptroller’s Handbo

3. Considering the high-risk factors present, consult with and obtain approval from the EIC
and ADC before determining whether the bank should be added to the fair lending
examination list and whether a fair lending examination should be initiated. Examiners
and the supervisory office should also consult with the assigned OCC compliance officer
when determining whether to add the bank to the fair lending examination list and
whether a fair lending examination should be initiated. If a fair lending examination is to
be initiated during this supervisory activity, use selected procedures from the “Fair
Lending” booklet of the Comptroller’s Handbook to conduct the examination.

If the bank’s total assets are over $10 billion, examiners must consider the bifurcated
authorities of the OCC and BCFP. For more information, refer to the “Bank Supervision
Process” and “Compliance Management Systems” booklets of the Comptroller’s
Handbook.
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Violations of the Fair Housing Act may require notification to the U.S. Department of
Housing and Urban Development. Violations of the Equal Credit Opportunity Act or the
Fair Housing Act that are the result of a pattern or practice require referral to the U.S.
Department of Justice. If these conditions are identified, discuss with the ADC and the
appropriate CCA compliance officer.

Objective 3: Assess the bank’s compliance with consumer protection-related lending laws and
regulations. If the examiner, after completing these procedures, identifies other areas of high
consumer compliance risk that require further review, consult with the appropriate CCA
compliance officer and refer to the relevant booklets in the Consumer Compliance series of
the Comptroller’s Handbook for more information.

1. Consider findings from objective 1 and identify higher-risk areas in consumer protection-
related lending laws and regulations. (Refer to quantity of risk and quality of risk
management g 1@ s in the “Other Risks” section of this booklet.)

2. Assess the bank’§ co

e with the FDPA. Examiners must assess the bank’s
compliance with every supervisory cycle, if the bank is an insured depository
institution (refer to SC j)). At a minimum, examiners must perform transaction
testing once during everyghregsupervisory cycles.

If the bank’s lending area contaiffs a parficipating community and has special flood
hazard areas, determine whetherbe bank j#@s internal systems in place to comply with
national flood insurance program r % . including notifying borrowers, obtaining
flood insurance at loan origination, main d insurance throughout the life of the
placing insurance as required.

areas for testing, if necessary. The testing should The
hazard determination forms, borrower notification, a

For more information, refer to the “Flood Disaster Protectio ooklet of the
Comptroller’s Handbook.

3. Based on the assessment of the bank’s SCRA compliance risk performed in the
“minimum objective,” assess the bank’s compliance with the SCRA by conducting a risk-
based SCRA examination that includes transaction testing. For more information, refer to
the “Servicemembers Civil Relief Act of 2003” booklet of the Comptroller’s Handbook.

4. If the bank actively markets to new customers by offering alternative delivery channels or
internet banking, or engages in widespread advertising, determine whether the bank has
adequate internal controls and trained staff to handle these delivery channels. Determine
whether all advertisements and marketing programs are reviewed and approved by the
bank’s compliance officer for compliance with applicable laws and regulations (e.g., the
Truth in Lending Act (TILA), and for the potential for unfair or deceptive acts and
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practices (UDAP) and unfair, deceptive, or abusive acts and practices (UDAAP)
concerns).

5. If the bank offers complex loan products or the bank’s products change frequently,
determine whether the bank has adequate systems and knowledgeable personnel to
monitor for compliance with applicable laws and regulations, such as the Real Estate
Settlement Procedures Act (RESPA), TILA, and the Homeowners Protection Act, and for
potential UDAP and UDAAP concerns.

6. If the bank uses third-party loan originators or brokers to make or purchase loans,
determine whether the bank engages in appropriate third-party risk management. Refer to
OCC Bulletin 2013-29 and OCC Bulletin 2017-21.

7. If the bank offersgontraditional or subprime mortgage products, determine whether the
bank has

e implementedfadegiatesgontrol systems for compliance with consumer protection-
related laws angffegmlations.
e

e taken appropriat asu avoid UDAP and UDAAP.
For more information, ref letin 2007-26, “Subprime Mortgage Lending:

Statement on Subprime Mortgag€ Lendig”; OCC Bulletin 2006-41, “Nontraditional
Mortgage Products: Guidance orNontradigfonal Mortgage Product Risks”; and OCC
Bulletin 2001-6, “Subprime Lending: a Guidance for Subprime Lending
Programs.”

8. If the bank has a broker relationship and eit
verify that the disclosure and charging of fees 6@
regulations such as TILA and RESPA.

9. If the bank offers or extends consumer credit to covereONgnembgrs 8f the armed forces or
their dependents, determine whether the bank has appropria @ s in place to comply
with Military Lending Act (MLA) requirements including thengiliery annual percentage

rate (MAPR), written and oral disclosures, and certain transaction and loan terms

limitations. Refer to the “Military Lending Act” booklet of the Comptroller’s Handbook.

Objective 4: Determine the bank’s compliance with consumer protection-related deposit laws and
regulations. If the examiner, after completing these procedures, identifies other areas of high
consumer compliance risk that require further review, consult with the appropriate OCC
compliance officer and the relevant Consumer Compliance booklets of the Comptroller’s
Handbook for more information.

1. Review findings from objective 1 and identify higher-risk areas in consumer deposit
regulations. (Refer to quantity of risk and quality of risk management indicators in the
“Other Risks” section of this booklet.)
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2. If the bank actively markets to new customers by offering alternative delivery channels
(e.g., Internet banking) and widespread advertising, determine whether the bank has
adequate internal controls and trained staff to handle these delivery channels. Determine
whether all advertisements and marketing programs are reviewed and approved by the
bank’s compliance officer for compliance with all applicable laws and regulations, such
as the Truth in Savings Act (TISA), and for potential UDAP and UDAAP concerns.

3. Determine whether the bank has trained staff and adequate procedures to comply with
requirements of the Electronic Fund Transfer Act (EFTA), such as handling unauthorized
transactions and errors reported by customers, and requirements pertaining to overdraft
services. For more information, refer to the “Electronic Fund Transfer Act” booklet of the
Comptroller’s Handbook; OCC Bulletin 2010-15, “Overdraft Protection: Opt-In
Requirements and Related Marketing Issues”; and OCC Bulletin 2005-9, “Overdraft
Protection Programs: Interagency Guidance.”

4. Determine wihiet
comply with TI
yields.

nk has adequate systems and knowledgeable personnel to
reg@iréwents, such as calculating and disclosing annual percentage

5. Determine whether the'bamk Ras atlequate systems and knowledgeable personnel to
comply with check hold réqui the Expedited Funds Availability Act
(Regulation CC), such as funds @vailability timing, disclosures, and employee training.

regulations. If the examiner, after comple(e

Objective 5: Determine the bank’s complian
consumer compliance risk that require further reyi
compliance officer and the relevant Consumer
Handbook for more information.

r consumer protection-related laws and

precedures, identifies other areas of high

sult with the appropriate CCA
ooklets of the Comptroller’s

1. Review findings from objective 1, and identify highegiskNareas in other consumer
protection-related laws and regulations. (Refer to quantiy of ri ﬁ! d quality of risk

management indicators in the “Other Risks” section of thi

2. If the bank discloses information to nonaffiliated third parties (outside the statutory
exceptions), determine whether the bank has adequate systems for providing customers a
clear, conspicuous opt-out notice when required. For more information, refer to the
“Privacy of Consumer Financial Information” booklet of the Comptroller’s Handbook.

3. If the bank receives requests from government agencies for customer’s financial records,
determine whether the bank has adequate procedures for compliance with the Right to
Financial Privacy Act.

4. If the bank uses prescreened lists for solicitation purposes, verify that the bank uses the
same criteria to evaluate the application that it used to prescreen the applicant and that
record retention requirements are maintained. Refer to the “Fair Credit Reporting”
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booklet of the Comptroller’s Handbook and the Equal Credit Opportunity Act
information within the “Fair Lending” booklet of the Comptroller’s Handbook.

5. If the bank operates a website that collects information from, or is directed to, children
younger than 13, determine whether the bank has adequate procedures and trained
personnel regarding compliance with the requirements of the Children’s Online Privacy
Protection Act (COPPA). For more information, refer to the “Other Consumer Protection
Laws and Regulations” booklet of the Comptroller’s Handbook.

6. If the bank acts as a “debt collector,” determine whether there is bank staff responsible
for ensuring that the bank complies with the Fair Debt Collection Practices Act.

Objective 6: Assess the bank’s CMS as it pertains to consumer compliance. For more information,
refer to the “Compligmge Management Systems” booklet of the Comptroller’s Handbook.
1. Assess the afequ f
Consider the fol

nk management and board oversight of consumer compliance.

e s there sufficien taffing with the requisite knowledge and expertise,
relative to the bank’s 8ize \gomMiplexity, and risk profile?

e Does the compliance ot necessary resources and authority to effectively
carry out his or her responsigilities?

e Does bank management com nd,gd@lentify, and manage consumer compliance
risks arising from the bank’s pro ices, or activities?

e Does bank management sufficiently y and self-correct consumer
compliance issues?

e Does the board engage in appropriate oversjg

consumer compliance?

2. Assess the adequacy of the bank’s consumer compliangg®groghgm. Consider whether
e policies and procedures cover all applicable consumagcogp e-related laws and
regulations and are appropriate for the complexity and r{§| bank’s products,
services, and activities, including an appropriate third-party management process.
e consumer compliance training is current and tailored to risk and staff responsibilities.
Consider the following:
— Do employees receive appropriate consumer compliance training relative to their
job responsibilities?
— Is appropriate monitoring in place to determine whether employees complete
required training?
— How are employees held accountable for completing training in a timely manner?
— Does the board and management receive appropriate training, including higher-
level training that focuses on the board’s and management’s individual
responsibilities to oversee and govern the bank’s consumer compliance function?

e monitoring and audit encompasses consumer compliance risks throughout the bank.
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e the bank’s consumer complaint process is responsive and effective. Communicate
findings and conclusions to other examining staff, as appropriate (e.g., asset
management examiner). Consider the following:

— Does the bank track complaints?

— Do the bank’s complaint-related policies and procedures address how various
complaints are documented and tracked?

— Is the bank’s complaint resolution process centralized or decentralized?

— Does the bank’s process consider complaints across all products and services,
business units, and affiliates, and from all channels (e.g., in-person, telephone,
email, litigation, regulatory, and social media)?

— Does the bank’s process include monitoring and analyzing complaints received
about and by its third-parties?

internal audi jate with the examiner performing the Internal Controls and Audit
section of th esguent and determine whether a review of audit work papers is

. ope nsaction sampling methodology.

e qualifications of staff §esp@psible for monitoring and testing.

e the adequacy of reporti the board and bank management.
e whether findings include ar

and in a timely manner.

Objective 7: Using the findings from meeting the #0regoin objectives, determine whether the
bank’s risk exposure from consumer compliancgg€’si

Develop preliminary assessments of quantity of co uality of compliance risk
management, aggregate compliance risk, and direction of liafee risk. Refer to the “Risk
Assessment System” section of this booklet. Comment asgce

Objective 8: Determine whether to expand the procedures or develop 8 for corrective action.

Consider whether

e bank management can adequately manage the bank’s risks.

e bank management can correct fundamental problems.

e to propose a strategy to address identified weaknesses and discuss strategy with the
supervisory office.

Refer to the Consumer Compliance series of booklets of the Comptroller’s Handbook for
expanded procedures.
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Objective 9: Conclude the consumer compliance review.
1. Provide and discuss with bank management a list of deficiencies and violations.

2. Consult with the EIC and ADC to determine whether to recommend CMPs or an
enforcement action (refer to the “Enforcement Actions” section of the “Bank Supervision
Process” booklet).

3. Consult with the EIC and other examining staff to identify and communicate to other
examiners conclusions and findings from the consumer compliance review that are
relevant to other areas being reviewed.

4. Use results of the foregoing procedures and other examination findings to compose
comments (e.g., pliance, MRAs, and violation write-ups) for the ROE or other
supervisory ¢ ation.

5. Update, organizey andgfefevgnce work papers in accordance with OCC policy.

6. Update Examiner Vigw (e.g. gs, core knowledge, MRAs, and violations).

7. In discussion with the El

e Quantity of compliance risk ag.it rela
e Quality of risk management, as It r.
e Aggregate level and direction of c
risks, as they relate to consumer compli
the “Community Bank Risk Assessmen
e Supervisory strategy recommendations.

0 consumer compliance.
consumer compliance.
erational, and reputation risk, or other

regulations, as well as prudent ethical standards and contrasl Jations. It also
includes the exposure to litigation (known as legal risk) from al=a8pects of banking,
traditional and nontraditional. Therefore, the examiner generally provides the EIC with
conclusions regarding the compliance RAS as it relates to consumer compliance to
incorporate into the compliance RAS.
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Examination Conclusions and Closing

Conclusion: Bank is composite rated (1, 2, 3, 4, or 5).
Bank’s overall risk profile is (low, moderate, or high).

Introduction

To conclude the supervisory cycle, examiners must meet all objectives under this section,
regardless of the bank’s risk designation.

Objectives and Procedures

Objective 1: Determine date the bank’s composite rating and other regulatory ratings.
1. Consider finding following areas:
nd dudi

Internal contro
Capital adequacy

Asset quality
Management and board overgrght
Earnings /

Liquidity
Sensitivity to market risk

T @
Asset management
Compliance with BSA/AML/OFAC laws ang I

Consumer compliance
Performance under the CRA

e following items as

¢

2. Verify that the evaluation of all component ratings has cons
outlined in the interagency rating systems:

The bank’s size

The bank’s sophistication

Nature and complexity of bank activities
The bank’s risk profile

Although regulatory ratings are judgments of the bank’s financial, managerial,
operational, and compliance performance, descriptions of each component contain
explicit language emphasizing bank management’s ability to manage risk. Therefore, the
conclusions drawn in the RAS should be considered when assigning the corresponding
component and the composite rating.
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Objective 2: Determine the risk profile using the RAS.

Draw and record conclusions about quantity of risk, quality of risk management, aggregate
risk, and the direction of risk for each of the applicable risk categories. Refer to the
“Community Bank Risk Assessment” section of this booklet for more information on
assessing aggregate risk.

Summary of Risks Associated With [Subject of the Booklet]

Risk category

Credit

Interest rate

Liquidity

Price

Operational

Compliance

Strategic

Reputation

e examiner can establish the
average, but a combination of the
all risk profile, examiners

Using the assessments made of the eight individ
bank’s overall risk profile. The overall risk profile g
assessments of the eight individual risks. In establi

use judgment to weigh the eight risks by the relative i e Ofeach risk.
Objective 3: Finalize the examination.
At a minimum, the ROE examination conclusions and comments d include the

following:

e Summary of scope and major examination objectives, including

— recap of significant supervisory activities during the examination cycle and how those
activities were used to evaluate the bank’s overall condition.

— discussions of significant expansion of the standard core assessment.

e Statements of the bank’s overall condition and conclusions on ratings.

e Discussions of excessive risks or deficient risk management practices and their root
causes.

e Summary of actions and commitments to correct supervisory concerns and planned
supervisory follow-up.

¢ Notice to the board if CMP referrals are being made.
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e Statement about applicable section 914 (12 USC 1831 and 12 CFR 5.51) requirements.
For more information, refer to the “Changes in Directors and Senior Executive Officers”
booklet of the Comptroller’s Licensing Manual.

1. The EIC, or designee, should finalize required ROE comments. The comments should
include significant risk-related concerns. Refer to the “Report of Examination” section of
the “Bank Supervision Process” booklet for a detailed summary on requirements for the
content of the ROE.

2. In consultation with key examining staff, the EIC should determine whether there are
deficient practices, and communicate the OCC’s concern with the bank’s deficient
practices as MRAs in the ROE. MRAs are necessary when bank practices

gund governance, internal control, or risk management principles, and
:@ 0 adversely affect the bank’s condition, including its financial
i ofile, if not addressed.

have the pg

3. Discuss examination conclgi iew required draft comments with the ADC or
the appropriate supervisory offi

4, Summarize examination conclusions nk’s condition in the “Examination
Conclusions and Comments” page of

5. If any component area is rated 3 or worse, 0
the EIC should contact the supervisory office 10€
strategy for addressing the bank’s deficiencies.

6. Hold an on-site exit meeting with bank management to

e Solicit bank management’s commitment to correct material weaknesses.
e Discuss the bank’s risk profile, including conclusions from the RAS.
e Offer examples of acceptable solutions.

7. Provide bank management with an approved draft of examination conclusions, MRA
comments, and violations write-ups to allow managers to review the comments for
accuracy.

8. Perform a final technical check to make sure that the ROE is accurate and consistent with
OCC requirements. The check should determine whether

e report meets established guidelines.
e comments support all regulatory ratings, as applicable.

Comptroller's Handbook 174 Community Bank Supervision



Version 1.0 Core Assessment > Examination Conclusions and Closing

10.

11.

12.

13.

14.

e numerical totals are accurate.

e numerical data in the report and other supervisory comments are consistent with the
bank’s records.

e violations of laws and regulations are cited accurately.

For more information, refer to the “Report of Examination” section of the “Bank
Supervision Process” booklet of the Comptroller’s Handbook.

If there are MRA comments in the report, they should provide specific information
regarding

e the concern.

e the root cause of the concern and contributing factors.

e potential copgeyuence or effects on the bank from inaction.

e supervisg @ ations for corrective action.

e bank managegtent’ mitment to corrective action and the time frame and person
responsible f@r ctivg action.

Report OFAC-relate As\or stispected OFAC violations to the Compliance Risk
Policy Division of the OCC’s @C

Verify that all appropriate inforration,
pertinent areas, has been entered

cluding updates to core knowledge and other
eryd/iew and approve the examination.

Update the supervisory strategy for the r€Xxt stipggVisory cycle. Follow specific guidance
in the “Planning” section of this booklet an k Supervision Process” booklet
of the Comptroller’s Handbook.

Complete and distribute assignment evaluations.

Schedule the board meeting.

Objective 4: Prepare for and conduct a meeting with the board.

1.

Before completing the supervisory cycle, prepare for the meeting by

drafting a preliminary agenda (formal or informal).

preparing handouts, graphics, or audiovisual material for the meeting.
reviewing the backgrounds of all board members.

drafting responses to expected questions and comments.

Conduct the meeting after the board, or an authorized committee, has had the opportunity
to review the draft report or a synopsis of examination findings. At the meeting, provide
graphics and handouts to describe the following:

e Objectives of the OCC’s supervision and how the OCC pursues those objectives.
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Strategic issues, including growth, products, and strategies.

Major concerns or issues, including significant risks facing the bank.

The bank’s success or failure in correcting previously identified concerns.
Potential impact of failing to correct concerns.

What the OCC expects the bank to do and when (e.g., action plans, supervisory
strategies, and commitments).

What the bank is doing well.

e Industry issues affecting the bank.

During the supervisory cycle, the ADC must attend at least one board meeting or an
examination exit meeting that includes board member participation.

3. Document details of the meeting in Examiner View as a significant event. Include the
following infor n:

e Date andloc

e Major items @i

e Brief summary
documenting the
further details on co

e meeting and names of attendees.

(%2}

s’ reactions to the OCC briefing. (The entry
anWefer the reader to the follow-up analysis comment for
nts_ghtained from the board or senior management.)

%
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Community Bank Risk Assessment System

Credit Risk

Credit risk is the risk to current or projected financial condition and resilience arising from an
obligor’s failure to meet the terms of any contract with the bank or otherwise perform as
agreed. Credit risk is found in all activities in which settlement or repayment depends on
counterparty, issuer, or borrower performance. Credit risk exists any time bank funds are
extended, committed, invested, or otherwise exposed through actual or implied contractual
agreements, whether reflected on or off the balance sheet.

Credit risk is the most recognizable risk associated with banking. This definition
encompasses more thag the traditional definition associated with lending activities. Credit
risk also arises in tion with a broad range of bank activities, including selecting
investment portf@lio , derivatives trading partners, or foreign exchange
counterparties. Cred rises due to country or sovereign exposure, as well as
indirectly through gua erformance.

Examiners should conside h antity of credit risk and the quality of credit risk
management to derive the ag kection of credit risk.

Summary Conclusions

Quality of'ris Aggregate

Quantity of risk manageme af risk Direction of risk
Credit risk
summary [ Low [ Strong [ Decreasing
conclusions 00 Moderate 0 Satisfactory [ Stable

[ High [l Insufficient [ Increasing

[l Weak
Quantity of Credit Risk
Quantity of credit risk is derived from the absolute amount of cre posure and the quality

of that exposure. How much credit exposure a bank has is a function of the following:

e Level of loans and other credit or credit-equivalent exposures relative to total assets and
capital.

e Extent to which earnings are dependent on loan or other credit or credit-equivalent
income sources.

All else being equal, banks that have higher loans-to-assets and loans-to-equity ratios and
that depend heavily on the revenues from credit activities have a higher level of credit risk.
The degree of exposure is a function of the risk of default and risk of loss in assets and
exposures composing the credit exposure. The risk of default and loss, however, is not
always apparent from currently identified problem assets. It also includes potential default
and loss that are affected by such factors as bank risk selection and underwriting practices;
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portfolio composition; concentrations; portfolio performance; and global, national, and local
economic and business conditions. All credit activities should be considered, including off-
balance-sheet exposures, loans held for sale, and credit risk in the investment portfolio.

An assessment of low, moderate, or high credit risk should reflect the bank’s standing

relative to existing financial risk benchmarks or peer or historical standards and should take
into consideration relevant trends in risk direction. When considering the effect of trends on
quantity of risk, examiners must consider the rate of change as well as the base level of risk

from which the change occurs. (For example, a modest adverse trend in a bank with a
moderate quantity of credit risk should weigh more heavily on the examiner’s decision to
change the quantity of risk rating than a modest adverse trend in a low-risk bank.) These
factors represent minimum standards, and examiners should consider additional factors.

To determine the qua
qualitative risk meg8
@stat
norms), or dynamic

such as a bank’s risk ap
be considered.

It is extremely important to note
even though many or all traditional
Although qualitative and quantitative I
one may mitigate the other’s effect), the i

to the other’s effect). Although each type o
when viewed individually, they become much

risk when viewed together.

Examiners should use the following indicators when assessing gl

Quantity of Credit Risk Indicators

ity of credit risk, examiners must consider an array of quantitative and
aents. These indicators can be leading (rapid growth), lagging (high

n exhibit increasing or high levels of credit risk
ators or asset quality indicators are low.

y have opposite effects on credit risk (the

also work together (the one may add

pyprovide valuable insights about risk

| for assessing the quantity of

f credit risk.

Quantity of Credit Risk Indicators

Low

Moderate

High

The level of loans outstanding is
low relative to total assets and
equity capital.

The level of loans outstanding is
moderate relative to total assets
and equity capital.

The level of loans outstanding is
high relative to total assets and
equity capital.

Growth rates are supported by
local, regional, and/or national
economic and demographic
trends and level of competition.
Growth (including off-balance-
sheet activities) has been
planned for and appears
consistent with management and
staff expertise and/or operational
capabilities.

Growth rates exceed local,
regional, and/or national economic
and demographic trends and level
of competition. Some growth
(including off-balance-sheet
activities) has not been planned
for or exceeds planned levels and
may test management and staff
expertise or operational
capabilities.

Growth rates significantly exceed
local, regional, and/or national
economic and demographic trends
and level of competition. Growth
(including off-balance-sheet
activities) was not planned for or
exceeds planned levels, and
stretches management and staff
expertise and/or operational
capabilities. Growth may be in new
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Quantity of Credit Risk Indicators

Low Moderate High
products or with out-of-area
borrowers.
The bank has well-diversified The bank is dependent on interest | The bank is highly dependent on
income, and dependence on and fees from loans for the interest and fees from loans and
interest and fees from loans and majority of its income, but income | leases. Bank may target higher-risk
leases is commensurate with sources within the loan portfolio loan products for their earnings
asset mix. Loan yields are low are diversified. Loan yields are potential. Loan income is highly
and risks/returns are well moderate. Imbalances between vulnerable to cyclical trends. Loan
balanced. risk and return may exist but are yields are high and reflect an
not significant. imbalance between risk and return,

and/or risk is disproportionately high
relative to return.

The bank’s portfolio is well The bank has one or two material | The bank has one or more large

diversified with no singié”akg concentrations. Concentrations concentrations. Concentrations may
concentrations and/@f@ are in compliance with internal have exceeded internal limits.
moderate concentfati guidelines but may be Change in portfolio mix significantly

Concentrations are wel
internal limits. Change
portfolio mix is neutral or
overall risk profile.

approaching the limits. Change in increases overall risk profile.
rtfolio mix may increase overall
risk profile.

Existing and/or new extensions ing’and/or new extensions of | Existing and/or new extensions of
of credit reflect conservative reflect credit reflect liberal underwriting
underwriting and risk-selection oderate and risk-selection standards.
standards. Policies are iti risk-selection Policies either allow such practices
conservative, and exceptions are or practices have resulted in a large

nominal. number of exceptions.

Underwriting policies are
reasonable. Underwriting
standards for loans held for sale
or originated to distribute are
reasonable and consistent with
loans made with the intention of with loans made with the |

Underwriting policies are
inadequate. Underwriting standards
for loans held for sale or originated
to distribute are inconsistent with
ns made with the intention of
held for the bank’s portfolio.

being held for the bank’s of being held for the bank’s nk has a high level of loans
portfolio. The bank has only portfolio. The bank has an
occasional loans with structural average level of loans with

weaknesses and/or underwriting | structural weaknesses and/or
exceptions. Those loans are well | exceptions to sound underwriting

mitigated and do not constitute standards consistent with
an undue risk. balancing competitive pressures
and reasonable growth objectives.
Collateral requirements are Collateral requirements are Collateral requirements are liberal,
conservative. Collateral acceptable. Bank practices result or if policies incorporate
valuations are timely and well in moderate deviations from conservative requirements, there
supported. policy. A moderate number of are substantial deviations.
collateral valuations are not well Collateral valuations are not always
supported or reflect inadequate obtained, are frequently
protection. Soft (intangible) unsupported, and/or reflect
collateral is sometimes used in inadequate protection. Soft
lieu of hard (tangible) collateral. (intangible) collateral is frequently
used rather than hard (tangible)
collateral.
The level of loan documentation The level of loan documentation The level of loan documentation
and/or collateral exceptions is and/or collateral exceptions is and/or collateral exceptions is high.
moderate, but exceptions are Exceptions are outstanding for
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Quantity of Credit Risk Indicators

Low

Moderate

High

low and has minimal impact on
risk of loss.

corrected in a timely manner and
generally do not expose the bank
to risk of loss.

inordinate periods, and the bank
may be exposed to heightened risk
of loss.

Distribution across pass
categories is consistent with a
conservative risk appetite.
Migration trends within the pass
category are balanced or favor
the higher or less risky ratings.
Lagging indicators, such as past
dues and nonaccruals, are low,
and the trend is stable.

Distribution across pass
categories is consistent with a
moderate risk appetite. Migration
trends within the pass category
are starting to favor the lower or
riskier pass ratings. Lagging
indicators, such as past dues and
nonaccruals, are moderate, and
the trend is stable or rising slightly.

Distribution across pass categories
is heavily skewed toward the lower
or riskier pass ratings. Downgrades
dominate rating changes within the
pass category. Lagging indicators,
such as past dues and nonaccruals,
are moderate or high, and the trend
is rising.

Classified and special mention

percentage of loan
and are not skewe
severe categories (douhiful or
loss).

Bank re-aging, extension,
renewal, and refinancing
practices raise little or no
concern about the
accuracy/transparency of
reported problem loan, past due,
nonperforming, and loss
numbers.

Classified and special mention
loans represent a moderate
percentage of loans and capital
and are not skewed to the more
severe categories (doubtful or

Classified and special mention
loans represent a high percentage
of loans and capital or a moderate
percentage of loans and capital and
are growing or are skewed to the
more severe categories (doubtful or
loss).

and refinancing practices
cern about the

Loan losses to total loans are
low. ALLL coverage of problem
and noncurrent loans and loan
losses is high. Provision expense
is stable.

Bank re-aging, extension, renewal,
and refinancing practices raise
substantial concern about the
accuracy/transparency of reported
problem loan, past due,
nonperforming, and loss numbers.

may need to be increased:

Quality of Credit Risk Management Indicators

Loan losses to total loans are high.
ALLL coverage of problem and
noncurrent loans is low. Special
ovisions may be needed to
tain acceptable coverage.

Examiners should use the following indicators when assessing g T credit risk
management. (For comprehensive guidelines on portfolio management, refer to the “Loan
Portfolio Management” booklet of the Comptroller’s Handbook.)

Quality of Credit Risk Management Indicators

Strong Satisfactory Insufficient Weak

There is a clear, sound The credit culture is Credit culture may not be | Credit culture is absent
credit culture. Board and | generally sound but may | well understood. Risk or is materially flawed.
management risk vary by product line or appetite may be Risk appetite may not be
appetite is well business unit. Risk inconsistent with well understood.

communicated and fully appetite may not be

understood. clearly communicated uniformly communicated
throughout the throughout the
institution. institution.

strategic goals or not
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Quality of Credit Risk Management Indicators
Strong Satisfactory Insufficient Weak

Strategic and/or
business plans are
consistent with risk
appetite and promote an
appropriate balance
between risk-taking and
growth and earnings
objectives. New loan
products/initiatives are
well researched, tested,
and approved before
implementation.

Management is effective.
Loan management and
personnel possess
extensive expertise to
effectively administer the
risk assumed.
Responsibilities and
accountability are clear
and appropriate, and
timely remedial or
corrective action is taken
when they are breached.

Strategic and/or
business plans are
consistent with risk
appetite. Anxiety for
income may lead to
some higher-risk
transactions. Generally,
there is an appropriate
balance between risk-
taking and growth and
earnings objectives. New
loan products/initiatives
may be launched with
some limited testing and
risk analysis. This

alysis is likely not

bust but is sufficient to

Strategic and/or
business plans are not
fully consistent with risk
appetite. Anxiety for
income may lead to
some higher-risk
transactions that may not
be well understood.
There are concerns
between risk-taking and
growth and earnings
objectives. New loan
products/initiatives may
be launched without
sufficient testing and risk
analysis.

Strategic and/or
business plans are
inconsistent with risk
appetite or may
encourage taking on
excessive levels of risk.
Anxiety for income
dominates planning
activities. The bank
engages in new loan
products/initiatives
without conducting
sufficient due diligence
testing.

areas. Loan

management and
personnel gene
possess the experti
required to effectively
administer assumed
risks, but additional
expertise may be
required in one or more
areas. Responsibilities
and accountability may
require some
clarification. Generally,
appropriate remedial or
corrective action is taken
to address the root
causes of problems.

Management requires
improvement and
strengthening in one or
more key areas.
Responsibilities and
accountability likely
equire some clarification
o not reflect the

k’s current structure.

Management is deficient.
Loan management and
personnel may not
possess sufficient
expertise and/or
experience, or otherwise
may demonstrate an
unwillingness to
effectively administer the
risk assumed.
Responsibilities and
accountability are not
clear. Remedial or
corrective actions are
lacking or do not address
root causes of problems.

Diversification
management is active
and effective.
Concentration limits are
set at reasonable levels.
The bank identifies and
reports concentrated
exposures and initiates
actions to limit, reduce or
otherwise mitigate their
risk. Management
identifies and
understands correlated
exposure risks.

Diversification
management is
adequate. Concentrated
exposures are identified
and reported.
Management has set
reasonable
concentration limits, but
these limits may require
minor enhancements or
further stratification.
Management generally
takes action to limit,
reduce, or otherwise
mitigate risk. Correlated
exposures are

Diversification
management needs
improvement.
Management has set
concentration limits, but
these limits may not be
reasonable, are
outdated, or may not
adequately address the
primary exposures at the
bank. Management may
identify when the bank
exceeds these limits but
does not always take
appropriate or timely
actions to reduce or

Diversification
management is deficient
or altogether absent. The
bank takes little or no
action to limit, reduce, or
mitigate risk.
Management does not
understand exposure
correlations.
Concentration limits, if
any, may be exceeded
or are raised frequently.
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Quality of Credit Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

understood but may not
be formally discussed or
well documented.

mitigate risk when limits
are exceeded.
Correlated exposures
are not well understood
or clearly identified.

Loan management and
personnel compensation
structures provide
appropriate balance
among loan/revenue
production, loan quality,
and portfolio
administration, including
risk identification.

Loan management and
personnel compensation
structures provide
reasonable balance
among loan/revenue
production, loan quality,
and portfolio
administration.

Loan management and
personnel compensation
structures may be
skewed toward
loan/revenue production.
There may be
inadequate incentives or
accountability for loan
quality and portfolio
administration.

Loan management and
personnel compensation
structures are skewed to
loan/revenue production.
There is little evidence of
substantive incentives
and/or accountability for
loan quality and portfolio
administration.

Staffing levels an
expertise are robust for
the size and complexit
of the loan portfolio. Staff
turnover is reasonable
and allows for the orderly
transfer of
responsibilities. Training
programs facilitate
ongoing staff
development.

mana@ement addresses
gaps i li

minor enhancements

Lending policies
effectively establish and
communicate portfolio
objectives, risk appetite,
and loan-underwriting
and risk-selection
standards.

Policies are
fundamentally adequate.
Enhancements can be
achieved in one or more
areas but are generally
not critical. Specificity of
risk appetite or loan-
underwriting and risk-
selection standards may
need improvement to
fully communicate policy
requirements.

Staffing levels need
improvement. High
turnover may result in
significant gaps in some
areas. Management and
the board do not respond
to these needs timely.
Training initiatives may
be present but are likely
inconsistent.

Staffing levels are
inadequate in numbers
or skill level. Turnover is
high, and management
and the board are
ineffective at addressing
staffing gaps or
shortfalls. Training is
lacking or wholly
insufficient.

selection standard
Policies may be outda
or do not reflect the
board’s risk appetite.

Policies are deficient in
one or more ways and
require significant
improvement in several
areas. Key policies may
be absent or lack basic
credit guidance on loan-
underwriting criteria, risk
ppetite, or risk-selection
andards.

Bank effectively
identifies, approves,
tracks, and reports
significant policy,
underwriting, and risk-
selection exceptions
individually and in
aggregate, including risk
exposures associated
with off-balance-sheet
activities.

Bank identifies,
approves, and reports
significant policy,
underwriting, and risk-
selection exceptions on
a loan-by-loan basis,
including risk exposures
associated with off-
balance-sheet activities.
Little aggregation or
trend analysis, however,
is conducted to
determine the effect on
portfolio quality.

Bank approves
significant policy
exceptions but may not
report them individually
or in aggregate, or may
not analyze their effect
on portfolio quality. Risk
exposures associated
with off-balance-sheet
activities may not be
considered.

Bank does not have an
effective process to
identify or approve
significant policy
exceptions. Risk
exposures associated
with off-balance-sheet
activities are not
considered or
understood.
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Quality of Credit Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Credit analysis is
thorough and timely both
at underwriting and
periodically thereafter.

Credit analysis
appropriately identifies
key risks and is
conducted within
reasonable time frames.
Analysis after
underwriting is effective
but may need minor
enhancements.

Credit analysis needs
improvement. Moderate
errors may be evident,
key risks may be
overlooked, or analyses
may not be consistently
timely. Further employee
training or assistance is
likely required.

Credit analysis is
deficient. Analysis is not
timely, accurate, or
complete and cannot be
relied on for underwriting
or risk-rating decisions.
Employees lack basic
knowledge or
understanding of how to
complete these
analyses.

Internal or outsourced
risk rating and problem
loan review/identificatio
systems are accurat
and timely. They
effectively stratify Credit
risk in both problem an
pass-rated credits. The
serve as an effective
early warning tool and
support risk-based
pricing, ALLL, and
capital allocation
processes.

Internal or outsourced
risk rating and problem
loan review/identification
stems are effective in

ratings
expanded to
early warning N
pricing, or capit
allocation.

Loan review (either
internal or external) is
comprehensive, timely,
and effective. Loan
review identifies
underwriting, financial,
and collateral exceptions
and also evaluates the
adequacy of overall
credit risk management.
Management and
personnel are qualified,
experienced, and
independent, and report
directly to the board or
its designated
committee. Identified
issues are resolved
timely and effectively.
Work papers fully
support conclusions.

Loan review (either
internal or external) is
adequate in scope,
timely, and generally
effective. Minor
weaknesses may be
evident. Loan review
identifies underwriting,
financial, and collateral
exceptions but may not
evaluate the overall
credit risk management
function. Management
and personnel are
qualified, experienced,
and independent
(whenever possible), and
report directly to the
board or its designated
committee. |dentified
issues are generally
resolved timely and
effectively. Work papers
adequately support
conclusions.

Internal or outsourced
risk rating and problem
loan review/identification
systems require
improvement. Problem
credits may be identified,
but not in a timely
manner, and exceptions
are moderate to high.
The graduation of pass
ratings is insufficient to
stratify risk in pass
credits for early warning
or other purposes (loan
pricing, ALLL, capital

Internal or outsourced
risk rating and problem
loan review/identification
systems are deficient.
The bank does not have
an effective system to
accurately or timely
identify problem credits;
as a result, portfolio risk
is significantly misstated.

underwriting, fi
and collateral excé
and likely do not incl
an evaluation of overall
credit risk management.
Management or
personnel may lack
extensive experience,
require further training,
or may not be fully
independent. Reporting
to the board or a
designated committee
may be indirect. Work
papers may not fully
support all findings.

The scope of loan review
(either internal or
external) is inadequate,
and reviews are not
timely, resulting in
excessive lapses in
coverage. The bank
does not have a system
accurately identify
derwriting, financial, or
collateral exceptions.
Management and
personnel lack
experience and
competence, and
independence may be in
question. Key issues are
not properly reported to
the board or designated
committee. Work papers
are inadequate to
support findings.

Special mention ratings
do not indicate any
management problems

Special mention ratings
generally do not indicate
management problems

Special mention ratings
may indicate
management problems

Special mention ratings
clearly indicate
management is not
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Quality of Credit Risk Management Indicators
Strong Satisfactory Insufficient Weak

portfolio.

administering the loan

administering the loan
portfolio.

administering the loan
portfolio.

properly administering
the loan portfolio.

board receive

to analyze and
credit risk profile,
facilitate exception
reporting, and MIS

infrastructure can
support ad hoc q

MIS provide accurate,
timely, and complete
portfolio information.
Management and the

comprehensive reports
understand the bank’s

including off-balance-
sheet activities. MIS

in a timely manner.

MIS may require minor
improvement in one or
more areas, but
management and the
board generally receive
appropriate reports to
analyze and understand
the bank’s credit risk
profile. MIS facilitate
exception reporting, and
MIS infrastructure can
support ad hoc queries
in a timely manner.

MIS require
improvement. Reports
may be incomplete or
are not consistently
produced in a timely
fashion. As a result,
management and the
board may not be
receiving complete
information to fully
analyze and understand
the bank’s credit risk
profile. Exception
reporting requires
improvement, and MIS
infrastructure may not
support ad hoc queries
in a timely manner.

MIS are deficient, lacks
key information, are not
timely, or are not reliable
due to significant
inaccuracies. As a result,
management and the
board are not receiving
accurate or sufficient
information to analyze
and understand the
bank’s credit risk profile.
The bank lacks
exception reporting, and
MIS infrastructure does
not support ad hoc
queries.
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Interest Rate Risk

Community Bank Risk Assessment System > Interest Rate Risk

Interest rate risk is the risk to current or projected financial condition and resilience arising
from movements in interest rates. Interest rate risk results from differences between the
timing of rate changes and the timing of cash flows (repricing risk); from changing rate
relationships among different yield curves affecting bank activities (basis risk); from
changing rate relationships across the spectrum of maturities (yield curve risk); and from
interest-related options embedded in bank products (options risk).

The assessment of interest rate risk should consider risk from both an accounting perspective
(i.e., the effect on the bank’s accrual earnings) and an economic perspective (i.e., the effect
on the market value of the bank’s portfolio equity). In some banks, interest rate risk is
included in the broader category of market risk. In contrast with price risk, which focuses on

Summary Conclusions

ality o Aggregate level

Quantity of risk of risk Direction of risk
IRR summary | [0 Low [J Stron 0 Low (1 Decreasing
conclusions [] Moderate [ Satisfact [ Stable

[J High [ Insufficient U Increasing

[l Weak
Quantity of IRR Indicators

Examiners should use the following indicators when assessin fIRR.

Quantity of IRR Indicators

Low

Moderate

High

No significant mismatches on
longer-term positions exist.
Shorter-term exposures are
simple and easily adjusted to
control risk.

Mismatches on longer-term
positions exist but are
manageable and could be
effectively hedged.

Re-pricing mismatches are longer-
term and may be significant,
complex, or difficult to hedge.

Potential exposure to financial
performance is negligible under a
+/- 200 basis point rate change
over a 12-month horizon.

Potential exposure to financial
performance is not material under
a +/- 200 basis point rate change
over a 12-month time horizon.

Potential exposure to financial
performance is significant under a
+/- 200 basis point rate change
over a 12-month time horizon.

There is little or no exposure to
multiple indexes that price assets
and liabilities, such as prime,
Libor, constant maturity Treasury

Potential exposure to multiple
indexes that price assets and
liabilities, such as prime, Libor,

Potential exposure to multiple
indexes that price assets and
liabilities, such as prime, Libor,
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Quantity of IRR Indicators
Low Moderate High

(CMT), and cost-of-funds index
(COFI).

CMT, and COFl, is reasonable
and manageable.

CMT, and COFl, is significant.
Positions may be complex.

Potential exposure to changes in
the level and shape of the yield
curve is absent or negligible.

Potential exposure to changes in
the level and shape of the yield
curve is not material and is
considered manageable.

Potential exposure to changes in
the level and shape of the yield
curve is significant. Positions may
be complex.

Potential exposure to assets
and/or liabilities with embedded
options is low. Positions are
neither material nor complex.

Potential exposure to assets
and/or liabilities with embedded
options is not material. The impact
of exercising options is not
projected to adversely affect
earnings or capital.

Potential exposure to assets
and/or liabilities with embedded
options is material. Positions may
be complex and the impact of
exercising options may adversely
affect earnings or capital.

Volume and complexit
servicing assets is ej
insignificant or no
presenting virtually no
financial performance ff@m
changes in interest rates.

Volume and complexity of

servicing assets is relatively

modest and does not present

material exposure to financial
erformance from changes in
terest rates.

Volume and complexity of
servicing assets is material and
potentially exposes financial
performance to significant
exposure from changes in interest
rates.

Support provided by low-cos
stable nonmaturity deposits is
significant and absorbs or offsets
exposure arising from longer-term
re-pricing mismatches or options
risk.

uppert provided by low-cost,
ble§honmaturity deposits
e, but not all, of the

Support provided by low-cost,
stable nonmaturity deposits is not
significant or sufficient to offset
risk from longer-term re-pricing
mismatches or options risk.

Strong

Satisfactory

Board-approved policies
are sound and effectively
communicate guidelines
for management of IRR,
functional
responsibilities, and risk
appetite.

Board-approved policies
adequately communicate
guidelines for
management of IRR,
functional
responsibilities, and risk
appetite. Minor
weaknesses may be
evident.

require improveme
Policies may not refle
current risk appetite and
may not clearly
communicate guidelines
for management of IRR
or note specific
functional
responsibilities.

oard-approved policies
gZre missing or
inadequate in
communicating
guidelines for
management of IRR,
functional
responsibilities, and risk
appetite.

Risk-limit structures
provide clear risk
parameters for risk to
earnings and economic
value consistent with risk
appetite of the board.
Limits reflect sound
understanding of risk
under adverse rate
scenarios. The board

Risk-limit structures for
earnings and economic
value are reasonable
and consistent with risk
appetite of the board.
Management generally
takes action to limit,
reduce, or otherwise
mitigate risk when risk
exposure is near or

Risk-limit structures to
control risk to earnings
and economic value
require improvement.
Limits may be
inconsistent with the
board'’s true risk
appetite. Management
may or may not identify
when the bank exceeds

Risk-limit structures to
control risk to earnings
and economic value are
absent, ineffective,
unreasonable, or
inconsistent with risk
appetite of the board.
The board and
management take little
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Quality of IRR Management Indicators
Strong Satisfactory Insufficient Weak

and management are
proactive when initiating
action to limit, reduce, or
otherwise mitigate the
bank’s risk.

exceeds board-approved
limits.

board-approved limits
and does not take timely
action to reduce or
mitigate risk when these
limits are exceeded.

or no action to limit,
reduce, or mitigate risk.

Management
demonstrates a thorough
understanding of IRR.
Management anticipates
and responds proactively
and appropriately to
adverse conditions or
changes in economic
conditions. Managemen
identifies and manag
risks involved in ne
products, service
systems.

and

Risk measurement
processes are robust
given the size and
complexity of the bank’s
on- and off-balance-
sheet exposures. Data
input processes for the
accuracy and integrity of
management information
are effective.
Assumptions are
reasonable, regularly
reviewed, and well
documented. IRR is
measured over a wide
range of rate movements
to identify vulnerabilities
and stress points.

Management
demonstrates an
adequate understanding
of IRR and generally
responds timely and
appropriately to adverse
conditions or changes in
economic conditions.
Management adequately
identifies and manages
e risks involved in new
odglcts, services, and

Management of IRR is
reactive, and the board
and management may
not anticipate or respond
appropriately to adverse
conditions or changes in
economic conditions.
Weaknesses are evident
in management’s ability
to identify or manage the
risks involved in new
products, services, and
systems.

Management either does
not demonstrate an
understanding of IRR or
does not anticipate or
respond appropriately to
adverse conditions or
changes in economic
conditions. Management
does not identify or
inadequately identifies
and manages the risks
involved in new
products, services, and
systems.

the bank’s on#@nd off-
balance-shee
exposures. Datayinput
processes for the
accuracy and integri
management informati
are adequate.
Assumptions are
reasonable. IRR is
measured over an
adequate range of rate
movements to identify
vulnerabilities and stress
points. Minor
enhancements may be
needed.

Risk measurement
processes require
improvement. Modest
weaknesses may exist in
data input and interest
ate scenario

cesses. Assumptions
be reviewed
and are not
ed. IRR may

Risk measurement
processes are deficient
given the size and
complexity of the bank’s
on- and off-balance-
sheet exposures.
Material weaknesses
may exist in data input
and interest rate
scenario measurement
processes. Assumptions
may not be realistic,
supported, or
documented, and are not
tailored to the individual
bank.

Earnings-at-risk is
measured as well as
economic value-at-risk
when significant longer-
term or options risk
exposure exists. No
weaknesses are evident.

Earnings-at-risk is
measured as well as
economic value-at-risk
when significant longer-
term or options risk
exposure exists. Minor
enhancements may be
needed.

Earnings-at-risk may not
be appropriately
measured. Economic
value-at-risk may not be
appropriately considered
despite significant
exposure to longer-term
or options risk.

Earnings-at-risk is not
appropriately measured.
Economic value-at-risk
may not be considered
despite significant
exposure to longer-term
or options risk.

MIS provide timely,
accurate, and complete
information on IRR to
appropriate levels in the
bank. No weaknesses
are evident.

MIS are adequate and
provides complete
information on IRR to
appropriate levels of
management. Minor
weaknesses may be
evident.

MIS may not be timely or
provide complete
information on IRR.
Weaknesses potentially
affect the board'’s ability
to comprehensively
identify and measure risk
in the bank.

MIS are inadequate,
inaccurate, or
incomplete. Remedial
actions are necessary,
as material weaknesses
in MIS are evident and
materially affect
management and the
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Quality of IRR Management Indicators
Strong Satisfactory Insufficient Weak

board’s ability to identify
and measure IRR.

A well-designed,
independent, and
competent review
function has been
implemented to
periodically validate and
test the effectiveness of
risk measurement
systems. The process
assesses the
reasonableness and
validity of scenarios and
assumptions. The
system is effective
no corrective acti
required.

An acceptable review
function is in place. The
review periodically
validates and tests the
effectiveness of risk
measurement systems,
including the
reasonableness and
validity of scenarios and
assumptions. The review
is independent and
competent. Minor
eaknesses may exist

t can be easily
rrgcted.

A review function is in
place, but it requires
enhancement. The
review does not
sufficiently validate and
test the effectiveness of
risk measurement
systems, including the
reasonableness and
validity of scenarios and
assumptions. The review
may not be fully
independent, may not
occur with enough
frequency, or may not be
completed by competent
staff.

A review function to
periodically validate and
test the effectiveness of
risk measurement
systems either does not
exist or is inadequate in
one or more material
respects. The review is
not independent or
completed by competent
staff. Processes to
evaluate the
reasonableness and
validity of rate scenarios
and assumptions used
are absent or have
significant deficiencies.
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Liquidity Risk

Liquidity risk is the risk to current or projected financial condition and resilience arising from

an inability to meet obligations when they come due. Liquidity risk includes the inability to
access funding sources or manage fluctuations in funding levels. Liquidity risk also results
from a bank’s failure to recognize or address changes in market conditions that affect its
ability to liquidate assets quickly and with minimal loss in value.

The nature of liquidity risk has changed in recent years. Increased investment alternatives for
retail depositors and sophisticated off-balance-sheet products with complicated cash-flow
implications are examples of factors that increase the complexity of liquidity risk.

Examiners should consider both the quantity of risk and the quality of risk management to

derive the aggregat

Summary Conclusio

direction of liquidity risk.

Quantity

Liquidity risk

summary O Low

conclusions ) Moderate
1 High

Aggregate level
of risk Direction of risk
0 Low [ Decreasing
[l Moderate (] Stable
[J High U Increasing

Quantity of Liquidity Risk Indicators

Examiners should use the following indicators whe

Quantity of Liquidity Risk Indi

Low

Moderate

Funding sources are abundant
and provide a competitive cost
advantage.

provide cost-effective liquidity.

Funding sources are sufficient and

purces and liability
strd SS suggest current or
potential difficulty in maintaining
long-term and cost-effective
liquidity.

Funding is widely diversified.
There is little or no reliance on
wholesale funding sources or
other credit-sensitive funds
providers.

Funding is generally diversified,
with a few providers that may
share common objectives and
economic influences but no

be evident.

significant concentrations. Modest
reliance on wholesale funding may

Borrowing sources may be
concentrated among a few
providers or providers with
common investment objectives or
economic influences. Significant
reliance on wholesale funds is
evident.

Market alternatives exceed
demand for liquidity with no
adverse changes expected.

to meet demand for liquidity at
reasonable terms, costs, and
tenors. Liquidity position is not

term.

Market alternatives are available

expected to deteriorate in the near

Liquidity needs are increasing, but
sources of market alternatives at
reasonable terms, costs, and
tenors are declining.
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Quantity of Liquidity Risk Indicators
Low Moderate High

Capacity to augment liquidity
through asset sales and/or
securitization is strong, and the
bank has an established record in
accessing these markets, even in
distressed conditions.

Bank has the potential capacity to
augment liquidity through asset
sales and/or securitization but has
little experience in accessing
these markets. Distressed
conditions could make this more
problematic.

Bank exhibits little capacity or
potential to augment liquidity
through asset sales or
securitization. Lack of experience
accessing these markets or
unfavorable reputation may make
this option questionable,
particularly in distressed
conditions.

Volume of wholesale liabilities with
embedded options is low.

Some wholesale funds contain
embedded options, but potential
impact is not significant.

Material volumes of wholesale
funds contain embedded options.
The potential impact is significant.

Bank is not vulnerable tggffunding
difficulties should a m3

perception, even i
conditions.

Bank is not excessively vulnerable

to funding difficulties should a

material adverse change occur in

market perception. Distressed

conditions could make this more
roblematic.

Bank’s liquidity profile makes it
vulnerable to funding difficulties
should a material adverse change
occur, particularly in distressed
conditions.

Parent company provides ng
support.

Quality of Liquidity Risk Manage

Examiners should use the following indfta

management.

company provides
te support.

Arent
=

Parent company provides little or
unknown support.

ent lndicators

N assessing quality of liquidity risk

Quality of Liquidity Risk

Strong

Satisfactory

Weak

Board-approved policies
effectively communicate
guidelines for liquidity
risk management and
designate responsibility.

Board-approved policies
adequately communicate
guidance for liquidity risk
management and assign
responsibility. Minor
weaknesses may be
present.

management or
appropriately assign
responsibility.

Board-approved policies
are deficient in one or
ore material respects
d fail to communicate
uidance regarding
liquidity risk
management or assign
responsibility.

Liquidity risk
management process is
effective in identifying,
measuring, monitoring,
and controlling liquidity
risk. The process reflects
a sound culture that has
proven effective over
time.

Liquidity risk
management process is
generally effective in
identifying, measuring,
monitoring, and
controlling liquidity risk.
There may be minor
weaknesses given the
risks undertaken and
complexity of exposures,
but these are easily
corrected.

Liquidity risk
management process
may not be adequate in
identifying, measuring,
monitoring, and
controlling liquidity risk.
There may be several
areas of weakness given
the risks undertaken and
the complexity of
exposures, although
these weaknesses can
be addressed in a timely
manner.

Liquidity risk
management process is
ineffective in identifying,
measuring, monitoring,
and controlling liquidity
risk. This may hold true
in one or more material
respects, given the risks
undertaken and
complexity of exposures.
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Quality of Liquidity Risk Management Indicators
Strong Satisfactory Insufficient Weak

Management fully

of liquidity risk and

into its overall risk

changing market
conditions.

understands all aspects

incorporates all key
aspects of liquidity risk

management process.
Management anticipates
and responds well to

Management reasonably
understands the key
aspects of liquidity risk
and generally
incorporates key aspects
of liquidity risk into its
overall risk management
process. Management
adequately responds to
changes in market
conditions.

Management has a
marginally adequate
understanding of key
aspects of liquidity risk
and may not adequately
incorporate key aspects
of liquidity risk into its
overall risk management
process. Management
may not consistently and
adequately respond to
changes in market
conditions.

Management does not
understand or chooses
to ignore key aspects of
liquidity risk.
Management does not
anticipate or take timely
or appropriate actions in
response to changes in
market conditions.

plan incorporates
reasonable assu

clearly establishes

bank-specific and

effective.

CFP is well developed,
effective, and useful. &

scenarios, and crisis
management planning
and is tailored to the
bank’s needs. CFP

strategies that address
liquidity shortfalls in a
distressed environment.
Stress testing (including

market-wide scenarios)
is performed and is

CFP is adequate. The

plan is current,

distressed envir
but may require so
minor changes. Stress
testing is adequately
performed but may
require some
enhancement.

CFP may need
improvement because it
may not be sufficiently
current, may not
reasonably address most
relevant issues, may lack
sufficient detail or
scenario analyses, or
may not adequately
establish strategies
addressing liquidity
shortfalls in a stressed
nvironment. Stress

timely, accurate,

liquidity, even in a

MIS focus on significant
issues and produce

complete, forward-
looking, and meaningful
information to enable
effective management of

distressed environment.

MIS adequately capture
concentrations and
rollover risk and are
timely, accurate,
forward-looking, and
complete, even in a
distressed environment.
Recommendations are
minor and do not affect
effectiveness.

CFP is inadequate or
nonexistent. Plan may
exist but is not tailored to
the institution, is not
realistic, or is not
properly implemented.
The plan may not
consider cost-
effectiveness or
availability of funds in a
noninvestment grade or
CAMELS 3 environment.
CFP does not establish
or inadequately
establishes strategies
that address liquidity
shortfalls in a distressed
environment. Stress
testing is not performed
or is inadequately
performed.

not be sufficiently
accurate, forward-
looking, and complete,
particularly when
considering a stressed
environment.

MIS are deficient,
particularly in a
distressed environment.
aterial information may
be missing or inaccurate,
and reports are not
meaningful.
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Price Risk

Price risk is the risk to current or projected financial condition and resilience arising from
changes in the value of either trading portfolios or other obligations that are entered into as
part of distributing risk. These portfolios typically are subject to daily price movements and
are accounted for primarily on a mark-to-market basis. This risk occurs most significantly
from market-making, dealing, and position-taking in interest rate, foreign exchange, equity,
commodities, and credit markets.

Price risk also arises from bank activities whose value changes are reflected in the income
statement, such as in lending pipelines, other real estate owned, and mortgage servicing
rights. The risk to earnings or capital resulting from the conversion of a bank’s financial
statements from foreign currency translation also should be assessed under price risk. As
with interest rate riskgfgany banks include price risk in the broader category of market risk.

r gth the quantity of risk and the quality of risk management to
of price risk.

Examiners should co
derive the aggregate@nd gltrec

Summary Conclusions

isk Aggregate level
Quantity of risk nt of risk Direction of risk
Price risk .
summary [ Low _ [ Low [l Decreasing
conclusions [l Moderate [] Satisf ry, [l Moderate 1 Stable
[ High [ Insufficie i [ Increasing
[l Weak

Quantity of Price Risk Indicators

Examiners should use the following indicators when assesSigg

of price risk.

Quantity of Price Risk Indicators

Low

Moderate

High

Exposures are primarily confined
to those arising from customer
transactions and involve liquid
and readily manageable
products, markets, and levels of
activity. Bank does trades back-
to-back for customers, taking no
or negligible risk positions. No
proprietary trading exists.
Trading personnel merely
execute customer orders.
Financial performance has no
vulnerability to volatility from
revaluation requirements.

Trading positions exist only to
position securities for sale to
customers. No proprietary trading
exists. Open positions are small
and involve liquid instruments that
allow for easy hedging. Limited
trading exists in option-type
products. Financial performance
has limited vulnerability to volatility
from revaluation requirements.

Trading activity includes proprietary
transactions, with positions
unrelated to customer activity.
Exposures reflect open or
unhedged positions, including
illiquid instruments, options, and/or
longer maturities, which subject
financial performance to significant
volatility from revaluation
requirements.
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Quantity of Price Risk Indicators
Low Moderate High

Daily trading gains/losses do not
occur, because bank takes no or
negligible risk.

Daily trading gains/losses are
small and occur infrequently.
Quatrterly trading losses do not
occur because of limited risk
appetite and emphasis on
customer revenues.

Daily trading gains/losses occur
periodically because the bank either
does not have customer transaction
revenue support or takes positions
that can create losses that eclipse
customer revenues. Quarterly
trading profits and losses can be
large relative to budget and may
occasionally result in a negative
public perception.

Bank has a sales-driven culture,
with sales personnel exercising

greater authority than traders do.

Compensation programs reflect
sales orientation but do provide
limited incentives for trading
profits.

Compensation programs reward
traders for generating trading
profits, reflecting a trader-
dominated operation.

Policy limits reflect
appetite for price .
sales activities pose no
negligible threat to final
performance.

Policy limits reflect limited risk
appetite for price risk.

Policy limits reflect excessive risk
appetite, with the bank willing to risk
losses that can impact quarterly
earnings and/or capital.

Bank has non-dollar-
denominated positions that are
completely hedged. Assets
denominated in foreign
currencies equal liabilities
denominated in foreign
currencies. Financial
performance is not vulnerable to
changes in foreign exchange
rates.

Bahk may have a small volume of
unigdgéd, non-dollar-
i ositions, but it can

vulnerability
n currency

Bank has limited or no mortgage
banking activities. The mortgage
servicing asset, if any, is small
relative to capital.

Exposure reflects a large volume of
unhedged, non-dollar-denominated
positions, or a smaller volume of
unhedged positions in illiquid
currencies for which hedging can be
expensive. Changes in foreign
currency exchange rates can
adversely affect financial
performance.

and valuation adjustments can
have a meaningful impact on
financial performance.

Mortgage banking activities are a
business line for the bank. The
age servicing asset is large
latiVe to capital, and valuation
justad@nts can be significant.

Bank has no current or limited
exposure to OREO.

Bank has a modest amount of or
exposure to OREO, but itis in
property types or areas that are
not expected to realize significant
value changes that could
negatively impact earnings.

arge amount of or
expo 0 OREO, which may be
concentrated in property types or
areas that may realize value
changes that cause significant
write-downs.

Held-for-sale portfolios, if any,
are small and pose minimal risk
to earnings.

Bank carries a small held-for-sale
loan portfolio as part of its
business of distributing risk into
the capital markets. Write-downs
to this portfolio, however, would
not have a significant impact on

earnings.

Originating and distributing loans
into the capital markets is a key
business line for the bank. Write-
downs occasionally have, or are
anticipated to have, a significant
impact on earnings.
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Community Bank Risk Assessment System > Price Risk

Quality of Price Risk Management Indicators

Examiners should use the following indicators when assessing quality of price risk

management.

Quality of Price Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Policies reflect board’s
risk appetite and provide
clear authorities,
conservative limits, and
assigned responsibilities.
Policies permit risk-taking
authority consistent with
the expertise of bank
personnel. Policies
clearly and reaso
limit the volume of
translation risk and
assign responsibilities.

Policies provide generally
clear authorities,
reasonable limits, and
assignment of
responsibilities. Risk-
taking authority is
generally consistent with
expertise of bank
ersonnel. Policies
dress translation risk in
ral way but may
ide specific
gement guidelines.

Policies require further
clarification and more
specific guidelines.
Assignment of
responsibilities may be
incomplete. Risk-taking
authority may not be
consistent with expertise
of bank personnel.
Policies likely do not
adequately address
translation risk.

Policies do not reflect the
risk appetite of the board.
Policies do not clearly
assign responsibilities.
Risk-taking authority
does not reflect the
expertise of bank
personnel. The bank
does not have a policy
addressing translation
risk or policy limits are
not reasonable given
management expertise,
the bank’s capital
position, and/or volume
of assets and liabilities
denominated in foreign
currencies.

Management has broad
mortgage servicing rights
experience and has
established strong policy
controls and risk limits.
Policy exceptions are
rare and properly
approved. The bank has
a robust, well-
documented, and well-
supported valuation
process.

ManagementQas
sufficient mortg
servicing rights and
hedging experience.
Policies generally
address key risk
management practices.
Exceptions to policies
occasionally occur but
are properly approved.
The bank has an
adequate valuation
process.

Management may lack
ensive mortgage
rvicing rights and

iy experience.
gay address
all, key risk
practices.

supported or well
documented.

Management attention to
mortgage servicing is not
commensurate with the
risk, or management
lacks sufficient
experience in hedging
mortgage servicing rights
exposures. Policies do
not address key risk
management practices;
exceptions frequently
ccur and are not
roperly approved. The
aluation process is
inadequate and
unreliable and may result
in material
misstatements.
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Quality of Price Risk Management Indicators
Strong Satisfactory Insufficient Weak

When the bank has
OREO, management
proactively obtains
appraisals and takes any
required write-downs on
a timely basis.
Management actively
tries to sell OREO
properties. Accounting
for OREO expenses is
appropriate and
conforms to accounting
guidance.

Management obtains
appraisals, takes any
required write-downs,
and actively tries to sell
OREO properties.
Accounting for OREO
expenses is appropriate.
Minor exceptions or
weaknesses may be
present, but exceptions
are not material or
indicative of a pattern or
practice.

Appraisals for OREO are
occasionally out-of-date
or of lower quality.
Management'’s actions to
sell OREO properties do
not always demonstrate
an active interest in
timely disposition.
Potential weaknesses
exist in OREO
accounting that may
indicate a pattern or
practice.

The quality of appraisals
for OREO properties is
questionable and/or the
appraisals are
significantly out-of-date.
Management does not
actively try to sell OREO
properties (e.g., the bank
may list the property for
sale at an inflated price).
Accounting for OREO
expenses is not
appropriate and may
result in material
inaccuracies.

Policies and contr
trading or availablé-for-
sale assets effectively
limit risk. Exceptions to
policy are quickly
identified and promptly
raised to appropriate
levels of management.

licies and controls for
ing or available-for-
assets are generally
olicy

typically

Management effectively
understands, measures,
and has technical
expertise in managing
translation risk.
Management and the
board regularly review
currency translation risk
exposures and direct
changes, if necessary,
given market conditions
and the size of the
exposure.

Management has a
reasonable
understanding of
translation risk and how
to measure and hedge it.
Management and the
board regularly review
translation risk exposures
but generally do not
direct changes even in
unsettled markets.

Policies and controls for
trading or available-for-
sale assets show
moderate weaknesses
and may require
improvement. Policy
exceptions are not
always identified and/or
may not be raised to
appropriate levels of
management.

The bank lacks effective
controls on trading or
available-for-sale assets.
Policy exceptions are not
identified and are not
raised to appropriate
levels of management.

nagement has some

Management does not
demonstrate an
understanding of
translation risk and does
not have the ability to
manage it effectively.
Neither management nor
the board is aware of the
magnitude of translation
risk or does not review
ports outlining
ranslation risks.
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Quality of Price Risk Management Indicators
Strong Satisfactory Insufficient Weak

Trading and sales
personnel have broad
experience in the
products traded, are
technically competent,
and are comfortable with
the bank’s culture. Risk
management personnel
have an in-depth
understanding of risk and
risk management
principles. Policy
exceptions are rare, and
formal procedures exist
to report how/why they
occurred and how t
were resolved.

Trading and sales
personnel are generally
experienced and
technically competent.
Risk management
personnel have a
reasonable
understanding of risk and
risk management
principles. Policy
exceptions occur
occasionally, but the
bank has a process to
report them and track
resolution.

Trading and sales
personnel have some
experience but may
demonstrate modest
weaknesses in technical
competency. Risk
management staff
require a better
understanding of risk and
risk management
principles given the
bank’s complexity and
risk profile. Policy
exceptions are moderate,
and the bank may not
have a formal process to
report them and track
resolution.

Trading and sales
personnel do not have
broad experience in the
products they trade. A
risk management unit
does not exist or is not
independent and staffed
by personnel familiar with
risk management
principles. Policy
exceptions regularly
occur or are not reported
or tracked for resolution.

Management reports a
prepared independently
of the trading desk and
provide a comprehensive
and accurate summary of
trading activities. Reports
are timely, assess
compliance with policy
limits, and measure loss
potential in both normal

activitieSt
timely but m

Trading unit
management revie

(e.g., value at risk) and
stressed markets.
Management at all levels
understands and
monitors price risk.

reports, and
management at higher
levels has a sufficient
understanding to review
trading activities
regularly, though possibly
not in depth.

Management reports
may not be prepared
independently of the
trading desk. Reports
may not provide a
sufficient summary of
trading activities, are not
always timely, and may

Management reports are
not independent of the
trading desk, do not
provide risk-focused
information, and may not
be prepared regularly.
Higher-level managers
do not understand price
risk and do not review
risk management reports.

Price risk monitoring,
valuation, and control
functions are
independent from the
business unit.

Price risk monitoring and
control functions exist but
may not have complete
independence from the
business unit.

be adequate and ma
lack independence from
the business unit.

Price risk control

nctions do not exist or
are not independent from
the business unit.
Trading positions are
frequently valued on
trader prices, with limited
independent verification.
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Operational Risk

Summary Conclusions

Operational risk is the risk to current or projected financial condition and resilience arising
from inadequate or failed internal processes or systems, human errors or misconduct, or
adverse external events. Operational losses may result from internal fraud; external fraud;
inadequate or inappropriate employment practices and workplace safety; failure to meet
professional obligations involving clients, products, and business practices; damage to
physical assets; business disruption and systems failures; and failures in execution, delivery,
and process management. Operational losses do not include opportunity costs, forgone
revenue, or costs related to risk management and control enhancements implemented to
prevent future operational losses.

The quantity of operational risk and the quality of operational risk management are heavily

lity, integrity, and availability of bank information are
ting operational risk.

Examiners should consider both thef@uantityjof risk and the quality of risk management to
derive the aggregate and direction o ati risk.

A
Quality of risk Rggregadle level

Quantity of risk management (o) Direction of risk
Operational .
risk summary |  “OW "/ Strong | Decreasing
conclusions L' Moderate L Satisfactory

[ High [ Insufficient

[l Weak

Quantity of Operational Risk Indicators

Examiners should use the following indicators when assessing quantity of operational risk.

Quantity of Operational Risk Indicators

Low Moderate High

Exposure to risk from fraud, errors,
or processing disruptions is
minimal given the volume of
transactions, complexity of
products and services, and state of
internal systems. Risk to financial
performance is negligible.

Exposure to risk from fraud, errors,
or processing disruptions is modest
given the volume of transactions,
complexity of products and
services, and state of internal
systems. Deficiencies that have
potential impact on earnings or

Exposure to risk from fraud,
errors, or processing disruptions
is significant given the volume of
transactions, complexity of
products and services, and state
of internal systems. Deficiencies
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Quantity of Operational Risk Indicators

Low

Moderate

High

capital can be addressed in the
normal course of business.

exist that represent significant risk
to financial performance.

Risks from transaction-processing
failures, technology changes,
outsourcing, planned conversions,
merger integration, or new products
and services are minimal.

Risks from transaction-processing
failures, technology changes,
outsourcing, planned conversions,
merger integration, or new products
and services are moderate.

Risks from transaction-processing
failures, technology changes,
outsourcing, planned
conversions, merger integration,
or new products and services are
high.

Volume of operational losses is
minimal.

Volume of operational losses is
moderate.

Volume of operational losses is
high.

Volume of fraud and
intrusions/attacks is minimal.

Volume of fraud and
intrusions/attacks is moderate.

Volume of fraud and
intrusions/attacks is high.

Employee turnover is
not affected any mis8
areas.

Employee turnover is moderate,
but effect on mission-critical areas
is limited.

Employee turnover is excessive
and has severely affected key
areas of operations.

Number of third-party
providers is low.

umber of third-party service
roviders is moderate.

Number of third-party service
providers is high.

Level of insurance bond clai
low.

Examiners should use the following indi

management.

Level of insurance bond claims is
high.

Quality of Operational Risk

Strong

Satisfactory

Governance activities are
sound. Directors are
qualified, appropriately
compensated, ethical,
and provide effective
oversight. Corporate
roles are clear, goals are
effectively
communicated, and
disclosure is transparent.

Governance activities are
satisfactory. Directors are
qualified, appropriately
compensated, and
ethical. Oversight
provided is adequate but
may have subtle
weaknesses. Corporate
goals and responsibilities
may be clear but are not
fully communicated.
Disclosure is adequate.

Corporate stru
not be adequatel
defined or

standards, or

inaccuracies.

communicated. Directors’
qualifications, ethical

compensation may be

questionable. Oversight
may need improvement.
Disclosures may contain

Weak

Governance activities are
deficient. Corporate
tructure is not defined or
ommunicated. Directors’
qualifications, ethical
standards, or
compensation are highly
questionable. Oversight
is inadequate or
ineffective. Disclosure is
inaccurate and process is
significantly flawed.

Management has

Control environment is

Control environment

Control environment is

developed a
comprehensive and
effective internal control
environment. A
commitment to internal
controls is evident and
well disseminated
throughout the

appropriate for the size
and sophistication of the
institution. Commitment
to internal controls is
evident but may not be
well disseminated.
Structure may not be fully
communicated across

needs improvement
given the size and
sophistication of the
institution. Commitment
to internal controls may
not be readily evident or
well disseminated.
Structure may not be well

deficient. Findings
indicate a lack of
awareness, commitment,
and/or focus on the
importance of effective
and appropriate internal
controls. Board oversight
is ineffective. Volume
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Quality of Operational Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

enterprise. Board
oversight is strong.
Integrity of control
systems is tested on a
regular basis.

the organization. Board
oversight/control culture
is considered effective,
although modest
weaknesses may be
present. Control integrity
is tested on a periodic
basis.

communicated or
understood throughout
the organization. Board
oversight needs
improvement, as
weaknesses may be
present. Control integrity
testing may not be
performed with sufficient
consistency.

and severity of control
exceptions are high.
Exposure to potential or
realized losses from key
operational areas may be
present. Control integrity
testing is nonexistent or
is performed
inconsistently.

Management anticipates
and responds effectively
to risks associated with

operational changes,
emerging/changing
technologies, and
external threats.

Management fully
understands operational
risks and has expertise to
evaluate key technology-
related issues.

Management adequately
responds to risks
associated with
operational changes,
emerging/changing
chnologies, and

al threats.

Management may not
adequately or
consistently respond to
risks associated with
operational changes,
emerging/changing
technologies, and
external threats.

Management does not
take timely and
appropriate actions to
respond to operational
changes,
emerging/changing
technologies, and
external threats.

ement reasonably

dersta erational
rl ndQas spifficient
expeffise tQevaluate key
techn |
issues.

New/nontraditional
product development and
implementation is well
managed with low risk
exposure.

New/nontraditional
product development
implementation is
adequately managed,
with some weaknesses
and risk exposure
evident.

Management may not
adequately understand
operational risks and
may lack adequate
expertise to evaluate key
technology-related
issues.

Management does not
understand, or has
chosen to ignore, key
aspects of operational
risk. Expertise to
evaluate key technology-
related issues is
insufficient.

w/nontraditional

Third-party risk
management activities
are sound. Risk exposure
is well managed.
Management
comprehensively
provides for continuity
and reliability of services
furnished by third parties.

Third-party risk
management activities
are satisfactory but may
contain modest
weaknesses. Risk
exposure is satisfactorily
managed. Management
adequately provides for
continuity and reliability
of services furnished by
third parties.

New/nontraditional
product development and
implementation is
inadequately managed,
with significant
weaknesses and high
risk exposure.

adequately managed:
Management may not
adequately provide for
continuity and reliability
of services furnished by
third parties.

Third-party risk
anagement activities
re severely limited or
onexistent. Risk
exposure is inadequately
managed. Management
has not provided for
continuity and reliability
of services furnished by
third parties.

Controls to safeguard
physical assets, data,
and personnel are
comprehensive and
effective in appropriately
mitigating risks.
Information security
program is
comprehensive, effective,
and tested on a regular
basis. Procedures to

Controls to safeguard
physical assets, data,
and personnel are
satisfactory but may have
modest weaknesses.
Information security
program is acceptable
overall but may require
minor enhancement
and/or more frequent
testing to be fully

Controls to safeguard
physical assets, data,
and personnel may not
be adequate. Information
security program may
need substantive
improvements.
Procedures to identify
and report potential data
losses may need
improvement. Privacy

Controls to safeguard
physical assets, data,
and personnel are
deficient or nonexistent.
Information security
program is significantly
flawed, incomplete,
and/or inadequate.
Annual testing and/or
reporting have not
occurred, and
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Quality of Operational Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

identify and report
potential data losses are
effective. Privacy
practices are sound.

comprehensive and
effective. Procedures to
identify and report
potential data losses are
satisfactory. Privacy
practices are satisfactory.

practices may need
improvement.

procedures to identify
and report potential data
losses are absent.
Privacy practices are
inadequate.

Processes and systems
to monitor, track, and
categorize operating
losses are sound.

Processes and systems
to monitor, track, and
categorize operating
losses are satisfactory
but may contain modest
weaknesses.

Processes and systems
to monitor, track, and
categorize operating
losses need
improvement.

Processes and systems
to monitor, track, and
categorize operating
losses are weak or
nonexistent.

MIS provide appropriate
monitoring of transacti
volumes, error repo
fraud, suspicious
security violations, etc.
MIS are accurate, time
complete, and reliable.

MIS for transaction
processing are adequate,
though moderate
eaknesses may exist.

MIS for transaction
processing need
improvement.

MIS for transaction
processing are
unsatisfactory and
inadequate and exhibit
significant weaknesses
or may not exist.

Insurance coverage is
sufficient and policies are
current. An effective
process for
provider/agent selection
and monitoring is present
and overall coverage
adequacy is reviewed at
least annually.

acceptable a
monitoring is
Coverage adeq
reviewed on a perio
basis.

Insurance coverage may
not be adequate in
consideration of the
exposures present.
Tracking procedures may
have allowed some

icies to lapse and may
ed improvement. Due
lig programs for

Audit coverage is strong.
Audit activities are
frequent and ongoing
and address all key
areas of operations.
Audit function is fully
independent and
competent, and scope is
comprehensive. Risk
assessment is effective
and current. Follow-up
and correction of
deficiencies is proactive
and effective. Repeat
issues are rare or
nonexistent. Board
oversight is effective.

Audit coverage is
satisfactory. Function is
fully independent and
competent, but scope
may be limited. Risk
assessment is
acceptable overall but
may be missing
substance in some areas
or require updating.
Follow-up and correction
of deficiencies is
adequate but with
moderate weaknesses
noted therein. Repeat
issues are few. Board
oversight is adequate.

Insurance coverage is
insufficient for the
exposure present.
Inadequate tracking
procedures have allowed
policies to lapse. Due
diligence programs for
provider/agent selection
and/or ongoing
monitoring are
inadequate, flawed, or
ineffective.

improveme
Independenc@ynay
impaired. Compe

may be questiona

and scope may be
limited. Risk assessment
may need improvement.
Follow-up and correction
of deficiencies may be
inconsistent, and several
repeat issues may be
found. Board oversight
may need improvement.

Audit coverage is
inadequate.
ndependence is

paired. Competency is

uestionable. Scope is

inappropriate. Risk
assessment is ineffective
or nonexistent. Follow-up
and correction of
deficiencies is highly
inconsistent. Repeat
issues are numerous.
Board oversight is
limited, and ability to self-
police is impaired.
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Compliance Risk

Compliance risk is the risk to current or projected financial condition and resilience arising
from violations of laws or regulations, or from nonconformance with prescribed practices,
internal bank policies and procedures, or ethical standards. This risk exposes a bank to fines,
CMPs, payment of damages, and the voiding of contracts. Compliance risk can result in
diminished reputation, harm to bank customers, limited business opportunities, and lessened
expansion potential.

Compliance risk is not limited to risk from failure to comply with consumer protection-
related laws and regulations; it encompasses the risk of noncompliance with all laws and
regulations, as well as prudent ethical standards and contractual obligations. It also includes
the exposure to litigation (known as legal risk) from all aspects of banking, traditional and
nontraditional.

Examiners should co r
derive the aggregate@nd

th the quantity of risk and the quality of risk management to

ectign of compliance risk.

Summary Conclusions

Aggregate level

Quantity of risk nt of risk Direction of risk

Compliance

risk summary | oW

conclusions U Moderate
[ High

[J Low

[ Insufficie
[1 Weak

[1 Moderate

[ Decreasing
[ Stable
[ Increasing

Quantity of Compliance Risk

Examiners should use the following indicators when assesSigg

Indicators

of compliance risk.

Quantity of Compliance Risk Indicators

Low

Moderate

High

Violations or compliance
program weaknesses are
insignificant in number or do not
exist.

Violations or compliance program
weaknesses exist and represent
technical issues with some
reimbursement to consumers that
are resolved in a timely manner.

Violations or compliance program
weaknesses are significant in
number, resulting in large consumer
reimbursements or regulatory fines
and penalties.

No e-banking or the Web site is
informational or
nontransactional.

Bank is beginning e-banking and
offers limited products and
services.

Bank offers a wide array of e-
banking products and services
(e.g., account transfers, e-bill
payments, or accounts opened via
the internet).

All loans are originated in-house
with no broker or third-party
relationships.

Low volume of consumer and
business loans are originated by

local brokers or other third parties.

High volume of consumer or
business loans is originated by
multiple statewide or nationwide
brokers or other third parties.
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Quantity of Compliance Risk Indicators
Low Moderate High

Limited/no marketing or
advertising of products and
services.

Limited marketing or advertising
practices commensurate with
strategic focus.

Marketing and advertising of new
products offered through multiple
channels (branch network, internet,
direct mail, solicitations, etc.).

Bank offers traditional mix of
noncomplex lending, investment,
and deposit products.

Bank offers traditional investment
and deposit products and a mix of
traditional and complex lending
products.

Bank offers a broad array of
traditional and complex lending,
investment, and deposit products.

Bank offers products and
services to local market/service
area.

Bank offers products and services
to regional market/service area.

Bank offers products and services
to national market/service area.

Financial institution competition

within its marketplace ig || pimal.

Volume of products ang
offered is reasonable cdnsi
its financial strength and
capability, and growth is stab

Bank has few offices, some
automated teller machines
(ATM), and centralized
operations.

Financial institution competition
within its marketplace is
considerable.

Financial institution competition
within its marketplace is significant
and may include large national and
international companies.

olume of products and services
offered is increasing considering
itsdimg@ncial strength and

, and growth is steady.

Volume of products and services
offered is outpacing its financial
strength and capability, and growth
is unstable.

Bank has regional or national
branching and ATM network with
decentralized operations.

Volume of consumer complaints
is minimal.

moderate.

Volume of consumer complaints is
high.

Quality of Compliance Risk Management

Examiners should use the following indicators when a

management.

Quality of Compliance Risk Management Ind

ality of compliance risk

Strong

Satisfactory

Insufficient

Weak

Board has adopted
compliance risk
management policies
that are consistent with
business strategies and
risk appetite.

Board has adopted
compliance risk
management policies
that are generally
consistent with business
strategies and risk
appetite.

Board has adopted
compliance risk
management policies
that may not be
consistent with business
strategies and risk
appetite.

Board has adopted
compliance risk
management policies that
are inconsistent with
business strategies and
risk appetite.

Management fully
understands all aspects
of compliance risk and
exhibits clear
commitment to
compliance.
Commitment is

Management reasonably
understands the key
aspects of compliance
risk. Commitment to
compliance is
reasonable and
satisfactorily

Management may not
understand or appreciate
the key aspects of
compliance risk.
Commitment to
compliance may not be
evident or adequately

Management does not
understand or has chosen
to ignore key aspects of
compliance risk.
Importance of compliance
is not emphasized or
communicated throughout
the bank.
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Quality of Compliance Risk Management Indicators
Strong Satisfactory Insufficient Weak

communicated
throughout the bank.

communicated
throughout the bank.

communicated
throughout the bank.

Authority and
accountability are
clearly defined and
enforced.

Authority and
accountability are
defined, although some
refinements may be
needed.

Authority and
accountability may not
be defined or adequately
enforced.

Management has not
established or enforced
accountability.

Management
anticipates and
responds well to
market, technological,
or regulatory changes.

Management adequately
responds to market,
technological, or
regulatory changes.

Management may not
consistently or
adequately anticipate
and respond to market,
technological, or
regulatory changes.

Management does not
anticipate or take timely or
appropriate actions in
response to market,
technological, or
regulatory changes.

Compliance
considerations ar
incorporated into
product/system
development and
modification processes,
including changes
made by third parties.

mpliance is generally
sidered when
ing products and

Compliance
considerations may not
adequately or
consistently be
incorporated into product
and system
development.

Compliance
considerations are not
incorporated into product
and system development.

Control systems
effectively identify
violations or
compliance system
weaknesses, and
corrective action is

prompt and reasonable.

system weaknes
not always in a timely,
manner. Management'is
usually responsive, and
corrective action is
generally timely.

Control systems need
improvement for
entifying violations or

Control systems are
ineffective in identifying
violations and compliance
system weaknesses.
Management is
unresponsive, and
corrective action is weak.

Management provides
effective

Management provides
adequate

provide adeq

Management does not
ovide resources or

record of compliance.
Considering the scope
and complexity of its
operations and
structure, compliance
risk management
systems are sound and
minimize the likelihood
of significant or
frequent violations or
instances of
noncompliance.

record of compliance.
Considering scope and
complexity of operations
and structure,
compliance risk
management systems
are adequate to avoid
significant or frequent
violations or instances of
noncompliance.

compliance needs
improvement.
Considering the scope
and complexity of
operations and structure,
compliance risk
management systems
may reflect a lack of
sufficient commitment to
risk management.

resources/training resources/training, given | resources or trai ining.
programs to the complexity of given the complexi

appropriate personnel. products/operations. products/operations.

Bank has a strong Bank has a satisfactory Bank'’s record of Bank has an

unsatisfactory record of
compliance. Considering
scope and complexity of
operations and structure,
compliance risk
management systems are
deficient, reflecting
inadequate commitment
to risk management.

Bank has a strong
record of acting on and

Bank has a satisfactory
record of acting on and

Bank has an insufficient
record of acting on and

Bank has a weak record
of acting on and
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Quality of Compliance Risk Management Indicators
Strong Satisfactory Insufficient Weak
monitoring consumer monitoring consumer monitoring consumer monitoring consumer
complaints. complaints. complaints. complaints.
204 Community Bank Supervision
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Strategic Risk

Strategic risk is the risk to current or projected financial condition and resilience arising from

adverse business decisions, poor implementation of business decisions, or lack of
responsiveness to changes in the banking industry and operating environment. This risk is a
function of a bank’s strategic goals, business strategies, resources, and quality of
implementation. The resources needed to carry out business strategies are both tangible and
intangible. They include communication channels, operating systems, delivery networks, and
managerial capacities and capabilities.

The assessment of strategic risk includes more than an analysis of a bank’s written strategic
plan. It focuses on opportunity costs and how plans, systems, and implementation affect the
bank’s financial condition and resilience. It also incorporates how management analyzes

Summary Conclusions

Quantity of risk

Direction of risk

Strategic risk

summary O Low
conclusions 0 Moderate
1 High

[ Insufficient
[ Weak

ality o Aggregate level
of risk
[] Stron [ Low

[ Decreasing
(] Stable
U Increasing

Quantity of Strategic Risk Indicators

Examiners should use the following indicators when assessin

f strategic risk.

Quantity of Strategic Risk Indicators

Low

Moderate

High

Board has adopted policies that
are fully consistent with business
strategies and risk appetite.

Board has adopted policies that
are generally consistent with
business strategies and risk
appetite.

Board has adopted policies that
are inconsistent with business
strategies and risk appetite.

Initiatives are well supported by
capital for the foreseeable future
and pose only nominal possible
effects on financial condition.
Decisions can be reversed with
little difficulty and manageable
costs.

Initiatives are reasonable
considering the capital,
communication channels,
operating systems, and service
delivery networks. Decisions are
unlikely to have significant adverse
impact on financial condition.
Decisions can be reversed without
significant cost or difficulty.

Initiatives are aggressive or
incompatible with developed
business strategies,
communication channels,
operating systems, and service
delivery networks. Impact of
strategic decisions is expected to
significantly affect financial
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Quantity of Strategic Risk Indicators
Low Moderate High

condition. Decisions are difficult
or costly to reverse.

Compensation programs achieve
an appropriate balance between
risk appetite and controls.
Compensation strategies reflect
core principle of “pay for
performance.” Performance goals
and metrics to measure
achievement are reasonably
transparent.

Compensation programs are
appropriately balanced between
risk appetite and controls but may
be informal or reflect modest
weaknesses. Incentives are
appropriate. Performance goals
and metrics to measure
achievement are reasonably
transparent overall but may
contain some minor obscurities.

Compensation programs unduly
focus on short-term performance.
Incentives may be inappropriate.
Use of performance goals and
metrics to measure achievement
are obscure.

Due diligence for new products

including assessing
the bank’s strategic dirg

areas, determining regulato
requirements, determining the
expertise needed, researching an
third parties, developing a realistic

Due diligence for new products
and services is satisfactory.
Process may not fully consider all
appropriate factors but provides for
a general understanding of the
isks associated with any new
product or service.

Due diligence for new products
and services is insufficient.
Process does not consider the
appropriate factors, and the risks
associated with any new product
or service are not known.

viable alternatives.

business plan, and developing

Quiality of Strategic Risk Managemert |

Examiners should use the following indicators

management.

IgatQrs

ing quality of strategic risk

Quality of Strategic Risk Managem In

tors

Strong

Satisfactory

Insufficient

ak

The depth and
technical expertise of
staff enables
management and the
board to effectively set
strategic direction and
achieve organizational
efficiency.

The depth and technical
expertise of staff
generally enables
management and the
board to set strategic
direction and achieve
organizational efficiency.

The depth and tech
expertise of staff may
prevent management
and the board from being
effective in setting
strategic direction or
achieving organizational
efficiency.

ck of depth and
echnical expertise of staff
often prevents
management and the
board from effectively
setting strategic direction
and achieving
organizational efficiency.

Management and the
board have a well-
defined planning
process and a
successful record in
accomplishing stated
strategic goals.

Management and the
board have a well-
defined planning process
and a reasonable record
in accomplishing stated
strategic goals.

Management and the
board’s planning process
needs improvement. The
bank has on occasion
failed to achieve a key
strategic goal.

Management and the
board do not have an
effective planning process
or consistently fail to
accomplish stated
strategic goals.

Initiatives are
supported by sound
due diligence and

The quality of due
diligence and risk
management is

The quality of due
diligence and risk
management, while

Less-than-effective risk
management systems or a
lack of adequate due
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Quality of Strategic Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

effective risk
management systems,
which are an integral
part of strategic
planning.

consistent with the
strategic issues
confronting the
organization. Risk
management, while a
part of strategic
planning, may be less
than comprehensive.

consistent with the
strategic issues
confronting the
organization, may
overlook a key
consideration. Risk
management, while a
part of strategic
planning, may be less
than comprehensive or
inadequately address a
key issue.

diligence has resulted in
deficiencies in
management decisions
and may undermine
effective evaluation of
resources and
commitment to new
products and services or
acquisitions. Risk
management is not a
material factor in strategic
planning.

The impact of reversing
or modifying strategic
decisions is fully

assessed as part g
planning process.

Strategic goals are
effectively
communicated and
evident throughout the
organization.

The impact of reversing
or modifying strategic
ecisions is assessed as
ait of the planning

, with only minor

The impact of reversing
or modifying strategic
decisions is assessed as
part of the planning
process but may fail to
address a key factor.

The impact of reversing or
modifying strategic
decisions is not assessed
as part of the planning
process.

organizations

Strategic goals may not
be communicated and
evident throughout the
organization.

Strategic goals are not
clearly communicated or
evident throughout the
organization.

MIS effectively support
the bank’s strategic
direction and initiatives.

the bank’s strat
direction.

Management and the
board are aware of and
effectively incorporate
technology
management into
strategic plans.

Management and the
board are aware of and
usually incorporate
technology management
into strategic plans.

IS may not fully
upport the bank’s

MIS do not support the
bank’s strategic direction
or address a changing
environment.

key gaps.

Management and the
board do not effectively
incorporate technology
management into strategic
plans.
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Reputation Risk

Reputation risk is the risk to current or projected financial condition and resilience arising
from negative public opinion. This risk may impair a bank’s competitiveness by affecting its
ability to establish new relationships or services or continue servicing existing relationships.
Reputation risk is inherent in all bank activities, and management should deal prudently with
stakeholders, such as customers, counterparties, correspondents, investors, regulators,
employees, and the community.

A bank that actively associates its name with products and services offered through
outsourced arrangements or asset management affiliates is more likely to have higher
reputation risk exposure. Significant threats to a bank’s reputation also may result from
negative publicity regarding matters such as unethical or deceptive business practices,

L)

violations of laws 0
assessment of rep
its problem-escalatio
media.

Examiners should consi

derive the aggregate and diregtio

Summary Conclusions

f Feputation risk.

ulations, high-profile litigation, or poor financial performance. The
@ isk should take into account the bank’s culture, the effectiveness of
es and rapid-response plans, and its engagement with news

e Quantity of risk and the quality of risk management to

Quantity of risk

Direction of risk

Reputation

risk summary | oW

conclusions O Moderate
1 High

[J Strong
[ Satisfactory
(1 Insufficient
[l Weak

Quantity of Reputation Risk Indicators

[ Decreasing
(] Stable
U Increasing

Examiners should use the following indicators when assessing quantity of reputation risk.

Quantity of Reputation Risk Indicators

Low

Moderate

High

Management demonstrates
outstanding performance in

Community reinvestment is a
formal part of strategic planning
and daily business. Bank is
routinely seen in a leadership role
in community development.
Lending programs targeted to
low/moderate income borrowers
and areas are innovative and

meeting community’s credit needs.

Management demonstrates
satisfactory performance in

meeting community’s credit needs.

Bank generally participates in
community development activities
but not in a leadership role.
Lending programs targeted to
low/moderate income borrowers
and areas exist but are not
innovative or complex. ldentified

Management's performance in
meeting community’s credit needs
requires improvement or is
unsatisfactory. Participation in
community development activities
is rare, and lending to
low/moderate income borrowers or
areas may be limited. Identified
lending areas may arbitrarily
exclude low/moderate income
areas.
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Community Bank Risk Assessment System > Reputation Risk

Quantity of Reputation Risk Indicators

Low

Moderate

High

are appropriate and legal.

effective. Identified lending areas

legal.

lending areas are appropriate and

third-party relationships.

There may be some plans for
merger or acquisition activities or
entrance into new businesses,
product lines, technologies, or

There are substantial plans for
merger or acquisition activities, or
entrance into new businesses,
product lines, technologies, or
third-party relationships.

There are significant and
transformative plans for merger or
acquisition activities, or entrance
into new businesses, product
lines, technologies, or third-party
relationships.

customer complaints is

Losses from asset man
activities are low relati
number of accounts and t
transaction volume. The b
avoids conflicts of interest.

The bank enjoys a favorable
market and public perception. The
level of litigation, losses, violations
of laws and regulations, and
inimal.

to t

The level of litigation, losses,
violations of laws and regulations,
and customer complaints may
adversely affect the bank’s market
and public perception.

Bank is substantially exposed to
adverse market and public
perception as shown in significant
litigation, large dollar losses,
substantive violations of laws and
regulations, or a high volume of
customer complaints.

Losses

the bank. Fair lending

Fair lending practices are strong,
and management is committed to
fair lending principles. Fair lending
policies are comprehensive and

well communicated to all areas of

requirements are well known, with
ongoing training provided at least
annually. Credit decision making is
centralized. Underwriting policies
are well defined and are followed
with few exceptions. A formal
second review process is in place,
and annual testing is required.

from asset management

activities are moderate relative to
e number of accounts and the
ction volume. The bank has

ly avoided conflicts of

Losses from asset management
activities are elevated relative to
the number of accounts and the
transaction volume. Poor account
administration, conflicts of interest,
and other legal or control
breaches may be evident.

nature,

Testing

but not fully integr
areas. Decision m

exceptions. A second review
function exists but is informal.

acceptable but may display subtle
weaknesses.

with a modest leve

and training are

Management has not
demonstrated an effective
commitment to fair lending. Fair
lending practices/policies are not
well communicated, and concepts
are not fully understood.
Underwriting requirements are
limited, and exceptions are
xcessive. No second review
cess exists. Testing and
traing programs are limited,

e, or absent. Potential for
jance is high.

Quality of Reputation Risk Management Indicators

Examiners should use the following indicators when assessing quality of reputation risk

management.

Quality of Reputation Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Management anticipates
and effectively responds
to changes of a market,
technological, or
regulatory nature that
may affect the bank’s

Management

adequately responds to
changes of a market,

technological, or

regulatory nature that
may affect the bank’s

Management's response
to changes of a market,
technological, or
regulatory nature may not
be timely or appropriate.

Management does not
take timely or
appropriate actions in
response to changes of
a market, technological,
or regulatory nature.
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Community Bank Risk Assessment System > Reputation Risk

Quality of Reputation Risk Management Indicators

Strong

Satisfactory Insufficient

Weak

reputation in the
marketplace.

reputation in the
marketplace.

Management fosters a
sound culture based on
strong core values and
ethics that are clearly
communicated and

The bank’s culture is
generally sound, but
there may be isolated
incidents of employee
misconduct.

The bank’s culture is
sound, but core values
or ethics may not be
consistently
communicated or

Employee conduct
demonstrates a
disregard for or
unawareness of ethics.
There may be incentives

monitored throughout the | monitored. for employees to take

bank. excessive risks or
employees are not held
accountable for their
actions.

Management effectively Management Management's self- Management'’s self-

self-polices risks.
Processes to monit
escalate, and miti
issues, including those
related to customer
complaints, are well
defined and tested
periodically.

adequately self-polices
isks. Processes to

onitor, escalate, and
i e issues may be

policing of risks needs
improvement. Processes
to monitor, escalate, and
mitigate issues may not
be timely or effective in
one or more areas.

policing of risks is
deficient or absent in
one or more critical
areas.

Operational risk
management is strong.
Internal controls and audit
are fully effective.

Oper Operational risk
manage management is
satisfactory. insufficient. Internal

controls and
generally effect

Management has clear
awareness of privacy
issues and uses
customer information
responsibly.

Operational risk
management is weak.
Internal controls and
audit are not effective in
reducing exposure.

Management
understands privacy
issues and generally
uses customer

information responsibly.

Management has
effective, well-
documented account
administration,
investment management,
and retail sales policies
and processes in place.

Management is not
aware of or concerned
with privacy issues and
may use customer
information
irresponsibly.

Management has
adequate account
administration,
investment
management, and retail
sales policies and
processes in place.

improvement. Contr
processes and MIS do
not always capture
violations of laws or
regulations or exceptions
to policy.

Account administration,
investment
anagement, and retail
ales policies and
processes are
inadequate. Control
processes and MIS
regularly fail to capture
violations of laws or
regulations or
exceptions to policy.
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Other Risks

BSA/AML/OFAC Risk Indicators

Quantity of BSA/AML/OFAC Risk Indicators

Examiners should use the following indicators when assessing quantity of BSA/AML/OFAC
risk. The quantity of risk indicators in this section includes information from appendixes J
and M of the FFIEC BSA/AML Examination Manual.

Quantity of BSA/AML/OFAC Risk Indicators

Low

Moderate

High

Stable, known custog

No e-banking or Web site |

informational or nontransa€gional?

Customer base increasing due to
branching, merger, or acquisition.

Large and growing customer base
in a wide and diverse geographic
area.

On the basis of information
received from the BSA-reporting
database, there are few or no
large currency or structured
transactions.

ank offers limited products and

Bank offers a wide array of
e-banking products and services
(e.g., account transfers, e-bill
payment, or accounts opened via
the internet).

A few high-risk customers and
businesses.

On the basis of information
received from the BSA-reporting
database, there is a significant
volume of large currency or
structured transactions.

A large number of high-risk
customers and businesses.

Bank has no overseas branches
and no foreign correspondent
financial institution accounts. Bank
does not engage in pouch
activities, offer special-use
accounts, offer payable through
accounts (PTA), or provide U.S.
dollar draft services.

few foreign corresponde
institution accounts, typically
financial institutions with adeq
AML policies and procedures fro
low-risk countries, and minimal
pouch activities, special-use
accounts, PTAs, or U.S. dollar
draft services.

ank has overseas branches or
intains a large number of
foreign correspondent financial
instigfition accounts with financial
‘ with inadequate AML
aid procedures,

5 y those located in high-
isSKYtfisdictions, or offers
substantial pouch activities,
special-use accounts, PTAs, or
U.S. dollar draft services.

Few international accounts or very
low volume of currency activity in
the accounts.

Moderate level of international
accounts with unexplained
currency activity.

Large number of international
accounts with unexplained
currency activity.

Bank offers limited or no private
banking services or trust and asset
management products or services.

Bank offers limited domestic
private banking services or trust
and asset management products
or services over which the bank
has investment discretion.
Strategic plan may be to increase
trust business.

Bank offers significant domestic
and international private banking
or trust and asset management
products or services. Private
banking or trust and asset
management services are
growing. Products offered include
investment management services,
and trust accounts are
predominantly nondiscretionary
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Quantity of BSA/AML/OFAC Risk Indicators
Low Moderate High

versus where the bank has full
investment discretion.

Limited number of funds transfers
for customers, noncustomers;
limited third-party transactions,
and no foreign funds transfers.

Moderate number of funds
transfers. Few international funds
transfers from personal or
business accounts with typically
low-risk countries.

Large number of noncustomer
funds transfer transactions and
payable upon proper identification
transactions. Frequent funds from
personal or business accounts to
or from high-risk jurisdictions, and
financial secrecy havens or
jurisdictions.

No other types of international
transactions, such as trade
finance, cross border automated
clearinghouse, and m ent
of sovereign debt.

Limited other types of international
transactions.

A high number of other types of
international transactions.

No history of OFAC actigns”
evidence of apparent vi@lati
circumstances that might
violation.

r

A small number of recent actions
(e.g., actions within the last five
ears) by OFAC, including notice
s, or CMPs, with evidence
bank addressed the issues
ot at risk of similar
imythe future.

Multiple recent actions by OFAC,
where the bank has not addressed
the issues, thus leading to an
increased risk of the bank
undertaking similar violations in
the future.

Bank is not located in a high-
intensity drug trafficking area
(HIDTA) or high-intensity financial
crime area (HIFCA). No fund
transfers or account relationships
involve HIDTASs or HIFCAs.

ina HIDTA or
ome fund

Bank is located in a HIDTA and
HIFCA. Large number of fund
transfers or account relationships
involve HIDTASs or HIFCAs.

No transactions with high-risk
geographic locations.

Minimal transactio
geographic locations:

Low turnover of key personnel or
frontline personnel (e.g., customer
service representatives, tellers, or
other branch personnel).

Low turnover of key personn
frontline personnel in branche
may have changed.

Significant volume of transactions
with high-risk geographic
cations.

Quality of BSA/AML/OFAC Risk Management Indicators

Examiners should use the following indicators when assessing quality of BSA/AML/OFAC

risk management.
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Other Risks > BSA/AML/OFAC Risk Indicators

Quality of BSA/AML/OFAC Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Management fully
understands the aspects
of compliance risk and
exhibits strong
commitment to

Management reasonably
understands key aspects
of compliance, and
commitment is generally
clear and satisfactorily

Management may not
have a sufficient
understanding of key
aspects of compliance
risk. The importance of

Management does not
understand or has
chosen to ignore key
aspects of compliance
risk. Importance of

compliance. communicated. compliance may not be compliance is not
adequately emphasized emphasized or
or communicated communicated
throughout the throughout the
organization. organization.

Compliance Compliance Compliance Compliance

considerations are

effectively incorporated
into all products and
areas of the bank.

Deficiencies are usuall
self-identified. Such
deficiencies are minor,
and when identified,
management promptly
implements meaningful
corrective action.

considerations are

generally incorporated

into products and areas
f the bank.

considerations may not
be adequately
incorporated into a key
product or area of the
bank.

considerations are not
adequately incorporated
into several key products
or areas of the bank.

money or man
attention.

Authority and
accountability for
compliance are clearly
defined and enforced,
including designation of
a qualified BSA officer.

Authority and
accountability are
defined, but some
refinements are needed.
A qualified BSA officer
has been designated.

Deficiencies may not be
self-identified.
Management may not be
sufficiently responsive to
identified deficiencies.
Deficiencies may not be
correctable in the normal
course of business.

Deficiencies are not self-
identified. Management
may only respond when
violations are cited.
Deficiencies are
significant and may
require substantial time
and resources to correct.

not be clear.

Authority and
accountability for
compliance have not
been clearly established.
No BSA officer or an
unqualified one may
have been appointed.
The role of the BSA
officer is unclear.

Independent testing is in
place and is effective.

Overall, independent
testing is in place and
effective. Some
weaknesses, however,
are noted.

Independent testing
place but may not be
sufficiently effective.

Independent testing is
not in place and/or is
ineffective.

Board has approved a
BSA compliance
program that includes
well-defined policies,
procedures, controls,
and information systems.

Board has approved a
BSA compliance program
that addresses most
policies, procedures,
controls, and information
systems.

Board has approved a
BSA compliance
program, but the program
may not sufficiently
address policies,
procedures, controls, and
information systems.

Board may not have
approved a BSA
compliance program.
Policies, procedures,
controls, and information
systems are significantly
deficient. For example,
there may be substantial
failures to file currency
transaction reports
(CTR) and/or suspicious
activity reports.
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Quality of BSA/AML/OFAC Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Training is appropriate
and effective, and covers
applicable personnel,
and necessary resources
have been provided to
appropriate personnel.

Training is conducted and
management provides
adequate resources given
the bank’s risk profile;
some areas, however,
are not covered within the
training program.

Training is conducted
consistently but may not
sufficiently cover
important regulatory and
risk areas. Management
may need to provide
additional resources
given the bank’s risk
profile.

Training is either not
performed or not
consistent and does not
cover important
regulatory and risk
areas. Management
does not provide
necessary resources
given the bank’s risk
profile.

Effective customer and
beneficial ownership
identification processes
and account-opening
procedures are in pl

Customer and beneficial
ownership identification
processes and account-
opening procedures are
enerally in place but not
Il applied to all high-

Customer and beneficial
ownership identification
and processes and
account-opening
procedures may not be
adequately in place or
effective.

Customer and beneficial
ownership identification

processes and account-
opening procedures are
absent or ineffective.

Management has
identified and developed
controls that are applied
appropriately to high-risk
areas, products,
services, and customers
of the bank.

Management is not
sufficiently aware of high-
risk areas, products,
services, and customers,
and controls to manage
this risk may need
improvement.

Management is not
aware of or chooses to
ignore high-risk areas of
the bank. Inadequate
policies, procedures, and
controls have resulted in
instances of unreported
suspicious activity,
unreported large
currency transactions,
structured transactions,
and/or substantive
violations of law.

Compliance systems and
controls quickly adapt to
changes in various
government lists (e.g.,
OFAC, Financial Crimes
Enforcement Network
[FInCEN], and other
government provided
list(s)).

Compliance systems and
controls are generally
adequate and adapt to
changes in various
government lists (e.g.,
OFAC, FinCEN, and
other government
provided list(s)).

OFAC, FinCEN,
other government
provided list(s).

Compliance systems
and controls are
inadequate to comply
with and adapt to
changes in various
overnment lists (e.g.,
FAC, FinCEN, and
other government
provided list(s).

Compliance systems and
controls effectively
identify and appropriately
report suspicious activity.
Systems are
commensurate with risk.

Compliance systems and
controls identify
suspicious activity.
Monitoring systems,
however, are not fully
comprehensive or may
have some weaknesses.

Compliance systems and
controls need
improvement to identify
suspicious activity.
Monitoring systems may
need improvement.

Compliance systems
and controls are
ineffective in identifying
and reporting suspicious
activity.

Low volume of
correspondence from
IRS indicates that CTRs
are accurate.

Volume of
correspondence from IRS
indicates minor errors in
CTR reporting.

Volume of
correspondence from IRS
indicates an elevated
level of errors in CTR
reporting.

Volume of
correspondence from
IRS indicates a
substantive volume of
CTR reporting errors.
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Quality of BSA/AML/OFAC Risk Management Indicators
Strong Satisfactory Insufficient Weak
Appropriate compliance No shortcomings of Compliance controls or Likelihood of continued
controls and systems are | significance are evidentin | systems need compliance violations or
implemented to identify compliance controls or improvement. Probability | noncompliance is high
compliance problems systems. Probability of of future violations or because a corrective
and assess serious future violations noncompliance may be action program does not
performance. or noncompliance is outside the acceptable exist or extended time is
within acceptable tolerance. needed to implement
tolerance. such a program.
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Fair Lending Risk Indicators

When assessing fair lending risk, examiners consider a bank’s risks related to the Equal
Credit Opportunity Act, Fair Housing Act, and implementing regulations.*® Examiners
should use the indicators in this section when assessing the quantity of fair lending risk and
quality of fair lending risk management for banks with under $500 million in assets.
Examiners must use the OCC’s fair lending risk assessment tool for banks with assets of
$500 million or greater. The fair lending risk assessment tool incorporates the factors in this
section.

Quantity of Fair Lending Risk Indicators

Quantity of Fair Lending Risk Indicators

Low Moderate High
Significant and explain lu Lower volume of consumer Low and unexplainable volume of
of consumer lending. lending, but explainable. consumer lending. (Bank could be

discouraging applicants.)

Generic, noncomplex produ
offered.

Several complex products offered
(e.g., subprime high-cost
mortgages).

Low number of policy
exceptions/overrides.

High number of policy
exceptions/overrides.

Lending policies allow high level of
lender discretion in the loan
decision process.

Lending policies allow little or no
lender discretion in the loan
decision process.

Substantive disparities among
pproval/denial rates or pricing by

Little or no disparities among

approval/denial rates or pricing by | approval/denial rates @

prohibited basis groups. prohibited basis group hibited basis groups.
Low proportion of Moderate proportion of ighergproportion of
withdrawn/incomplete applications | withdrawn/incomplete withdfawl/incomplete applications
for prohibited basis groups. applications for prohibited basis ed basis groups
groups.
No conspicuous gaps in lending Explainable conspicuous gaps in UneXplainable conspicuous gaps
patterns. lending patterns. in lending.
Centralized underwriting and Local brokers originate a low Decentralized underwriting and
makes own loans. volume of loans. high volume of loans originated by
multiple statewide or nationwide
brokers.
No marketing practices or products | Limited marketing practices or Marketing practices or products
that are targeted to any specific products that are targeted to are targeted to specific groups or
group or location. specific groups or locations. locations, (e.g., advertising sub-
Activity is commensurate with prime or higher cost consumer
strategic focus. loans in a language other than
English).

46 Refer to 15 USC 1691 et seq., 42 USC 3602 et seq., 12 CFR 1002, and 24 CFR 100-110.
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Quantity of Fair Lending Risk Indicators
Low Moderate High

No fair lending complaints or
complaints to the U.S.
Departments of Justice or Housing
and Urban Development regarding
discrimination or discouraged

Limited number of fair lending-
related complaints.

Numerous fair lending-related
complaints.

applications.

regarding discrimination or
discouraged applicants.

No fair lending lawsuits or claims

Community groups have raised
fair lending issues. Some
potential lawsuits (e.g.,
allegations of predatory lending).

Actual fair lending lawsuits or
claims. Investigations of fair
lending complaints by the U.S.
Departments of Justice or Housing
and Urban Development.

No special compensation
incentives for lenders

Lenders do receive incentives for
number of loans made, but
activity is closely monitored.

Lenders receive incentives for
number of loans made without
review.

Quiality of Fair Lendi

Strong

Insufficient

Weak

Bank conducts an
effective fair lending risk
assessment. Results are
discussed with the
board.

effective, but there
be some weaknesse
the system.

Bank conducts a fair
lending risk assessment,
but the system may need
ufiprovement to be fully

Centralized decision
making with ongoing
monitoring for
consistency. Bank
adheres to well-defined
underwriting standards

and override procedures.

Centralized decision
making, but some
aspects of monitoring
could be improved to
achieve greater
consistency. Staff
generally adheres to
underwriting standards
and override procedures.

Bank conducts little or no
monitoring of compliance
with fair lending laws and
regulations.

standards and oVe
procedures.

Decentralized decision
making without
monitoring of
discretionary pricing,
overrides, or policy
exceptions.

Bank has an effective

Bank has a second

Bank has implemented a

No second review

areas of the bank, (e.g.,
rollout of new products,
advertising, changes in
forms, disclosures, etc.).

incorporated, although a
few areas may be
overlooked or not fully
incorporated.
Management effects
corrective action when
the need is identified.

areas may be
overlooked or not
incorporated.
Management generally
effects corrective action
when weaknesses are
identified.

second review process review process, but it second review process, process.
in place. may have minor which may have resulted
weaknesses in some in inconsistent
areas. consideration of denied
applications, exceptions,
or overrides.
Fair lending Fair lending Fair lending Fair lending
considerations are considerations are considerations need considerations are not
incorporated into all generally well improvement, as several | incorporated in

numerous areas of the
bank. Management does
not effect corrective
action.
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Quality of Fair Lending Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Policies and procedures
are strong.

Policies and procedures
are satisfactory, but

Policies and procedures
need improvement, as

Policies and procedures
are significantly flawed

minor weaknesses are
noted.

several weaknesses may
be noted.

and do not provide
meaningful guidance to
explain why business
reasons or other factors
are not discriminatory.

When deficiencies are
identified in the normal
course of business or
second review process,
management promptly
implements meaningful
corrective action.

Management is
responsive when
deficiencies are
identified in the normal
course of business or
second review process,
ut corrective actions
ay not always be fully

Management is not
consistently responsive
when deficiencies are
identified. Some
deficiencies may not be
self-identified.

Errors and deficiencies
are not self-identified.
Management may only
respond when violations
are cited.

Training regarding
consistent treatment is
appropriate and
effective. Necessary
resources have been
provided to govern
compliance. Bank has
experienced, well-
trained, and
knowledgeable staff.

its experience,
and knowledge.

Bank is responsive and
resolves complaints

promptly when received.

In general, complaints
are promptly and
adequately addressed.

Training is conducted but
may be conducted
infrequently or not in a
timely manner.
Resources may not be
adequate to govern
compliance.

Training is sporadic and
ineffective (as evidenced
by inconsistent
application of
underwriting standards);
high volume of
withdrawn/incomplete
applications may indicate
bank is discouraging
applicants.

Management does not
monitor or adequately
and promptly address
complaints.

Appropriate fair lending
compliance controls and
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, and
self-assessments) are
implemented to identify
compliance problems
and assess
performance.

No significant
shortcomings are evident
in fair lending
compliance controls or
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, and
self-assessments).
Probability of serious
future violation or
noncompliance is within
acceptable tolerance.

control functions’,
compliance revie
compliance audits, a
self-assessments).
Probability of serious
future violation or
noncompliance may not
be within acceptable risk
tolerances.

Significant shortcomings
are evident in fair lending
compliance controls or
stems (e.g., quality
ntrol functions,
mpliance reviews,
compliance audits, and
self-assessments). The
probability of serious
future violation or
noncompliance is high.
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Quality of Fair Lending Risk Management Indicators
Strong Satisfactory Insufficient Weak

Clear and objective
standards exist for
referring applicants to
subsidiaries or affiliates,
classifying applicants as
prime or subprime, and
deciding what alternative
loan products should be
offered. Standards are
clearly communicated
and well understood by
staff.

Objective standards exist
for referring applicants to
subsidiaries or affiliates,
classifying applicants as
prime or subprime, and
deciding what alternative
loan products should be
offered, but the
standards may not be
clearly communicated to
staff.

Obijective standards for
referring applicants to
subsidiaries or affiliates,
classifying applicants as
prime or subprime, and
deciding what alternative
loan products should be
offered may exist for
some but not all areas.
Standards may not be
consistently
communicated to staff.

Missing clear and
objective standards for
referring applicants to
subsidiaries or affiliates,
classifying applicants as
prime or subprime, or
deciding what kinds of
alternative loan products
should be offered.
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Consumer Lending Regulations Risk Indicators

The consumer lending regulations risk indicators are used for determining a bank’s quantity
of risk and quality of risk management regarding applicable consumer protection laws and

regulations related to lending.

Quantity of Consumer Lending Regulations Risk Indicators

Examiners should use the following indicators when assessing quantity of consumer lending

regulations risk.

Quantity of Consumer Lending Regulations Risk Indicators

Low

Moderate

High

Noncomplex and stz
products offered (€79.,

long-term mortgages, siihple
consumer loans).

Limited number of complex loan
products offered. Products change
occasionally.

Complex loan products offered
(e.g., adjustable rate mortgages,
home equity lines of credit, or
construction loans). Products
change frequently.

Consistent, high volume of lo
originations with no recently
identified violations of
law/regulation, indicating bank is
accustomed to dealing with
technical regulations.

nsiStent high volume of loan

Low level or infrequent loan
originations and/or frequent
violations noted.

Experienced, knowledgeable staff
in key lending control positions.
May be indicated by low staff
turnover or frequency of training.

oNginations with occasional less
S
Experienc geable staff

control positions.

Inexperienced or untrained staff in
key or high volume critical lending
control positions. High turnover or
infrequent training may be an
indicator.

Stable software and processes
with low errors in technical
requirements (disclosures,
notices, APRs, changes in indices,
etc.).

Implementation of new
or software conversions with s
errors in technical requireme

stem conversions or software
es due to third-party

or merger activity.
indicated by high level
technical

ts.

Electronic banking is not offered
or is limited to account inquiries.

Electronic banking is limited to
nontransactional functions and is
informational only. Information
includes triggering terms. No on-
line loan applications permitted.

Loan application and transactions
accepted via the internet
increasing the difficulty of
delivering disclosures and makes
bank more susceptible to fraud.

Marketing activities are limited to
local area, stable environment,
centralized.

Marketing activities are limited to
standard products, decentralized
channels (branches), and wider
geographical area.

Active marketing of new products
offered through multiple channels
(internet, direct mail, solicitations,
etc.).

Interest rate environment is stable.

Interest rate environment is
changing, but loan volume is
manageable.

Interest rate environment is
unstable causing unmanageable
loan volume.

Few competitors.

Multiple competitors. May result in
bank offering some loan products
it is not experienced in handling.

High level of competition causing
increased loan volume,
particularly in complex loan
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Quantity of Consumer Lending Regulations Risk Indicators
Low Moderate High

products the bank is not
experienced in handling.

Few or no consumer complaints
are received. There is no obvious
pattern as to regulation type when
complaints are reviewed.

Some consumer complaints are
received. There is no obvious
pattern as to regulation type.

Several consumer complaints are
received and may represent a
pattern.

No special flood hazard areas in
lending area (FDPA).

Lending area has few special
flood hazard areas.

Lending area has numerous
special flood hazard areas.

No broker relationship or limited
broker relationships with low
amount of unearned fees either

Moderate use of broker and
moderate amount of unearned
fees either paid or received.

Broker relationship coupled with
high amount of unearned fee
income either paid or received.

paid or received (RESPA).
Bank does not offer pi

C
services that requi %

detailed regulatory’comy
such as the following:

e Credit cards (TILA)
e Home equity loans/lines (TI9A)

e Consumer leases (Consumer
Leasing Act)

o Escrow (RESPA, HPA)

e Private mortgage insurance
(TILA, HPA)

¢ Required service providers
(RESPA)

e Controlled business
arrangements

Bank may offer some products or
services that require expanded,
detailed regulatory compliance
such as the following:

dit cards (TILA)
Hofe equity loans/lines (TILA)
r leases (Consumer

(RESPA)

e Controlled busi
arrangements

Bank offers numerous products or
services that require expanded,
detailed regulatory compliance
such as the following:

e Credit cards (TILA)
e Home equity loans/lines (TILA)

e Consumer leases (Consumer
Leasing Act)

e Escrow (RESPA, HPA)

e Private mortgage insurance
(TILA, HPA)

e Required service providers
(RESPA)

e Controlled business
arrangements

Low number of consumer
complaints received. No pattern
as to type of complaint. Few or no
substantive issues.

Moderate number of co
complaints received without a
pattern as to compliance typ
Moderate number of substantiv
issues.

veral consumer complaints are
jved and may represent a
Significant number of

Bank does not provide disclosures
electronically.

Bank provides electronic and
paper disclosures. Staff is
knowledgeable of E-Sign Act, and
there is effective consumer opt-in
as required by the act.

BanK only provides disclosures
electronically. Staff has some
knowledge of E-Sign Act. Effective
consumer opt-in, as required by
the act, is inconsistent.

No loans subject to the SCRA and
the MLA.

Some loans subject to the SCRA
and the MLA.

Significant number of loans
subject to the SCRA and the MLA.
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Quality of Consumer Lending Regulations Risk Management Indicators

Examiners should use the following indicators when assessing quality of consumer lending
regulations risk management.

Quality of Consumer Lending Regulations Risk Management Indicators

Strong Satisfactory Insufficient Weak
Management fully Management reasonably | Management has a Management does not
understands all aspects of | understands the key marginal understanding | understand or has
lending compliance risk aspects of lending of key aspects of chosen to ignore key
and exhibits clear compliance risk. lending compliance risk. | aspects of lending
commitment to Commitment to lending The importance of compliance risk.
compliance. Commitment | compliance is compliance may not be | Importance of lending
is communicated reasonable and adequately emphasized | compliance is not
throughout affected ar satisfactorily or consistently emphasized or
of the institution. ommunicated communicated communicated
hroughout affected throughout the affected | throughout affected
of the institution. areas of the institution. areas of the institution.
Authority and Authority and Management has not
accountability for lending for lending | accountability for established or enforced
compliance are clearly defined, lending compliance accountability for lending
defined and enforced. may not be clearly compliance
defined or performance.
communicated.
Management anticipates Managemen@adequat€ly 4 Management may not Management does not
and responds well to responds to ¢ nsistently respond to | anticipate or take timely
changes of a market, a market, technologj anges of a market, or appropriate actions in
technological, or or regulatory natur chnglogical, or response to changes of
regulatory nature that affect lending regulati a market, technological
affect lending regulations compliance. or regulatory nature that
compliance. | gompliance. | affect lending regulations
compliance.
Lending compliance Lending compliance Lending compliance
considerations are considerations may not tio ay not _ | considerations are not
incorporated into products | always be formally be consisten jncorporated into product
and system development considered when considered w d systems
processes, including developing products and | developing prod velopment.
changes made by third systems, although issues | and systems. Issu
parties or affiliates. are typically addressed may not be addresse
before products and before products and
systems are fully systems are fully
implemented. implemented.
When lending compliance | Lending compliance Lending compliance Lending compliance
deficiencies are identified, | problems can be problems may require a | errors are often not
management promptly corrected in the normal greater degree of detected internally,
implements meaningful course of business management attention corrective action is often
corrective action. without a significant and may not have been | ineffective, or
investment of money or self-identified. management is
management attention. Management may not unresponsive.
Management is consistently respond to
responsive when lending | identified lending
deficiencies are compliance
identified. deficiencies.
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Quality of Consumer Lending Regulations Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Appropriate lending
compliance controls and
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, and
self-assessments) are
implemented to identify
compliance problems and
assess performance.

Lending compliance
training programs are
effective, and the

necessary resources have

been provided to
appropriate personnel.

Lending compliance
controls or systems (e.g.,
quality control functions,
compliance reviews,
compliance audits, and
self-assessments) do not
indicate any
shortcomings of
significance, although
minor enhancements
may be required.
Probability of serious
future violations or
noncompliance is within
acceptable tolerance.

Lending compliance
controls or systems
(e.g., quality control
functions, compliance
reviews, compliance
audits, and self-
assessments) may
indicate some
shortcomings.
Probability of serious
future violations or
noncompliance may not
be within acceptable
tolerance.

Significant deficiencies
are evident in lending
compliance controls or
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, and
self-assessments).
Likelihood of continued
lending compliance
violations or
noncompliance is high
because a corrective
action program does not
exist, or extended time is
needed to implement
such a program.

resources and
mpliance.

Management may not
provide sufficient
resources and training
for compliance in all
areas.

Management has not
provided resources or
training for compliance
with lending regulations,
or the resources or
training provided are
inadequate.

Compliance risk
management processes
and information systems
are sound, and the bank
has a strong control
culture that has proven
effective for lending
compliance.

Compliance fisk
management S
and information sys
are adequate to avoid
significant or frequent
violations or
noncompliance with
lending regulations.

Compliance risk
nagement processes
d information

Effective control systems
are in place to assure
maintenance of flood
insurance throughout the
loan term. This includes
an effective mechanism to
force placement of flood
insurance if necessary.
(FDPA)

Control systems are in
place to detect the
expiration of insurance,
but there is not a fully
effective mechanism to
provide for the timely
forced placement of
insurance (gaps in
insurance can occur).

Compliance risk
management processes
and information systems
are deficient in
identifying violations and
noncompliance with
lending regulations.

insurance an
mechanisms to p@
for timely forced
placement of insurance
need improvement.

Bank does not have an
effective control system

) detect the expiration
flood insurance or
ere is no mechanism to
provide for the timely
forced placement of
insurance.

Control systems are
effective to collect and
accurately report all
HMDA and CRA loans.

Control systems do not
capture all loans or there
are errors. Bank’s
internal control systems
found data errors and
corrected them.

Control systems do not
capture all loans or
there may be some
errors. Bank’s internal
control systems may
not consistently find
and correct data errors.

Control systems are not
capturing a significant
percentage of loans or
entire categories of
loans. Bank does not
have a quality control
system to detect errors.
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Quality of Consumer Lending Regulations Risk Management Indicators
Strong Satisfactory Insufficient Weak

HMDA or Fair Housing
Home Loan Data
(FHHLD) system data are
evaluated quarterly for
trends and accuracy.

HMDA or FHHLD system
data may not be
consistently evaluated
for trends, but accuracy
is reviewed quarterly.

HMDA or FHHLD
system data may not be
evaluated for trends or
consistently reviewed
for accuracy.

HMDA or FHHLD system
data are not evaluated
for trends or reviewed for
accuracy until prepared
for submission to the
FFIEC.
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Consumer Deposit Regulations Risk Indicators

The consumer deposit regulations risk indicators are used to assess a bank’s quantity of risk
and quality of risk management regarding applicable consumer protection laws and
regulations related to deposit accounts.

Quantity of Consumer Deposit Regulations Risk Indicators

Examiners should use the following indicators when assessing quantity of consumer deposit

regulations risk.

Quantity of Consumer Deposit Regulations Risk Indicators

Low

Moderate

High

Staff is experience
knowledgeable r
regulatory requirement:
to their functions. Staff
generally low.

Staff is generally experienced and
knowledgeable regarding
regulatory requirements that apply
their functions. Some turnover
Is identified.

Staff is inexperienced or is not
knowledgeable regarding
regulatory requirements that apply
to their functions. Turnover may
be high.

Noncomplex products are off
Product types are stable.

(Regulations D, DD, CC, and E)

ité@l number of complex
preducts is offered. Product types

(Regulations D and DD)

Electronic banking is not offered
or is limited to account inquiries.

Several complex deposit products
offered (e.g., index-powered
certificates of deposit, tiered rate,
stepped-rate). Product types
change frequently. (Regulations
D, DD, CC, and E)

informational only
trigger Regulation
requirements). No accg
opening permitted. (R€
D and DD)

centralized. (Regulation DD)

Marketing activities are limited to
local area, stable environment,

Marketing activities are limite
standard products, decentralize
channels (individual branches or
lines of business). (Regulation
DD)

Accounts can be opened via the
internet and transactions
conducted (account-to-account
transfers, electronic bill payment,
etc.). (Regulations D, DD, CC, and

(Regulation DD)

Interest rate environment is stable.

Interest rate environment is
unstable, but volume is
manageable. (Regulation DD)

Interest rates are unstable. May
result in rapid shift in demand for
certain products (Regulation DD).
May indicate a need for further
disclosures to the consumer.

Few competitors. (Regulation DD)

Multiple competitors. May result in
the bank developing more
complex products. (Regulation
DD)

High level of competition. May
result in the bank offering
premiums or bonuses for deposit
products. (Regulation DD)
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Quantity of Consumer Deposit Regulations Risk Indicators
Low Moderate High

Tested and proven software and
processes are in use. Few if any
errors regarding technical
requirements (disclosures,
notices, APYSs, etc.) are noted.
(Regulations DD, CC, D, and E)

New software has been
implemented, or software
conversions have taken place.
Some errors regarding technical
requirements are noted.
(Regulations DD, CC, D, and E)

System conversions or software
changes have been implemented
due to third-party changes or
merger activity. Numerous errors
regarding technical requirements
are noted. (Regulations DD, CC,
D, and E)

Next-day availability of deposits
across the board. Few exception
holds. (Regulation CC)

Case-by-case, new account and
large deposit exceptions occur
occasionally. Deposit holds are
done infrequently. (Regulation
CQ)

Holds are placed frequently.
(Regulation CC)

Low number of consume
complaints received.
as to type of complg

are limited to ATM cards.
(Regulation E)

Moderate number of consumer
complaints received without a
pattern as to compliance type.
Moderate number of substantive
issues.

Several consumer complaints are
received and may represent a
pattern. Significant number of
substantive issues.

Access devices such as ATM and
ards are offered. Multiple
Is may be available.

Bank’'s ATM network may be
extensive. Access devices such
as ATM and debit cards are
offered. Multiple channels may be
available. (Regulation E)

Bank does not offer money market
deposit accounts (MMDA) or
negotiable order of withdrawal
(NOW) accounts. (Regulation D)

OW accounts may
itted by
ién D)

Bank does not provide disclosures
electronically.

MMDA and/or NOW accounts are
offered. NOW accounts may not
be limited to consumers only.
(Regulation D)

paper disclosures.
knowledgeable of
there is effective constiner opt
as required by the act.

Bank provides disclosures
electronically only. Staff has some
knowledge of the E-Sign Act.
ffective consumer opt-in, as
uired by the act, is
inc@nsistent.

Quiality of Consumer Deposit Regulations Risk Man

Indicators

Examiners should use the following indicators when assessing quality of consumer deposit

regulations risk management.
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Quality of Consumer Deposit Regulations Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Management fully
understands all aspects
of deposit compliance
risk and exhibits clear
commitment to
compliance. Importance
of deposit compliance is
emphasized and
communicated
throughout the
organization.

Management reasonably
understands key aspects
of deposit compliance
risk. Commitment to
deposit compliance is
reasonable and
satisfactorily
communicated.

Management may not
fully understand some
key aspects of deposit
compliance risk.
Commitment to deposit
compliance may not be
reasonable or
satisfactorily
communicated.

Management does not
understand key aspects
of deposit compliance
risk. Commitment to
deposit compliance is
nonexistent or
ineffectively
communicated.

Authority and
accountability for deposit
compliance is clearly
defined and enforce

Management anticipat
and responds well to
changes of a market,
technological, or
regulatory nature that
affect deposit regulations
compliance.

Authority and
accountability for deposit
compliance is defined,
Ithough some
finements are needed.

Authority and
accountability for deposit
compliance is not fully
defined and needs
improvement.

Management has not
established
accountability for deposit
compliance
performance.

ment adequately

Management's response
to changes of a market,
technological, or
regulatory nature that
affect deposit regulations
compliance needs
improvement.

Management does not
anticipate or take timely
or appropriate actions in
response to changes of
a market, technological,
or regulatory nature that
affect deposit regulations
compliance.

Deposit compliance
considerations (APYs,
periodic statements,
deposit holds, MMDA
withdrawals/transfers,
etc.) are proactively
incorporated into
products and system
development and
modification processes,
including changes made
by third parties.
(Regulations DD, E, CC,
and D)

considered when
developing product
systems. Issues are
typically addressed
before products and
systems are fully
implemented.

Deposit compliance is
consistently
c@nsidered when

) products and
d issues may

Deposit compliance
considerations are not
incorporated into product
and systems
development.

When deposit
compliance deficiencies
are identified,
management promptly
implements meaningful
corrective action. These
include responding to
customer complaints and
resolving electronic
funds transfer errors.

Deposit compliance
problems can be
corrected in the normal
course of business
without a significant
investment of money or
management attention.
Management is
responsive when deposit
issues are identified.

Deposit compliance
errors are not
consistently detected
internally, corrective
action may be
ineffective, or
management may be
unresponsive.

Deposit compliance
errors are not detected
internally, corrective
action is ineffective, or
management is
unresponsive.
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Quality of Consumer Deposit Regulations Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

Appropriate deposit
compliance controls and
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, self-
assessments) are
implemented to identify
compliance problems
and assess
performance.

No shortcomings of
significance are evident
in deposit compliance
controls or systems (e.g.,
quality control functions,
compliance reviews,
compliance audits, and
self-assessments). The
probability of serious
future violations or
noncompliance is within
acceptable tolerance.

Some shortcomings are
evident in deposit
compliance controls or
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, and
self-assessments). The
probability of serious
future violations or
noncompliance may not
be within acceptable
tolerance.

Likelihood of continued
deposit compliance
violations or
noncompliance is high
because a corrective
action program does not
exist, or extended time is
needed to implement
such a program.

Deposit compliance
training programs ar
effective, and the
necessary resources

have been to appropri
personnel.

Management provides
dequate resources and

Compliance risk
management processes
and information systems
are sound, and the bank
has a strong control
culture that has proven
effective for deposit
compliance.

Management does not
consistently provide
adequate resources and
training, given the
complexity of products
and operations, for
compliance with deposit
regulations.

Management has not
provided adequate
resources or training for
compliance with deposit
regulations.

and informati
are adequate
significant or fr
violations or

noncompliance with
deposit regulations.

Compliance risk
management processes
and information systems
ay need improvement
void significant or
uent violations or

Compliance risk
management processes
and information systems
are deficient.
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Other Consumer Protection Regulations Risk Indicators

The other consumer protection regulations risk indicators are used to assess a bank’s quantity
of risk and quality of risk management regarding applicable consumer protection laws and
regulations that are not directly related to lending or deposit accounts.

Quantity of Other Consumer Protection Regulations Risk Indicators

Examiners should use the following indicators when assessing quantity of other consumer

protection regulations risk.

Quantity of Other Consumer Protection Regulations Risk Indicators

Low

Moderate

High

Bank does not shargfe
information with a
affiliates outside of the g@gula
exceptions contained i
12 CFR 1016 (Privacy)

Bank shares limited customer
information with affiliates and non-
affiliates.

Bank actively shares customer
information with affiliates and non-
affiliates.

Bank does not disclose
information to nonaffiliated third
parties outside the statutory
exceptions, and an opt-out
election is therefore not
necessary. (Privacy)

nk'fliscloses information to

r and conspicuous
a generally

effectuate opt-out
consumers.

Bank has no relationships with
nonaffiliated entities. (Privacy)

Bank has relationships
limited number of nonaffiliated
entities.

Bank discloses information to
nonaffiliated third parties outside
the statutory exceptions.
Consumers are either not
provided with an opt-out notice or
it is not clear and conspicuous. It
is difficult for consumers to submit
the notice. Bank either has not
devised a means to record,
maintain, and effectuate opt-out
election by consumers or it is not
effective.

k has relationships with a

Bank does not report credit
information on its customers other
than to a consumer-reporting
agency. (Fair Credit Reporting
Act)

Bank provides credit information
on its customers to their holding
companies or affiliates as
permitted by the law.

yely provides credit
on its customers to

to market new products.

Bank has not received requests
from government agencies for
information related to customers’
financial records. (Right to
Financial Privacy Act)

Bank has received limited
requests from government
agencies for customers’ financial
records.

Bank has received a significant
number of requests from
government agencies for
customers’ financial records.

Bank does not operate a website
or online service directed to
children younger than 13 or does
not have actual knowledge that it
is collecting or maintaining
personal information from a child
online. (COPPA).

Bank’s website may collect
information from children younger
than 13 but does not have a
Federal Trade Commission-
approved program.

Bank’s website collects
information from children younger
than 13. Bank participates in a
Federal Trade Commission-
approved, self-regulatory program,
and independent review/audit has
verified bank's compliance with
the program.
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Quantity of Other Consumer Protection Regulations Risk Indicators
Low Moderate High

Bank does not market products or
services via email or telephone
(CAN-SPAM, TCPA).

Bank may market products or
services via email or telephone,
but its program does not meet all
requirements of CAN-SPAM or the
TCPA.

Bank markets products or services
via email or telephone. It does not
have controls for, or a process to
review, compliance with
requirements of CAN-SPAM or the
TCPA.

Bank does not regularly collect

Bank occasionally acts as a “debt

Bank frequently acts as a “debt

consumer debts for another

collecting consumer debts a

Act)

person or institution or use any
name other than its own when

therefore not a “debt collector.”
(Fair Debt Collection Practices

collector.”

nd is

collector.”

Quality of Other Con

Indicators

Examiners should use th

protection regulations risk mahag

rotection Regulations Risk Management

llo
ent.

g Mdicators when assessing quality of other consumer

Quality of Other Consumer

rotecti

Regulations Risk Management Indicators

Strong

Satisfactory

Management has
effective privacy and
marketing policies that
accurately reflect the
operations of the bank.
(Privacy, CAN-SPAM,
TCPA)

Management has privac
and marketing policies
that adequately reflect
the operations of the
bank.

fficient

Weak

Bank has implemented a
comprehensive, board-
approved written
information security
program that conforms
with section 501(b) of the
Gramm-Leach-Bliley
Act (GLBA). (Privacy)

Bank has implemented
an adequate, board-
approved written
information security
program that generally
conforms with section
501(b) of GLBA but
could be enhanced.

Management does not
understand or has
chosen to ignore key
aspects of risk within the
privacy regulation.
Privacy and marketing
policies are ineffective
and do not reflect the
pperations of the bank.

Bank has impleme
board-approved writteg
information security
program that may not
fully conform to with
section 501(b) of GLBA.

ank has not
mplemented a written
information security
program or does not
conform with section
501(b) of GLBA.

Compliance actively
monitors to confirm that
the bank does not report
credit information on its
customers other than to
a consumer-reporting
agency. (Fair Credit
Reporting Act)

Compliance adequately
monitors to confirm that
the bank does not report
credit information on its
customers other than to
a consumer-reporting
agency.

Compliance needs to
improve monitoring to
confirm that the bank
does not report credit
information on its
customers other than to
a consumer-reporting
agency.

Compliance does not
monitor to confirm that
the bank does not report
credit information on its
customers other than to
a consumer-reporting
agency.

Bank has an effective
system to appropriately

Bank has an adequate
control system to

Bank needs to improve
its control system to

Bank does not have a
control system in place
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Quality of Other Consumer Protection Regulations Risk Management Indicators

Strong

Satisfactory

Insufficient

Weak

respond to requests for
information related to
customer's financial
records from government
agencies. (Right to
Financial Privacy Act)

appropriately respond to
requests for information
from government
agencies. Control
system may not be fully
implemented.

appropriately respond to
requests for information
from government
agencies.

to appropriately respond
to requests for
information related to
customers’ financial
records from government
agencies.

Training related to
privacy and marketing
laws and regulations is
effective, and resources
have been provided to
personnel.

Management provides
adequate resources and
training given the
complexity of products
and operations for
compliance with privacy
and marketing laws and
regulations.

Management needs to
improve resources and
training given the
complexity of products
and operations for
compliance with privacy
and marketing laws and
regulations.

Management has not
provided resources or
training for compliance
with privacy and
marketing laws and
regulations.

Authority and
accountability for a
and marketing
compliance is clearly
defined and enforced.

thority and
countability for privacy

Authority and
accountability for privacy
and marketing
compliance may not be
clearly defined and
improvements are
needed.

Management has not
established or enforced
accountability for privacy
and marketing
compliance
performance.

Bank either has not
received any consumer
complaints or, if it has,
the complaint resolution
process is timely and
complete.

Appropriate compliance
controls and systems
(e.g., quality control
functions, compliance
audits, and self-
assessments) are
implemented to identify
compliance problems
and assess
performance.

No shortcomings of
significance are evident
in compliance controls or
systems (e.g., quality
control functions,
compliance reviews,
compliance audits, and
self-assessments).
Probability of serious

future violations or

noncompliance is within
acceptable tolerance.

Bank does not
consistently respond to
consumer complaints in
a timely and complete

Bank either does not
respond to consumer
complaints, or does so
after an extended period
of time. Responses are
inadequate.

future violations'mgz
be within acceptable
tolerance.

Likelihood of continued
compliance violations or
noncompliance is high
because a corrective
action program does not
exist, or extended time is
needed to implement
uch a program.

Comptroller's Handbook

231

Community Bank Supervision




Version 1.0

Other Risks > Asset Management Risk Indicators

Asset Management Risk Indicators

Quantity of Asset Management Risk Indicators

Examiners should use the following indicators when assessing quantity of asset management

risk.

Quantity of Asset Management Risk Indicators

Low

Moderate

High

Amount of capital allocated to
asset management is low and
insignificant in relation to total
capital.

Substantial amount of capital is
allocated to asset management
but still not high in relation to total
capital.

Amount of capital allocated to
asset management is substantial
and significant in relation to total
capital.

Asset management rg

administered and/or manageé
mostly noncomplex and small
size.

Asset management products and
services are provided in a limited
number of locations or branches in
one state.

Asset management revenue or
operating profit is an important
contributor to the bank’s total
revenue or operating profit.

Asset management revenue or
operating profit is a substantial
contributor to the bank’s total
revenue or operating profit.

Asset management accounts
istered and/or managed
complex and large in size.

Significant number of asset
management accounts
administered and/or managed are
complex and large in size.

Asset management products and
services are provided in multiple
locations or branches in multiple
states.

Asset management account
growth is low and stable, and
usually below management
expectations. New product volume
is low.

growth is significa
meets or exceeds

is high.

Transaction volume of asset
management accounts is not
significant, and the probability of
significant loss from errors,
disruptions, or fraud is minimal.

Transaction volume of asset
management accounts is
substantial, but the probability o
significant loss from errors,
disruptions, or fraud is acceptable.

Asset management account
growth is significantly above
management expectations. New
product volume is significant and

Compliance with applicable laws
and regulations is good and the
potential for noncompliance is
minimal. Identified violations are
quickly and effectively corrected.

Compliance with applicable laws
and regulations is satisfactory, but
compliance can be improved.
Identified violations are normally
corrected in a satisfactory manner.

Compliance with applicable laws
and regulations is unsatisfactory
and the potential for additional
noncompliance is high. Identified
violations are not corrected in a
timely and effective manner.

Financial losses from asset
management are low relative to
allocated capital.

Financial losses from asset
management are moderate
relative to allocated capital.

Financial losses from asset
management are high relative to
allocated capital.

Volume and significance of
litigation related to asset
management is minimal.

Volume and significance of
litigation related to asset
management is satisfactory, but
increasing.

Volume and significance of
litigation related to asset
management is high and
increasing.
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Quantity of Asset Management Risk Indicators
Low Moderate High

Volume and significance of
complaints by clients is minimal.

Volume and significance of
complaints by clients is
satisfactory but increasing.

Volume and significance of
complaints by clients is high and
increasing.

Compliance with internal bank
asset management related
policies and procedures is good
and the potential for significant
noncompliance is minimal.

Compliance with internal bank
asset management related
policies and procedures is
satisfactory, but unauthorized
policy exceptions exist and policy
compliance can be improved.

Compliance with internal bank
asset management related
policies and procedures is
unsatisfactory and potential for
additional noncompliance is high.

Asset management related audit
findings are usually good. The
type and volume of audit
exceptions are minor. Augdit
deficiencies are quick

effectively correcte

Asset management related audit
typically identifies a moderate
level of exceptions that require a
higher level of management
involvement. Audit deficiencies
are normally corrected in a
satisfactory manner.

Asset management related audit
typically identifies a high level of
exceptions that require a
significant senior management
involvement. Audit deficiencies
are not corrected in a timely and
effective manner.

Quality of Risk Manag

Examiners should use the fol
for asset management activitieS®

eng f

sset Management Indicators

Quality of Risk Man

Strong

Satisfactory

Strategic planning
processes fully
incorporate asset
management. Asset
management strategic
planning and financial
budgeting processes are
sound.

Strategic planning
processes include asset
management. Asset
management strategic
planning and financial
budgeting processes are
adequate but could be
enhanced.

Weak

Strategic planning
processes do not
include asset
management. Asset
management financial
budgeting processes
are inadequate and
ineffective.

Board has adopted asset
management policies that
are fully consistent with
business strategies and
risk appetite.

Board has adopted asset
management policies that
are generally consistent
with business strategies
and risk appetite.

are not sufficiently
consistent with business

strategies and risk
appetite.

Board has adopted
asset management
policies that are
inconsistent with
business strategies
and risk appetite.

Asset management is well
organized with clear lines
of authority and
responsibility for
monitoring adherence to
policies, procedures, and
controls.

Asset management is
adequately organized.
Lines of authority and
responsibility have been
established but could be
enhanced.

Asset management
organization needs
improvement. Lines of
authority and
responsibility may not be
clear.

Asset management is
poorly organized.
Clear lines of authority
and responsibility have
not been established.

Board has employed a
strong asset management
team. Management is
competent, experienced,
and knowledgeable of

Board has employed a
satisfactory asset
management team.
Management is
competent, experienced,

Board has employed an
adequate asset
management team.
Management may need
additional experience or

Board has employed
an inadequate asset
management team.
Management is
inexperienced and
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Quality of Risk Management for Asset Management Indicators

Strong

Satisfactory

Insufficient

Weak

business strategies,
policies, procedures, and
control systems.

and knowledgeable in
most areas.

knowledge in some
areas.

may not be competent.
Inadequate knowledge
of asset management
business.

Processes effectively
identify, approve, track,
report, and correct
significant asset
management-related
policy and control
exceptions.

Processes generally
identify, approve, track,
report, and correct
significant asset
management-related
policy and control
exceptions. Processes
could be enhanced.

Processes do not
consistently identify,
approve, track, report,
and correct significant
asset management
related-policy and control
exceptions.

Processes do not
identify, approve,
track, report, and
correct significant
asset management-
related policy and
control exceptions.

Staffing levels and

expertise are strong fog
the size and compl Q
the asset manage t
business.

Staffing levels and
expertise are adequate
or the size and

Staffing levels and
expertise need
improvement given the
size and complexity of
the asset management
business.

Staffing levels and
expertise are
inadequate for the size
and complexity of the
asset management
business.

Personnel policies,
practices, and training
programs related to asset
management are
reasonable and sound.

needed.

Policies and controls to
prevent and detect
inappropriate conflicts of
interest and self-dealing
are comprehensive and
effective.

Policies and contro
prevent and detect
inappropriate conflicts of
interest and self-dealing
are adequate and
generally effective.

Personnel policies,
practices, and training
programs related to asset
management may need
improvement in some
areas.

Personnel policies,
practices, and training
programs related to
asset management
are deficient and
ineffective.

olicies and controls to

Management and the
board receive
comprehensive
information reports to
manage asset
management risk.

Management and the
board receive adequate
information reports.
Content or timeliness
could be enhanced.

Policies and controls
to prevent and detect
inappropriate conflicts
of interest and self-
dealing are inadequate
and ineffective.

information repor
Content or timel
needs to be impro

Management and the
board either do not
receive information
reports to manage
asset management
risk or the reports they
receive have
ineffective content
and/or are not timely.

Management uses legal
counsel appropriately and
effectively.

Management uses legal
counsel in an adequate
and generally effective
manner.

Management does not
consistently use legal
counsel effectively.

Management's use of
legal counsel is
ineffective.

Risks from new asset
management products
and services, strategic
initiatives, or acquisitions
are well controlled and
understood. Products and
services are thoroughly
researched, tested, and

Risks from new asset
management products
and services, strategic
initiatives, or acquisitions
are adequately controlled
and understood. Products
and services are
researched, tested, and
approved before

Risks from new asset
management products
and services, strategic
initiatives, or acquisitions
may not be adequately
controlled and
understood. Products and
services may not be
sufficiently researched,

Risks from new asset
management products
and services, strategic
initiatives, or
acquisitions are
inadequately
controlled and
understood. Products
and services are
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Quality of Risk Management for Asset Management Indicators

Strong

Satisfactory

Insufficient

Weak

approved before
implementation.

implementation, but
processes could be
enhanced.

tested, and approved
before implementation,
and processes need to
be improved.

inadequately
researched, tested,
and approved before
implementation.

Asset management
compliance program is
comprehensive and
effective.

Asset management
compliance program is
adequate and generally
effective.

Asset management
compliance program
needs improvement to be
effective.

Asset management
compliance program is
deficient and
ineffective.

Account acceptance and
administration processes
are strong and effective.

Account acceptance and
administration processes
are adequate and
generally effective.

Account acceptance and
administration processes
need improvement to be
effective.

Account acceptance
and administration
processes are
deficient and
ineffective.

Processes to develo
approve, impleme,
monitor client investme
policies, including
performance
measurement, are
comprehensive and
effective.

rocesses to develop,
pprove, implement, and
jtor client investment

Processes to analyze,
acquire, manage, and
dispose of client portfolio
assets are comprehensive
and effective.

Processes to develop,
approve, implement, and
monitor client investment
policies, including
performance
measurement, need
improvement to be
effective.

Processes to develop,
approve, implement,
and monitor client
investment policies,
including performance
measurement, have
significant deficiencies
and are ineffective.

Policies and procedures
for the selection and
monitoring of third parties,
including investment
managers and advisors,
are comprehensive and
effective.

Policies and procedures
for the selection and
monitoring of third
parties, including
investment managers and
advisors, are adequate
and generally effective.

Processes to analyze,
acquire, manage, and
dispose of client portfolio
ssets need improvement

Processes to analyze,
acquire, manage, and
dispose of client
portfolio assets have
significant deficiencies
and are ineffective.

effective.

Management fully
understands technology
risks and has readily
available expertise to
evaluate technology-
related issues.

Management generally
understands technology
risks and has reasonable
access to expertise on
technology-related
issues.

Management may no
fully understand all
technology risks and may
not have reasonable
access to expertise on
technology-related
issues.

Policies and
procedures for the
selection and
monitoring of third
parties, including
investment managers
and advisors, have
significant deficiencies
and are ineffective.

Management does not
understand technology
risks and does not
have or use available
expertise on
technology-related
issues.

Management effectively
anticipates and responds
to risks associated with
operational changes,
systems development,
and emerging
technologies.

Management adequately
anticipates and responds
to risks associated with
operational changes,
systems development,
and emerging
technologies.

Management does not
consistently anticipate
and respond to risks
associated with
operational changes,
systems development,
and emerging
technologies.

Management does not
anticipate and respond
to risks associated
with operational
changes, systems
development, and
emerging
technologies.

Management provides
continuous and reliable

Management provides
continuous and reliable

Management may not
adequately provide

Management does not
provide continuous
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Quality of Risk Management for Asset Management Indicators

Strong

Satisfactory

Insufficient

Weak

operating systems,
including financial and
operational services
provided by third parties.
Contingency planning is
comprehensive and
frequently tested.

operating systems,
including financial and
operational services
provided by third parties,
but occasional disruptions
occur. Contingency
planning is adequate but
could be enhanced.

continuous and reliable
operating systems,
including financial and
operational services
provided by third parties,
and occasional
disruptions occur.
Contingency planning
needs improvement.

and reliable operating
systems, including
financial and
operational services
provided by third
parties. Significant
disruptions occur, and
contingency planning
is nonexistent or
ineffective.

Asset management audit
program is suitable and
effective. Oversight by the
board and management4
strong.

Asset management audit

program is satisfactory

but could be enhanced.

Oversight by the board

and management is
dequate.

Asset management audit
program needs to be
improved. Oversight by
the board and
management needs
improvement.

Asset management
audit program is
significantly deficient.
Oversight by the board
and management is
deficient and
ineffective.

Comptroller's Handbook

236

Community Bank Supervision



Version 1.0 Community Bank Internal Control and Audit Assessment Guidance
> Community Bank Internal Control Assessment Guidance

Community Bank Internal Control and Audit
Assessment Guidance

Community Bank Internal Control Assessment Guidance

Internal control is the systems, policies, procedures, and processes effected by the board,
management, and other personnel to safeguard bank assets, limit or control risks, and achieve
a bank’s objectives.

Summary Conclusion

Conclusions from thegcore assessment allow examiners to assess internal control.

The overall sy: ernal control is:

‘ [ Strong Satisfactory | 0 Insufficient | [ Weak ‘

Examiners use the followi

itighs to assess internal control. It is not necessary to meet
every attribute to be accorde ifd

ssment. These key attributes are normally
present to distinguish between asse ut examiners need to factor in the bank’s size,
the nature of its activities, and its ri

ro?arrive at an overall assessment.
Strong

The board and senior management have establisied
for strong internal control and appropriate standard
responsible behavior. The system of internal control ,
operational effectiveness and efficiency and provides for

izational culture that provides
ives for ethical and

financial reporting,

ligable laws and regulations.
Controls are effective in limiting operational losses, and new CQ @ » implemented in a
timely manner in areas found to have deficiencies. The organizatieghe€ an effective process
in place to ensure that controls as described in its policy and procedures manuals are
operating effectively, and these controls are periodically reviewed through a self-assessment
and an independent evaluation. Follow-up is required when internal and external auditors and
regulatory agencies recommend improvements to the internal control system, and that
follow-up is timely and appropriate.

Satisfactory

The board and senior management have established an organizational culture that provides
for adequate internal control and appropriate standards and incentives for ethical and
responsible behavior. The system of internal control generally allows the bank to achieve
objectives in operational effectiveness and efficiency and provides for reliable financial
reporting, safeguarding of assets and information, and compliance with applicable laws and
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regulations. Controls are effective in limiting operational losses, and new controls are
implemented in a timely manner in areas found to have deficiencies. The organization has an
adequate process in place to ensure that controls as described in its policy and procedures
manuals are applied. A periodic self-assessment or independent evaluation of internal
controls may have minor deficiencies. The organization follows up when internal and
external auditors and regulatory agencies recommend improvements to the internal control
system.

Insufficient

The organization ascribes some importance to an adequate control environment, and the
board supports that environment. The organization’s culture generally provides for adequate
internal control and appropriate ethical and responsible behavior. The system of internal
control, however, magpoot provide for reliable financial reporting, safeguarding of assets and
information, and ance with applicable laws and regulations in all areas. Controls
implemented m4 mediate deficiencies found. The organization’s process to
ensure that controls in its policy and procedures manuals are applied may have
weaknesses or may noigflav@peen fully implemented in all areas. A periodic self-assessment
f Int ontrols may have significant deficiencies in specific
areas. The organization gener@allySol1®ws up when internal and external auditors and
regulatory agencies recommene,igdpr nts to the internal control system, but actions
taken may not be completed in a tim€ly marjiper or may not be fully effective.

Weak
The organization does not ascribe to or otherwis Bntly emphasize the importance of
an adequate control environment, and the board@ro rglnal support and oversight for

tently prowde for adequate
internal control and appropriate and responsible behaVAe¥.
does not completely provide for the achievement of objeaf!

controls as described in its policy and procedures manuals are applied as they are meant to be
applied. A periodic self-assessment or independent evaluation of internal controls may be
lacking or have significant deficiencies. The organization is not pro-active, and its follow-up
on identified control weaknesses is inadequate or lacks senior management commitment.
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Community Bank Audit Assessment Guidance
Well-planned, properly structured auditing programs are essential to effective risk
management and internal control systems. Effective internal and external audit programs are
also a critical defense against fraud and provide vital information to the board about the
effectiveness of internal control systems.

For more information, refer to the “Internal and External Audits” booklet of the
Comptroller’s Handbook.

Summary Conclusion

Conclusions from the core assessment allow examiners to assess the audit program.

The overall audi

[ Strong [] isfactory O Insufficient [ Weak

Examiners use the followi fRitians to assess the audit program. It is not necessary to
meet every attribute to be acc@gdedha ific assessment. Examiners consider the key
attributes in the audit core assessmegit wherassessing the audit program. These key attributes

are normally present to distinguish ssments, but examiners need to factor in the
bank’s size, the nature of its activities, ﬁ rofile to arrive at an overall assessment.
Examiners should also consider whether
coverage of consumer protection-related la
program, and compliance risk management sys

Strong

Overall, a strong audit program is assigned a high level oT%wgspect 41y
the organization that is continually confirmed by management agf d attitudes, actions,
O QW€

and support. Audit’s role is clearly spelled out and incorporated
management, new product and service deployment, changes in strategy, and organizational
and structural changes. The OCC can fully rely on the work and conclusions of the audit
function.

Board or Audit Committee Oversight

The board, or its committee assigned audit oversight responsibility, is proactive in dealing
with management and risk management issues in a timely manner. Reports and information
submitted to the board or committee are clear and understandable in their discussions of
issues, emerging risks, corrective actions, testing, and resolution of outstanding items. The
board or committee maintains dialogue with internal and external auditors, regulators, and
management and involves all appropriate groups in discussions on new business ventures, the
potential risks involved, and planned controls. The board or committee takes an active role in
reviewing and approving overall annual audit plans, for internal audit and the external audit

Comptroller's Handbook 239 Community Bank Supervision



Version 1.0 Community Bank Internal Control and Audit Assessment Guidance
> Community Bank Audit Assessment Guidance

engagement, as well as in setting expectations for the roles of both internal and external
auditors and evaluating their performance under the plan. The use of external auditors is
clearly defined in engagement letters.

Audit Management and Processes

Internal audit management possesses industry expertise and knowledge to match the
sophistication and complexity of the bank’s risk profile and operations. Audit is independent
in executing audit plans and audit programs and discussing issues with the board or audit
committee and regulators. Audit scopes and report findings are supported by work papers.
Internal auditors address control deficiencies in a timely manner and perform thorough
follow-up testing to validate corrective measures are effective. Internal audit plans are
completed with minimal carry-over or have appropriately supported amendments based on
significant changes iggthe bank’s risk profile.

The internal andééxt
internal audit duties @r asgd
Audit processes incl
are timely, accurate, co

udit processes are fully effective. Any outsourced or co-sourced
nts are effective and appropriately managed by the bank.
ators and descriptions of key risks and controls in place. MIS
ete, a iable.

Responsibilities between audi t management oversight functions are well
delineated. If appropriate, risk and ffgquency models are effectively used and accurately
reflect the risk posed by the bank’s agtivities. @verall audit planning is effective and timely
in addressing audit needs for low- an % k areas. Audit scopes are flexible to the
extent of addressing new business lines, g¥o andyactivities, and, if appropriate,
merger/acquisition situations.

Audit Reporting

Internal audit reports clearly outline the causes of proble
management issues when present. There are few differenc
assessments and examiner assessments for internal controls.

specifically point out
ank-assigned audit

it ratings, if used,
0l weaknesses exist.
Work paper documentation effectively supports the findings presented in the reports and the
audit ratings assigned.

Internal Audit Staffing

Audit staffing and experience fully complement the level of risk undertaken by the bank.
Staff turnover is minimal, and vacancies are promptly addressed and have little or no effect
on internal audit plans or processes. Recruitment and training processes are effective. The
audit staff possesses a high level of knowledge of the areas audited.
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Satisfactory

Overall, a satisfactory audit program attains an adequate level of respect and stature in the
organization and is generally supported by the actions of management and board. Audit’s
role in overall risk management and its participation in new product and service deployment,
changes in strategy, and organizational and structural changes may be limited but are
conducted effectively.

Board or Audit Committee Oversight

The board or audit committee is effective in its oversight of the audit program. Reports and

information presented to the committee provide sufficient information and discussion of

significant audit and control issues. The committee holds senior managers accountable for

issues in their respecigye business lines. The committee understands the overall audit plans of
' agement of external auditors and the respective roles to be

d external auditors. The use of external auditors is clearly

performed by bd
defined in engagems

Internal audit management ge
adequate internal audit operations a
For small community banks, the lac

dits and follow-up are timely,

ing and monitoring controls. Audit
programs, processes, and information systems a sound and complement the
control and risk management environment. Au
and appropriate for the bank’s size, complexity, a

manages outsourced or co-sourced internal audit duti€

)file. The bank adequately
grigents.

Audit Reporting

Internal audit reports are clear and concise, and accurately reflec s of the area and the
root causes of issues. Bank-assigned internal audit ratings, if used, or assessments are
adequately defined. Conclusion or assessment differences with examination findings may
exist but do not compromise the overall audit program. Internal audit work papers and
programs support findings and conclusions.

Internal Audit Staffing
Audit staff is generally competent and experienced. The audit staff may have experienced

some turnover and vacancies, but not to the extent of compromising internal audit plans and
processes. Staff training is adequate.
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Insufficient

Overall, an insufficient audit program may not be fully integrated into all aspects of the
organization. The audit program may not consistently have the full support of the board and
management. Some weaknesses may be present concerning audit’s role in overall risk
management and its participation in new product and service deployment, changes in
strategy, and organizational and structural changes.

Board or Audit Committee Oversight

The board or audit committee is generally effective in its oversight of the audit program, but
improvements are needed. Reports and information presented to the committee do not
consistently provide sufficient information and likely require additional discussion of
significant audit and gentrol issues. The board or audit committee may not always hold
senior manageme ntable for issues in its respective business line. The committee is
audit plans and determining the respective roles of the internal
ed to take a more active role in this process. The use of

Internal audit management has a bagiC levelpf knowledge and experience, but it may be
limited given the bank’s size, activi

and rigk profile, and as a result, weaknesses exist in
internal audit management and process % | community banks, the lack of internal
audit management independence may not%e &1y mitigated by effective internal controls.

Audit policies exist and are generally effective, pay not always be adhered to or

may require enhancements or updating. Audit p
systems are generally effective in addressing only

Audit Reporting

Internal audit reports, while accurate, do not consistently provid nd concise reviews
of the area and likely do not consistently identify the root causes of issues. Bank-assigned
internal audit ratings, if used, or assessments may not be clearly defined. Conclusion or
assessment differences with supervisory activity findings may exist but should not be
significant. Internal audit work papers and programs generally support conclusions but may
not be well organized or may require enhancement to better document and support individual
findings.

Internal Audit Staffing

Audit staff is generally competent but may require additional experience and/or training
given the bank’s size, activities, and risk profile. The audit staff may have experienced some
turnover and vacancies, and this may have temporarily compromised internal audit plans and
processes. Staff training may require additional enhancement.
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Weak

Overall, a weak audit program is one that is not an integral part of the organization, and the
OCC cannot rely on the audit function’s work or conclusions. The audit program does not
have the full support of the board and management. Audit’s role is unclear and not used in
overall risk management, new product and service deployment, changes in strategy, and
organizational and structural changes.

Board or Audit Committee Oversight

The board or audit committee is not effective in its oversight of the audit program. Reports
and information submitted to the board or committee are insufficient or not fully understood.
The board or committee fails to follow up on control and risk weaknesses noted by audit or
to hold senior managggs accountable for issues in their respective business lines. The board
or committee has @ e role in the overall audit plan or selection of the external audit
engagement and¥s n@i@Volied in determining the respective roles of the internal and
external auditors. E

nt and processes, such as lack of competence or
independence or inadequate scope 0 evi%t are not mitigated by strong internal

controls. Audit policies may exist but ant enhancements in light of the bank’s
size, complexity, and risk profile. Audit pro esses, reports, and information

cang control or risk issues. Outsourced
or co-sourced internal audit duties or assignment§’ar, tive or not appropriately

managed by the bank.

Audit Reporting

Internal audit rating or assessment definitions are loosely defing
reports are unclear and do not reflect accurate conclusions or fu
concerns. Significant conclusion or assessment differences exist with examination findings.
Internal audit program work papers, in many cases, are insufficient or do not support findings
and conclusions.

Internal Audit Staffing

Audit staff is inexperienced or lacks adequate knowledge. The internal audit function is
understaffed or suffers from high turnover significantly affecting internal audit plans and
processes. Management has failed to maintain the staff levels needed to fully support the
internal audit function. Staff training is inadequate.
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Appendixes

Appendix A: Standard Request Letter

This appendix is provided as a guide and should be modified as needed depending on the
scope of the supervisory activity and the risk profile of the bank. The EIC should indicate
which items need to be provided before the start of the supervisory activity and which will be
reviewed during the on-site portion of the supervisory activity. If activities are being
conducted throughout the supervisory cycle, examiners should only request the information
they need to complete the current activity. The EIC is responsible for getting the general
information and maintaining it in Examiner View to avoid duplicate requests to the bank.

During examination g
of obtaining the regt
facilitate providifig a
request letter:

anning, the EIC should discuss with bank management the feasibility
ptter information in a digital format. If bank management can
gital format, the following paragraph should be included in the

In order for us to preparggffecti or this supervisory activity, please provide the

information listed in the attaghmegt t@ this request letter in digital format and send to the

designated EIC via OCC sec il e file transfer tool, which can be accessed by

going to www.banknet.gov. When thi§ is not§possible, we request the data be faxed to a

designated number at our office. Fo arj?es of hard copy information and for security
r

purposes, we request that you provide ion by mail using a “tracking’ service.
Please indicate whether hard copy infornfati be returned.

In addition, the request letter should include the
consumer compliance portion of the examination:

atement with regard to the

The consumer compliance examination is being conduct r the authority of
12 USC 481. However, it also constitutes an investigation Wjthin th %: ganing of section

3413(h)(1)(A) of the Right to Financial Privacy Act. Therefo fiflance with section
3403(b) of the Act, the undersigned hereby certifies that the OC omplied with the
Right to Financial Privacy Act, 12 USC 3401, et seq. Section 3417(c) of the Act provides that
good faith reliance upon this certification relieves your institution and its employees and
agents of possible liability to the your bank’s customers in connection with the disclosure of
the requested information.

Management and Supervision

1. The most recent board packet. Information included in the packet that is requested in this
letter need not be duplicated.

2. Current organizational chart.
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3. If changes have occurred since the last examination, a list of directors and executive
management and their backgrounds, including work experience, length of service with
the bank, etc. Also, a list of committees, including current membership.

4. 1f changes have occurred since the last examination, a list of related organizations (e.g.,
parent holding company, affiliates, and operating subsidiaries).

5. Most recent external audit and consultant reports, management letters, engagement
letters, and management’s responses to findings (including audits of outside service
providers, if applicable).

6. Internal audit schedule, including compliance and other separate audits, for the current
year. Please note those audits that have been completed and their summary ratings, as
well as those thatate in process.

it reports, including compliance and other separate audits, as well
as management’ Include (prior year) audit reports covering loan
than satisfactory rating:
8. A copy of risk assessments perf@fmed by management or an outside party.

9. Brief description of new, expanded,
delivery channels, or changes in the b

10. List of third-party relationships with an indi
include the following for each third-party relati@

e Name of servicer.

e Contact name and phone number.

e Brief explanation of the product(s) or service(s) provi

e Note of affiliate relationships with the bank or relationshi bank insiders.

e For third-party loan originators, please indicate any changes since the prior
examination.

For example, services provided may include the servicing of loans sold in whole or in
part to other entities, including the service provider. OCC examiners use this list to
request trial balances or other pertinent information not otherwise requested in this letter.

11. Minutes of board and major committee meetings (e.g., Audit, Risk, Loan, Asset/Liability
Management, Compliance, Fiduciary, or Technology Steering Committee) since our last
examination.
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12.

A brief summary of corrective action taken to address MRAs and violations identified in
the last examination report. Management need not provide information that has been
previously provided to the OCC (e.g., during the OCC’s periodic monitoring).

Asset Quality

13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

Loan trial balance using the “Interagency Loan Data Request” format (refer to OCC news
release 2013-52, “Increase in Required Electronic Loan Data Fields”), including
applicable code descriptions. Please populate all key fields used in underwriting
decisions.

List of watch, problem, past-due, and nonaccrual loans.
Most recent concgmtrations of credit reports and the results of portfolio stress testing.

Most recent goli degwriting, collateral, and documentation exception reports.

List of insider credi iréctors, executive officers, and principal shareholders) and
their related interestSNJ he li Id include terms (rates, collateral, structure, etc.).
Management need not pravid&thi§ information if it is captured in the loan trial balance

data provided.
List of loan participations purchaged and , whole loans purchased and sold, and
securitization activity since the las n .
List of overdrafts.

Most recent analysis of ALLL.

List of OREO, repossessed assets, classified investm

Bank’s loan policy, including a list of changes since the last examination.

Financial Performance

24,

25.

26.

217.

Most recent ALCO package.

Most recent reports used to monitor and manage IRR (e.g., gap planning, simulation
models, and duration analysis).

Most recent liquidity reports (e.g., sources and uses).

List of investment securities purchased and sold for (current year) and (prior year). Please
include amount, seller/buyer, and date of each transaction.
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28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

Most current balance sheet and income statement.
Most recent strategic plan, budget, variance reports, etc.

For national banks: Securities acquired based on “reliable estimates™ authority in
12 CFR 1.3(i).

Securities acquired using the bank’s lending authority.

Prepurchase analysis for all securities purchased since the last examination.

Summary of the primary assumptions used in the IRR measurement process and the
source.

Current CFP.

Investment portfglio ry trial, including credit ratings.

List of board-approved secur; ealers.

List of shareholders and oWgegshi

Most recent annual and quarterl hamjyrs’ reports.

List of pending litigation, including a‘¥lesgfipfion gf circumstances behind the litigation.
Details regarding the bank’s blanket bond a

data processing-related coverage). Provide na &

deductible, and maturity. Also, please indicate the
the bank intends to maintain the same coverage upon

or insurance policies (including
er,amount of coverage and
oard review and whether

Summary of payments to the holding company and affiliate

Bank work papers for the most recent call report submitted.

List of in-house computer systems and networks. Include equipment vendor, type/version
of system, operating system, number of terminals, and major applications
accessed/processed. Provide schematics for networks (including local or wide area
networks).

List of major software applications used by the bank. Include developer (in-house or
third-party), individual/company responsible for maintenance, and computer system(s)
where application is used. Include PC-based applications or spreadsheets that support the
bank’s risk-management processes (for example, internally developed gap report).
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45. As applicable, contracts, financial analyses, and performance monitoring reports for
third-party IT service providers.

46. Meeting minutes from IT steering committee (or similar group) since the last
examination.

47. Bank and servicer plans for disaster recovery and corporate-wide business recovery,
including report from most recent disaster recovery test.

48. Reports used to monitor computer activity, network performance, system capacity,
security violations, and network intrusion attempts.

49. Bank policies and procedures relating to information processing or information security.

Asset Manage

51. Bank policies and proceédfres

lating to asset management activities.

52. Most recent management report
accounts, account investment re

53. Information on investment activities, includi cent analysis of investment
performance, approved securities lists, arra h mutual funds, and approved
brokers/dealers.

54. Information on asset management operations, includigl a 8ger dcgess report for the trust
accounting system. Please make available the most recéigt recq iﬁl ments of general
J

ledger, cash/demand deposit account and suspense/house
depositories.

55. Asset master list reflecting CUSIP (if applicable), description, number of units, book
value, and market value for each asset. Asset master list should include unique assets
such as real estate, closely held securities, and other nonmarketable assets.

56. Most recent asset management trial balance. Please include account name, account
number, account type, the bank’s investment authority, and market value for each
account. Also identify accounts opened within the past 12 months.

Comptroller's Handbook 248 Community Bank Supervision



Version 1.0 Appendixes > Appendix A

Retail Sales of Nondeposit Investment Products

57. Information on retail sales activities, including the bank’s program management
statement, agreements with third parties providing retail sales services, MIS used to
monitor activities, employee referral programs, and complaints.

Insurance Activities

58. Description of the bank’s insurance activities, planned changes, and client complaint
information.

Consumer Compliance

59. List of changes
process since 1€

e bank’s compliance policies, procedures, and compliance review

examination.
60. Changes in third eladionships, contracts, or activities.

61. List of real estate sectiged lodis Ogiginated in special flood hazard areas since the last
examination.

62. List of consumer complaints re

63. Description of the bank’s complaint reg@futi

64. Copies of (1) fair lending self-assessments;
mortgage lending; and (3) information rega
compliance with Regulation B.

65. Description of the bank’s training programs and critela foRgnsug@ng that employees
receive job-appropriate compliance training.

BSA/AML Compliance

66. Board-approved BSA/AML compliance program, including compliance with
12 CFR 21.21.

67. List of products, services, customers, and geographies with a high risk for money
laundering.

68. Provide an overview of your key internal controls and management information reports to
detect suspicious cash activity, wire transfer activity, monetary instrument sales, and
transactions involving high-risk jurisdictions.

70. List of nonresident alien accounts.
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ADC
ALCO
ALLL
AML
APY
ASC
ATM
BCFP
BOLI
BSA
CAMELS

CAN-SPAM

CCA
CFP
CFR
CIF
CMP
CMS
CMT
COFlI
COPPA
CRA
CSVv
CTR
EFTA
EIC
ERISA
FDPA
FFIEC
FHHLD
FinCEN
FINRA
FSA
GLBA
HIDTA
HIFCA
HMDA
HPA
IRR
IRS

IT

ITC

Appendixes > Appendix B

Appendix B: Abbreviations

assistant deputy comptroller
asset-liability committee
allowance for loan and lease losses
anti-money laundering
annual percentage yield
Accounting Standards Codification
automated teller machine
Bureau of Consumer Financial Protection
bank-owned life insurance
Bank Secrecy Act
capital adequacy, asset quality, management, earnings, liquidity, and
ALy to market risk
y the Assault of Non-Solicited Pornography and Marketing Act
d Community Affairs
ing plan
ulations
ntund

collectiveYgvest
civil money péhal

compliance ma em
constant maturity Trgasury
cost-of-funds index

Children’s Online Privacy Rfot
Community Reinvestment A
cash surrender value

currency transaction report
Electronic Fund Transfer Act
examiner-in-charge

Employee Retirement Income Security A

Flood Disaster Protection Act

Federal Financial Institutions Examination Cou

Fair Housing Home Loan Data

Financial Crimes Enforcement Network

Financial Industry Regulatory Authority

federal savings association

Gramm-Leach-Bliley Act

high-intensity drug trafficking area

high-intensity financial crime area

Home Mortgage Disclosure Act

Homeowners Protection Act

interest rate risk

Internal Revenue Service

information technology

information technology, trust, and consumer compliance

n Act
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ITCC

Libor
MAPR
MCBS
MIS
MLA
MMDA
MRA
NOW
OCC
OFAC
OREO
PPM
PTA
RAS
RESPA
RNDIP
ROE
SCRA
SEC
SSAE
SVP
TCPA
TILA
TISA
UBPR
UFIRS
UITRS
URSIT
USC

Appendixes > Appendix B

information technology, trust, consumer compliance, and Community
Reinvestment Act

London Interbank Offered Rate

military annual percentage rate

Midsize and Community Bank Supervision
management information systems

Military Lending Act

money market deposit account

matter requiring attention

negotiable order of withdrawal

Office of the Comptroller of the Currency
Office of Foreign Assets Control

other real estate owned

g8 and Procedures Manual

pa ough accounts
rié t system
Real ettlement Procedures Act

report of 8&xamin

Serviceme s GiviliRelief Act

U.S. Securities e Commission
Statement on Standagls for Attestation Engagements

stable value protecti

Telephone Consumer n

Truth in Lending Act

Truth in Savings Act

Uniform Bank Performance Rep
Uniform Financial Institutions Ratifg
Uniform Interagency Trust Rating SySte

Uniform Rating System for Information T, 0g
U.S. Code
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References

This section includes a list of items referenced throughout this booklet. References are
applicable to national banks and FSAs unless otherwise noted. References are organized by
core assessment area and therefore may be listed more than once.

Laws

12 USC 4b, “Deputy Comptroller for the Supervision and Examination of Federal Savings
Associations”

12 USC 61, “Shareholders’ Voting Rights; Cumulative and Distributive Voting; Preferred
Stock; Trust Shares; Proxies, Liability Restrictions; Percentage Requirement Exclusion of
Trust Shares” (national banks)

12 USC 161, “Re Comptroller of the Currency”

12 USC 371c, '

12 USC 371c-1, “ReStricti f Transactions With Affiliates”

12 USC 481, “Appol aminers; Examinations of Member Banks, State Banks, and
Trust Companies; al banks)

12 USC 1463, “Supervisio Fageral Savings Associations” (FSAS)

12 USC 1464, “Federal Savin ociatigns” (FSAS)

12 USC 1464(n)(7), “Trusts, CertaingfLoans®rohibited” (FSAS)

12 USC 1468, “Transactions With A
Directors, and Principal Shareholders

12 USC 1468b, “Powers of Examiners” (FSAS)

12 USC 1818, “Termination of Status as Insure

12 USC 1818(i), “Jurisdiction and Enforcement; P

12 USC 1818(s), “Compliance With Monetary Trans8
Requirements”

12 USC 1820(d), “Administration of Corporation, Annual"@n-Site inations of All
Insured Depository Institutions Required”

12 USC 1820(d)(4), “18-Month Rule for Certain Small Instituti

12 USC 1831, “Separability of Certain Provisions of This Chapter’

12 USC 1851, “Prohibitions on Proprietary Trading and Certain Relationships With Hedge
Funds and Private Equity Funds”

12 USC 3401, et seq., “Definitions”

15 USC 6801, et seq.

29 USC 18, “Employee Requirement Income Security Program” (ERISA)

42 USC 4003(a)(10), “Definitions Applicable to Flood Disaster Protection Act of 1973,
Regulated Lending Institution”

42 USC 4012a(f), “Flood Insurance Purchase and Compliance Requirements and Escrow
Accounts, Civil Monetary Penalties for Failure to Require Flood Insurance or to Notify”

Economic Growth, Regulatory Relief, and Consumer Protection Act of 2018 (Pub. Law 115-
174)

Securities Exchange Act of 1934, Section 12, “Registration Requirements for Securities”

Institution”

keeping and Report
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Regulations

12 CFR 1, “Investment Securities”

12 CFR 1.3(i), “Limitations on Dealing in, Underwriting, and Purchase and Sale of
Securities”

12 CFR 3, “Capital Adequacy Standards”

12 CFR 4, “Organization and Functions, Availability and Release of Information,
Contracting Outreach Program, Post-Employment Restrictions for Senior Examiners”

12 CFR 4.6, “Frequency of Examination of National Banks and Federal Savings
Associations”

12 CFR 5, “Rules, Policies, and Procedures for Corporate Activities”

12 CFR 5.51, “Changes in Directors and Senior Executive Officers of a National Bank or
Federal Savings Association”

12 CFR 6, “Prompt @@grective Action”

12 CFR 9, “Fiduci @ jvities of National Banks” (national banks)

12 CFR 9.20(a)(®), “Mwafisfex Agents, Registration”

12 CFR 11, “Securitie ange Act Disclosure Rules”

12 CFR 12, “Recordk nd Confirmation Requirements for Securities Transactions”
(national banks)

12 CFR 12.4-5, “Content andiTi Notification” and “Notification by Agreement;
Alternative Forms and Ti tion”

12 CFR 12.7, “Securities Trading P@licies agd Procedures”

12 CFR 14, “Consumer Protection imSales ofghfisurance”

12 CFR 21, “Minimum Security Devices dures, Reports of Suspicious Activities,
and Bank Secrecy Act Compliance Prog

12 CFR 21.21, “Procedures for Monitoring Ban

12 CFR 30, appendix A, “Interagency Guidelin
Soundness”

12 CFR 30, appendix A, I1.B, “Internal Audit System

12 CFR 30, appendix B, “Interagency Guidelines EstabligfiingNgfor
Standards”

12 CFR 32.7, “Residential Real Estate Loans, Small Business

12 CFR 34, “Real Estate Lending and Appraisals”

12 CFR 44, “Proprietary Trading and Certain Interests in and Relationships With Covered
Funds”

12 CFR 150, “Fiduciary Powers of Federal Savings Associations” (FSAS)

12 CFR 151, “Recordkeeping and Confirmation Requirements for Securities Transactions”
(FSAs)

12 CFR 151, subpart B, “Content and Timing of Notice”

12 CFR 151.50, “What Records Must | Maintain for Securities Transactions?”

12 CFR 151.140, “What Policies and Procedures Must | Maintain and Follow for Securities
Transactions?”

12 CFR 218, “Exceptions for Banks From the Definition of Broker in the Securities
Exchange Act of 1934 (Regulation R)”

12 CFR 223, “Transactions Between Member Banks and Their Affiliates (Regulation W)”

12 CFR 363, “Annual Independent Audits and Reporting Requirements”

Act (BSA) Compliance”
Ning Standards for Safety and

pation Security

Small Farm Loans”
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12 CFR 1016, “Privacy of Consumer Financial Information (Regulation P)”

17 CFR 240.17A, “Preservation of Records and reports of Certain Stabilizing Activities”
(national banks)

17 CFR 247, “Regulation R—Exemptions and Definitions Related to the Exceptions for
Banks From the Definition of Broker”

Comptroller’'s Handbook
Applicable to national banks and FSAs unless otherwise specified.

Examination Process
“Bank Supervision Process”
“Federal Branches and Agencies Supervision”
“Large Bank Su ision”

Safety and Soufidn
“Capital Accoungs a iVigdends”
“Cash Accounts”
“Corporate and Risk'@overn@nc
“Due From Banks”
“Internal Control”
“Interest Rate Risk”
“Internal Control Questionnairesi/erifica@®n Procedures”

“Internal and External Audits”

“Loan Portfolio Management”
“Other Assets (and Other Liabilities)”
“Other Real Estate Owned”

“Rating Credit Risk”

“Related Organizations”

“Retail Nondeposit Investment Products”
“Risk Management of Financial Derivatives”

Asset Management
“Asset Management”
“Asset Management Operations and Controls”
“Collective Investment Funds”
“Conflicts of Interest”
“Custody Services”
“Investment Management Services”
“Personal Fiduciary Activities”
“Retirement Plan Products and Services”
“Unique and Hard-to-Value Assets”

Consumer Compliance
“Compliance Management Systems”
“Fair Credit Reporting”
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“Fair Lending”

“Flood Disaster Protection Act”

“Military Lending Act”

“Other Consumer Protection Laws and Regulations”
“Privacy of Consumer Financial Information”
“Servicemembers Civil Relief Act of 2003”

OTS Examination Handbook
Section 340, “Internal Control”

Comptroller’s Licensing Manual

“Changes in Directors and Senior Executive Officers”
“General Policiegfapd Procedures”

OCC Issuances

OCC Bulletin 1998-20€ Investment Securities: Policy Statement”
OCC Bulletin 2000-20, “®pifor il Credit Classification and Account Management
Policy: Policy Implementgtio
OCC Bulletin 2001-6, “Subpri
Programs”
OCC Bulletin 2003-12, “Interagenc we ent on Internal Audit and Internal Audit
a

e NExpanded Guidance for Subprime Lending

Outsourcing: Revised Guidance on In dit and Its Outsourcing”

OCC Bulletin 2004-56, “Bank-Owned Life Interagency Statement on the
Purchase and Risk Management of Life Ins

OCC Bulletin 2005-9, “Overdraft Protection Pr

OCC Bulletin 2005-13, “Response Programs for UNg g ccess to Customer
Information and Customer Notice: Final Guidance: Guidance”

OCC Bulletin 2005-35, “Authentication in an Internet B wenment: Interagency
Guidance”

OCC Bulletin 2006-24, “Interagency Agreement on ERISA Ref
Between the FFIEC Agencies and the DOL”

OCC Bulletin 2006-35, “Authentication in an Internet Banking Environment: Frequently
Asked Questions”

OCC Bulletin 2006-41, “Nontraditional Mortgage Products: Guidance on Nontraditional
Mortgage Product Risks”

OCC Bulletin 2007-21, “Supervision of National Trust Banks: Revised Guidance: Capital
and Liquidity”

OCC Bulletin 2007-26, “Subprime Mortgage Lending: Statement on Subprime Mortgage
Lending”

OCC Bulletin 2007-36, “Bank Secrecy Act/Anti-Money Laundering: BSA Enforcement
Policy”

OCC Bulletin 2010-1, “Interest Rate Risk: Interagency Advisory on Interest Rate Risk
Management”

urenc

ormation Sharing
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OCC Bulletin 2010-13, “Liquidity: Final Policy Statement: Interagency Policy Statement on
Funding and Liquidity Risk Management”

OCC Bulletin 2010-15, “Overdraft Protection: Opt-In Requirements and Related Marketing
Issues™

OCC Bulletin 2010-24, “Incentive Compensation: Interagency Guidance on Sound Incentive
Compensation Policies”

OCC Bulletin 2010-42, “Sound Practices for Appraisals and Evaluations: Interagency
Appraisal and Evaluation Guidelines”

OCC Bulletin 2011-12, “Sound Practices for Model Risk Management: Supervisory
Guidance on Model Risk Management”

OCC Bulletin 2011-26, “Authentication in an Internet Banking Environment: Supplement”

OCC Bulletin 2012-5, “Interest Rate Risk Management: FAQs on 2010 Interagency
Advisory on Interest Rate Risk Management”

OCC Bulletin 2012-6a Interagency Guidance on ALLL Estimation Practices for Junior

Liens: Guidang nior Liens”

OCC Bulletin 2012- apital Planning: Guidance for Evaluating Capital Planning and
Adequacy”

OCC Bulletin 2012- rnatives to the Use of External Credit Ratings in the

Regulations of the : les and Guidance”

OCC Bulletin 2012-30, “BSAYA ompliance Examinations: Consideration of Findings in
Uniform Rating and Risk Ass stems”

OCC Bulletin 2012-33, “CommunityBank $tress Testing: Supervisory Guidance”

OCC Bulletin 2013-28, “Classificati@n of Secypities: Interagency Guidance”

OCC Bulletin 2013-29, “Third-Party % : Risk Management Guidance”

OCC Bulletin 2014-35, “Mutual Federal Savi ss@ciations: Characteristics and

OCC Bulletin 2016-5, “Civil Money Penalties:

Supervisory Considerations”
iséd il Money Penalty Policy,” and its
attachment, PPM 5000-7, “Civil Money Penaltig

OCC Bulletin 2016-6, “Bank Secrecy Act/Anti-Mong
Administrative Enforcement Actions Based on NoncQ
Requirements or Repeat or Uncorrected BSA Complia

OCC Bulletin 2017-7, “Third-Party Relationships: Supplemefit3

OCC Bulletin 2017-21, “Third-Party Relationships: Frequently A
Supplement OCC Bulletin 2013-29”

OCC Bulletin 2017-43, “New, Modified, or Expanded Bank Products and Services: Risk
Management Principles”

OCC Bulletin 2017-48, “Bank Enforcement Actions and Related Matters: Updated
Guidance,” and its attachment, PPM 5310-3, “Bank Enforcement Actions and Related
Matters”

OCC News Release 2013-52, “Increase in Required Electronic Loan Data Fields”

ation Procedures”
kKedgPuestions to

Accounting Standards Codification

ASC 310-10, “Receivables”
ASC 320, “Investments—Debt and Equity Securities”
ASC 450-20, “Loss Contingencies”
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ASC 825-10, “Financial Instruments—Overall”

Other

FFIEC BSA/AML Examination Manual
FFIEC IT Examination Handbook
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