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Introduction

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook bookilet,
“Internal and External Audits,” is prepared for use by OCC examiners in connection with
their examination and supervision of national banks and federal savings associations
(collectively, banks). Each bank is different and may present specific issues. Accordingly,
examiners should apply the information in this booklet consistent with each bank’s individual
circumstances. When it is necessary to distinguish between them, national banks and federal
savings associations (FSA) are referred to separately.

This booklet addresses the risks inherent in the audit function, comprising both internal and
external audit functions, and the audit function’s role in managing risks. The booklet
addresses internal andeexternal audit functions’ effect on risk management supervisory
expectations and t atory requirements for prudent risk management.

The booklet include nd examination procedures to assist examiners in completing
bank core assessme e affected by the audit functions. The procedures include
verification procedures g furthe ort the examination process. This booklet’s appendixes
provide relevant laws an affongpguidance on internal and external audits, worksheets, a
glossary, and other reference

assessment audit guidance in the “Co iy Balk Supervision,” “Large Bank
Supervision,” and “Federal Branches and
Comptroller’s Handbook.

The examination procedures and othgr refery material in this booklet supplement the core
g

18s Supervision” booklets of the

Background

: | audit programs are
also a critical defense against fraud and provide vital informatigQ oard of directors

The basic guidelines governing OCC expectations for a bank’s audit programs are as follows:

e The board of directors and senior management cannot delegate their responsibilities for
establishing, maintaining, and operating effective audit programs.

e Bank audit programs should be performed by independent and competent staff who are
objective in evaluating the bank’s control environment.

e Examiners must validate the adequacy of the bank’s audit programs.

! Refer to the “Internal Control” booklet of the Comptroller’s Handbook. The “Internal Control” booklet
supplements the internal control core assessment standards in the “Large Bank Supervision” and “Community
Bank Supervision” booklets of the Comptroller’s Handbook. Refer to other Comptroller’s Handbook booklets
for guidance on assessing controls for specific banking products and activities.
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OCC examiners assess and draw conclusions about the adequacy of the bank’s overall audit
function as part of every supervisory cycle. This assessment includes some level of audit
validation, including verification procedures as necessary. The conclusions can significantly
influence the scope of other supervisory activities for the bank. Examiners expand
supervisory activities in applicable areas if they identify significant concerns about the
quality or extent of audit programs or the control environment.

Three Lines of Defense

The three lines of defense model explains governance and roles among the bank’s business
units, support functions, and the internal audit function from a risk management perspective.
First line of defense risk management activities take place at the frontline units? where risks
are created. The second line of defense risk management activities occur in an area or
function separate frgQ e frontline unit, sometimes referred to as independent risk

management.® 1t g€ $)and assesses frontline units’ risk management activities.

n referred to as the third line of defense in this model. In its
primary responsibility @ prowgiding.independent assurance and challenge, the internal audit
function assesses the effé@tivene§s ofthe policies, processes, personnel, and control systems
created in the first and secondiline§, of defense. Refer to the “Corporate and Risk
Governance” booklet of the C andbook for more information on the three lines
of defense.

Risk-Based Auditing /

The OCC encourages a risk-based approach for
methodology that links internal auditing to the b

The internal audit fugicti

ks. Risk-based auditing is a
| risk management framework.

greatest risk and to set priorities for audit work. An audit fu not ignore areas
that are rated low-risk. An effective risk-based audit program e quate audit
coverage for all of the bank’s auditable activities. The frequency aff@depth of each area’s
audit should vary according to the audit risk assessment. Risk-based auditing allows internal
audit to provide assurance to the board that risk management processes are managing risks
effectively in relation to the bank’s risk appetite. The bank’s risk appetite should be
commensurate with the bank’s size and complexity.

2 The OCC’s guidelines establishing heightened standards for certain large banks define the term “front line
unit.” Refer to 12 CFR 30, appendix D, I.E.6, “Definitions, Front Line Unit.”

3 The OCC’s guidelines establishing heightened standards for certain large banks use the term “independent risk
management” for units with the responsibility for identifying, measuring, monitoring, or controlling aggregate
risks. Such units maintain independence from frontline units. Refer to 12 CFR 30, appendix D, I.E.7,
“Definitions, Independent Risk Management.”
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Audit Programs
Effective audit programs should provide

e objective, independent reviews and evaluations of bank activities, internal controls, and
management information systems (MIS).

e adequate documentation of tests, findings, and any corrective actions.

e help in maintaining or improving the effectiveness of bank risk management processes,
controls, and corporate governance.

e reasonable assurance about the accuracy and timeliness with which transactions are
recorded and the accuracy and completeness of financial and regulatory reports.

e validation and review of management actions to address material weaknesses.

Internal audit programs (1Reluging, th@se that are outsourced or co-sourced) are often

associated with

e independent and objective eval
system (such as operational and atmaihi controls beyond those associated with

financial statement preparation).

e ensuring the safeguarding and proper re i bank’s assets.

e determining compliance with laws, regulati blished bank policies and
practices.

e providing consultation and advisory services relatiag
modified products and services, third-party risk man
projects and initiatives.

eas as new, expanded, or
d significant bank

C pank by providing
management and the board of directors with an independent and objective view of the
reliability of the bank’s financial statements and the adequacy of its internal controls over
financial reporting. External audit programs typically focus on financial reporting and
associated processes, as well as matters that might result in material weaknesses, financial
internal control weaknesses, or misstatements that compromise the bank’s financial
statements. Outsourced and co-sourced internal audit activities are not considered part of the
external audit program. Refer to the “External Audit Function” section of this booklet for
more information.

The bank’s internal and external audit programs determine the types of audits or control
reviews to be performed based on the bank’s size, complexity, scope of activities, and risk
profile. Auditors may perform these audits separately or integrate elements of each to achieve
overall bank audit objectives of providing assurance or advisory services. Refer to

appendix B, “Types of Audits and Control Reviews” of this booklet for a list of audits and
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control reviews typically performed at banks. Also refer to the “External Audit Function”
section of this booklet for more information.

Risks Associated With Internal and External Audit Functions

From a supervisory perspective, risk is the potential that events will have an adverse effect on
a bank’s current or projected financial condition* and resilience.® The OCC has defined eight
categories of risk for bank supervision purposes: credit, interest rate, liquidity, price,
operational, compliance, strategic, and reputation. These categories are not mutually
exclusive. Any product or service may expose a bank to multiple risks. Risks also may be
interdependent and may be positively or negatively correlated. Examiners should be aware of
this interdependence and assess the effect in a consistent and inclusive manner. Examiners
also should be alert to concentrations that can significantly elevate risk. Concentrations can
accumulate within gg@Nacross products, business lines, geographic areas, countries, and legal
» Supervision Process” booklet of the Comptroller’s Handbook for
an expanded disCussi king risks and their definitions.

Operational Risk

Operational risk—a function of the internal
capability and integrity, and operating processe

risk in some circumstances, for example, when third-party a
audit personnel deficiencies.

Compliance Risk

The bank’s board and management are responsible and should ensure that the bank complies
with laws, regulations, prescribed practices, and ethical standards. Internal audit is
responsible for testing the adequacy of and compliance with policies, procedures, processes,
and standards. The audit functions themselves are covered by compliance requirements. In

4 Financial condition includes impacts from diminished capital and liquidity. Capital in this context includes
potential impacts from losses, reduced earnings, and market value of equity.

> Resilience recognizes the bank’s ability to withstand periods of stress.

6 Refer to 12 CFR 30, appendix A, 11.B, “Internal Audit System.” Also refer to the independence requirements
in the “Internal Audit Function” and “External Audit Function” sections of this booklet.
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some cases, such as financial reporting, internal and external audit functions are required to
perform a specific type of control assurance and provide a report. Noncompliance with these
requirements or with safety and soundness standards can expose the bank to serious
consequences, including jeopardizing the reputation or condition of the bank, and may result
in increased regulatory attention.

Strategic Risk

Although it does not set the bank’s policies or make business decisions, the internal audit
function can influence them by challenging management. The internal audit function can
provide useful insight and advice for objective setting and strategic decision making, along
with the quality and substance of management, governance structure, and governance
processes.’ The internal audit function should report deficiencies to senior management and

the board with reco ded remediation. The internal audit function’s inability to provide
independent ass result in strategic decisions that increase business line risks
through ineffective p ocedures, and controls contrary to the bank’s risk appetite.®

Reputation Risk

As the board-delegated indep@ndeRit riskgmanagement function of the bank, the audit
functions promote safe and sou f the bank and compliance with laws and
regulations. The audit function also @emonstratgs the bank’s willingness and ability to
manage risks. Real or perceived defi ie it practices, which include external,
outsourced, and co-sourced audit, may in utational risk. Because audit objectivity
rarely can be observed directly, external sta fidence in auditor independence
rests in large measure on their perception. A lac nce in audit objectivity directly
affects confidence in the bank’s financial reporting a situation that can increase
likelihood of financial loss.

Q

Risk Management

Each bank should identify, measure, monitor, and control risk b enting an effective
risk management system appropriate for the size and complexity of 1ts operations. When
examiners assess the effectiveness of a bank’s risk management system, they consider the
bank’s policies, processes, personnel, and control systems. Refer to the “Bank Supervision
Process” booklet of the Comptroller’s Handbook for an expanded discussion of risk
management.

" Refer to Basel Committee on Banking Supervision (BCBS), “The Internal Audit Function in Banks,”
June 2012, for guidance on the value of internal audit in the bank’s strategic decision-making process. Refer to
paragraph 81.

8 Refer to 12 CFR 30, appendix D, I11.B, “Provide Active Oversight of Management.” The board of a large bank
subject to heightened standards may rely on risk assessments and reports by internal audit for support in
questioning, challenging, and, when necessary, opposing management recommendations and decisions.
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All banks should have an effective audit program. Ideally, such a program consists of a full-
time, continuous program of internal audit coupled with a sound external auditing program.
An effective audit program substantially lessens the risk of a bank failing to detect potentially
serious problems.

Board and Management Oversight

Board of Directors

The bank board and senior management are responsible for having an effective system of
internal controls and an effective internal audit system in place. A system of internal controls
is made up of both internal controls and information systems. The system of internal controls
and the internal audit system should be appropriate to the bank’s size and complexity and the
scope and risk of itsgChiyities.®

The bank board Shou the audit functions and should ensure it*°

o effectively scopes,

e ensures the timelines
reports.

e ensures adequate documen testS) findings, and any corrective actions.

e is composed of qualified person
e verifies and reviews management % ress material weaknesses in a timely
manner.

itors the system of internal control.
ra@y of the bank’s financial, operational, and regulatory

e satisfies statutory, regulatory, and super®isory rg@fuicgments.

The directors should ensure that the audit progra grnal controls to identify!!
inaccurate, incomplete, or unauthorized transactions.

deficiencies in the safeguarding of assets.

unreliable financial and regulatory reporting.

violations of laws or regulations.

deviations from the bank’s policies and procedures.

thematic control issues across business activities or auditable entities.

the root cause of any significant control issue.

% Refer to 12 CFR 30, appendix A, “Interagency Guidelines Establishing Standards for Safety and Soundness.”

10 Refer to 12 CFR 30, appendix A, 11.B, “Internal Audit System,” and OCC Bulletin 2003-12,” Interagency
Policy Statement on the Internal Audit Function and Its Outsourcing” (March 17, 2003). For a bank whose size,
complexity, or scope of operations does not warrant a full-scale internal audit function, a system of independent
reviews of key internal controls may be used.

11 Refer to 12 CFR 30, appendix A, “Interagency Guidelines Establishing Standards for Safety and Soundness.”

Comptroller's Handbook 6 Internal and External Audits



Version 1.0 Introduction > Risk Management

Directors cannot delegate these responsibilities. Directors may, however, delegate the design,
implementation, and monitoring of specific internal controls to management and the testing
and assessment of internal controls to others. For banks with trust powers that offer collective
investment funds (CIF), the bank board cannot delegate oversight for the annual audit of the
CIF.12 This board oversight includes approval of the CIF audit scope of work, discussion of
the third-party auditor’s independence, approval of engagement or written agreement before
onset of work, and review of the CIF audit reports with management and third-party auditors.

When appropriate, the board establishes an independent audit committee to oversee audit
functions. The board should maintain an approved set of written criteria for annually
determining whether each potential or existing audit committee member is an outside director
and is independent of management.'® When assessing an outside director’s relationship with
the bank, the board should consider the issue not merely in connection with the director but
also in connection wighypersons or organizations with which the director has an affiliation.
Refer to the “Audj G@w ittee” section of this booklet for further details on audit committee

composition.
Minutes for board mé audit committee meetings, or both, should reflect decisions
regarding internal and eXgrnal a ctivities and other audit or assurance activities, such as
external audit engagement tenfhs @ncliding any decision to forgo an external audit) and the
type of audits to be performe type of internal audit participation in new
products and services, or why an au rticular area is not necessary. The board’s
meeting minutes should also contai resultgfof and basis for the board’s determinations
% mittee member.

Directors should be aware of significant risk'an
especially for new, expanded, or modified prod
information systems, and new or revised laws and

ues for the bank’s operations,
es, emerging technologies,
. The board should consult

Savings Associations for more guidance on directors’ responsibli d accountabilities.

12 Refer to 12 CFR 9.18(b)(6)(i).

13 Written criteria should demonstrate an understanding of audit committee composition regulatory
requirements. For banks that are subject to 12 CFR 363, criteria should assist in determining outside director
status (12 CFR 363.5(a)(3)) and in determining “independent of management” status in accordance with

12 CFR 363, appendix A.28, “Independence of Management Considerations.”

14 Refer to OCC Bulletin 2004-20, “Risk Management of New, Expanded, or Modified Bank Products and
Services: Risk Management Process” (May 10, 2004) (national banks) and the Office of Thrift Supervision
(OTS) Examination Handbook section 760 (FSAS).
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Audit Committee

Establishing an independent audit committee to oversee and maintain the audit functions is a
good, and sometimes required, practice. 12 CFR 363.5(a) requires insured banks with

$500 million or more in total assets to have a dedicated audit committee. Because insured
federal branches do not have separate boards of directors, the audit committee rule does not
apply. Nonetheless, the insured federal branch’s home office and local management should
make a good faith effort and should ensure that duties similar to an audit committee are
performed by qualified persons.®® The OCC encourages all other banks to have a similarly
structured audit committee.

The U.S. Securities and Exchange Commission (SEC) and the Sarbanes—Oxley Act of 2002

(SOX) also impose specific requirements on audit committees of public reporting companies

aimed at strengthenig@their independence, effectiveness, and accountability. Audit

ct to 12 CFR 363 or the filing and reporting requirements of
should comply with SEC rulings and SOX, as appropriate.

ermgnts” section of this booklet for further information.

12 CFR 11 and
Refer to the “Assess@ien

Audit Committee Compegsitio

For banks subject to 12 CFR
vary by bank size.® For a bank that ffas $5
assets as of the beginning of its fisc
directors, the majority of whom must
is a director who is not, and within the préCedifigifiscap year has not been, an officer or
employee of the bank or an affiliate of the bank. N
total assets as of the beginning of its fiscal year, dinmittee members must be
outside directors and independent of management. mittee of any bank with
more than $3 billion in total assets as of the beginningve ear must include
members with banking or related financial management e access to its own
outside counsel, and not include any large customers of th

nts related to composition of the audit committee
million or more but less than $1 billion in total
, all@tidit committee members must be outside

1512 CFR 363, appendix A.27, “Audit Committees, Composition,” outlines au
they should be applied to banks and insured branches of foreign banks.

mittee requirements as

1612 CFR 363.5(a)(2) allows a bank with $500 million or more but less than $1 billion in total assets to have
less than a majority of outside directors who are independent of management if the OCC determines that the
bank has encountered hardships. These hardships relate to the retention and recruitment of a sufficient number
of competent outside directors to serve on the bank’s audit committee. Refer to appendix C, “12 CFR 363
Reporting,” and table 1, “Part 363 Applied to Subsidiary Banks of Holding Companies,” of this booklet.

17 Outside director requirements are defined in 12 CFR 363.5(a)(3). Provisions on independence of management
are defined in 12 CFR 363, appendix A.28, “Audit Committees, Independent of Management Considerations.”

18 Refer to 12 CFR 363.5(b). “Banking or Related Financial Management Expertise” and “Large Customers”
criteria are defined in 12 CFR 363, appendix A.32, “Banking or Related Financial Management Expertise,” and
12 CFR 363, appendix A.33, “Large Customers,” respectively. Refer to the glossary in appendix | of this
booklet.
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banks not covered under 12 CFR 363 to establish an audit committee consisting entirely of
outside directors.'® If this is impracticable, outside directors should be the majority of the
audit committee.

The board should maintain an approved set of written criteria for annually determining
acceptance of existing or potential audit committee members.?° Refer to the “Board of
Directors” section of this booklet for more information.

Banks With Holding Companies

In some situations, the independent audit committee requirement may be satisfied by the
bank’s top-tier or mid-tier holding company audit committee, known as a consolidated audit
committee. The OCC’s heightened standards for certain large banks outline when a bank
holding company’s rigk governance framework, including the independent audit committee,
may be used for th @ ered banks. In general, the large bank and its parent company
should have a sulista imilar risk profile and the bank should represent 95 percent or
more of the parent cg erage total consolidated assets.?! For all banks with

i ssets, the independent audit committee requirements in

led at ier or mid-tier holding company level under some
circumstances. The holding c ust comply with the requirements otherwise

must fall into one of two categories, first having

composite CAMELS? rating of 1 oR2.
downgraded to a 3 or worse, then the ust establish its own audit committee.

Bank audit committee composition, whether co
holding company relationship. Officers and em
company may not serve on the bank’s audit commi§
audit committee (if the bank uses this committee) m
the largest subsidiary bank subject to 12 CFR 363. Whe

19 Refer to OCC Bulletin 1999-37, “Interagency Policy Statement on Externa
Audit” (October 7, 1999).

2012 CFR 363, appendix A.27, “Audit Committees, Composition.”

2112 CFR 30, appendix D.I, “Introduction,” lists criteria for when a covered bank may use its holding company
risk governance framework.

22 The CAMELS supervisory rating assesses banks’ capital adequacy, asset quality, management, earnings,
liquidity, and sensitivity to market risk.

23 Refer to 12 CFR 363.1(a)(2). The OCC may revoke this exception to compliance at the bank level for any
bank with total assets of more than $9 billion for any period during which the OCC determines that the
exception would create a significant risk to the Federal Deposit Insurance Fund. Also refer to

12 CFR 363.1(a)(3). If a bank with more than $3 billion in total assets relies on the audit committee of the
holding company to comply with audit committee composition rules, the holding company’s audit committee
shall not include any members who are large customers of the subsidiary bank.
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committee, the members of the top-tier or any mid-tier holding company audit committee
may serve on the bank audit committee if they are otherwise independent of management of
the bank.2*

Fiduciary Audit Committees

A bank that exercises fiduciary powers must have a fiduciary audit committee. For a bank
that acts in a fiduciary capacity and engages in fiduciary activities, 12 CFR 9.9(c) (national
banks) and 12 CFR 150.470 (FSAs) include membership requirements for the fiduciary audit
committee. The fiduciary audit committee must consist of the bank’s directors or an audit
committee of the bank’s affiliate. There are two requirements for fiduciary audit committee
membership. First, members must not include any officers of the bank or an affiliate who
participate significantly in the administration of the bank’s fiduciary activities. Second, these
regulations limit hovwgmany members of a bank’s fiduciary audit committee may also be
members of any coff e to which the board has delegated power to manage and control

the bank’s fiduciary @ ti

such committees. Fo
Audit Committee Res

The audit committee should p

committee should maintain minutes
decisions.? The bank board may fuli
required to have an audit committee.
Audit Function” sections of this booklet

e Working with internal and external auditors to enSe
audit coverage to meet the risks and demands posed k

e Ensuring that senior management establishes and maintaj @eQuate and effective
internal control system and processes.?’

e Holding committee meetings with a frequency that facilitates'axg#stght, at least four
times a year.

24 Refer to 12 CFR 363, appendix A.30, “Holding Company Audit Committees.” Audit committee members
must be independent of management, while banks with $500 million or more and less than $1 billion in total
assets require a majority of audit committee members to be independent of management.

% Regardless of the audit committee being satisfied at the bank holding company level, the bank holding
company audit committee records are not a substitute for records of the bank board or the bank audit committee.
Refer to 12 CFR 363, appendix A.31, “Duties.”

% Refer to 12 CFR 363.1(a) and 363.5(a). Also refer to BCBS, principles 9 and 10, paragraphs 48-55.

27 Refer to BCBS, “The Internal Audit Function in Banks,” June 2012. Annex 2 gives an overview of the
responsibilities of an audit committee.
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e Establishing schedules and agendas for regular meetings with internal auditors, along
with external auditors when providing oversight.

e Carrying out the appointment, termination, compensation, and oversight of the
independent public accountant (IPA) or external auditor.?®

e Ensuring external auditors are independent and objective in their findings and consistent
with their independence principles and rules. Ensuring that external auditor engagement
letters and any related agreements for services do not contain any unsafe and unsound
limitation of liability provisions before commencing engagement.®

e Monitoring the financial reporting process and overseeing the bank’s establishment of
accounting policies and practices. Reviewing the significant qualitative aspects of the
bank’s accounting practices, including accounting estimates, financial reporting
judgments, and financial statement disclosures.

e Establishing and maintaining procedures (also known as whistle-blower procedures) for

bmit confidential and anonymous concerns to the committee about

g, internal accounting control, or auditing matters.*® Procedures

investigation of complaints received and appropriate

should be set'up
documentation r

e Meeting with ban east once each supervisory cycle to discuss findings of
OCC reviews, inclu con@lusi@ns regarding audit.

e Monitoring, tracking, andol agement accountable for addressing deficiencies
that auditors and regulator , When necessary, providing discipline to ensure
effective and timely response b t to correct control weaknesses and
violations of law or regulation n nal or external audit reports or in
examination reports.

” official notifications
al Audit” section of this

28 According to 12 CFR 363.3(c) and .4(d) and appendix A, 20, “Notice of Tg
must be made to regulators on termination of the external auditor. Refer to t
booklet.

29 The board and an audit committee of a bank have this responsibility. For banks subject to 12 CFR 363,
however, these unsafe and unsound provisions include those that indemnify the IPA against claims made by
third parties; hold harmless or release the IPA from liability for claims or potential claims that might be asserted
by the client bank, other than claims for punitive damages; or limit the remedies available to the client bank.
Refer to 12 CFR 363.5(c) and OCC Bulletin 2006-7, “Interagency Advisory on the Unsafe and Unsound Use of
Limitation of Liability Provisions in External Audit Engagement Letters” (February 9, 2006).

30 According to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003), in situations when
the board fulfills the audit committee responsibilities, the procedures should provide for the submission of
employee concerns to an outside director, timely investigation of complaints received, and appropriate
documentation retention. Section 301 of the Sarbanes—Oxley Act, commonly known as the whistle-blower
provision, requires public companies to implement a confidential system for the reporting of information
regarding questionable accounting or auditing matters.
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The audit committee’s responsibilities may also include the following:

e Reviewing with bank management and the external auditor the scope of services,
significant accounting policies, and conclusions regarding significant accounting
estimates.

e Reviewing with bank management and the external auditor the effectiveness of internal
controls over financial reporting, the resolution of related material weaknesses, and the
prevention or detection of management overrides or compromises.

e Discussing with bank management and the external auditor any significant
disagreements.

e Reviewing with bank management the bank’s compliance with applicable laws and
regulations.

e Overseeing the internal audit function.

e Maintaining mi and other relevant records of audit committee meetings and
decisions.

In overseeing the int@fn dit¥gnction, the audit committee’s responsibilities should
include the following:

e Assigning responsibility f@r th@irterpal audit function (i.e., bank’s chief auditor) to a
member of bank managem
e Reviewing and approving audit Strategie$, audit policies, audit programs, and audit

organizational structure.

e Documenting any risks and mitigationg’as ted with the audit hierarchy reporting
structure. %

e Reviewing and approving internal audit’s c I sessments and the scope of the
audit plan at least annually.

e Periodically reviewing internal audit’s adherenc lan.

e Reviewing and approving the selection and terminati y 8utsourced internal audit
activities.®

e Ensuring that internal auditors (in-house or outsourced) a ent and objective in
their findings and consistent with their independence principlg ules.

e Providing significant input into selection of senior internal audit personnel, setting
compensation, and evaluating the performance of the chief auditor.

e Retaining auditors who are fully qualified to perform the audit activities.

31 Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003), for details unless
noted otherwise.

32 According to 12 CFR 30, appendix D, I.E.2, “Definition, Chief Audit Executive,” which applies to certain
large banks, the chief audit executive is the individual who leads the internal audit function and must be one
level below the chief executive officer (CEO). Refer to 12 CFR 30, appendix D, I.E.8, “Definitions,” and to the
“Audit Management” section of this booklet.

33 Refer to OCC Bulletin 2013-29, “Third-Party Relationships: Risk Management Guidance” (October 20,
2013) for more information.
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e Establishing objective criteria to oversee the internal audit function and evaluate its
performance, which should include any third-party risk management activities.*

The audit committee, for a large bank, under 12 CFR 30, appendix D, may be appointed by
the bank board to review and approve the bank’s formal talent management program only
with respect to the chief audit executive, his or her direct reports, and other potential
successors. The program may be helpful to the audit committee in fulfilling its responsibility
to approve all appointments, removals, and annual compensation and salary adjustments of
the chief auditor. Refer to the “Audit Programs” section of this booklet for more information.

Audit Committee Charter

A formal audit committee charter sets forth the objectives, authorities, responsibilities, and
organization of the ¢ ittee.® An audit committee charter can serve to remind committee
members of their g nd responsibilities and to familiarize new members with these
responsibilities. mittee should review, update as warranted, and approve its
charter on an annual harter should be approved by the board and shared with
internal and external

AN

The formality and extent of af@anis #hternal and external audit programs depend on the
bank’s size, complexity, scop tiygi nd risk profile. The audit committee should
assign responsibility for the internalf@udit fulction to a bank employee (generally referred to
as the internal audit manager or chi
independent of areas under review, and ha onsibility for operating the system of
internal control.®® Some small banks do n
Instead, audit responsibilities may lie with an of pployee designated as a part-time
auditor or with employees who may share the a : other banks, the board, through
al audit function. This
booklet refers to the person with responsibility for thevaa ctign as the chief auditor.
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Audit Management

The chief auditor is the bank manager responsible for implemen rd-approved audit
directives. He or she oversees audit operations and provides leadership and direction in
communicating and monitoring audit policies, practices, programs, and processes. The chief

3 According to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003), performance criteria
for audit personnel and the audit function as a whole can include the timeliness of each completed audit,
comparison of overall performance to plan, and other measures.

35 A public company must disclose whether it has an audit committee charter and, if so, make the charter
publicly available. Refer to 17 CFR 229.407. A stock exchange may require a company with shares listed on the
exchange to have an audit committee charter.

3 Refer to OCC Bulletin 2003-12, “Interagency Policy on Internal Audit Function and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003).
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auditor should establish clear lines of authority and reporting responsibility for all levels of
audit personnel and activities. The chief auditor also should ensure that members of the audit
staff have the necessary experience, education, training, and skills to properly conduct
assigned activities. In managing the internal audit function, the chief auditor is responsible
for control risk assessments, audit plans, audit programs, and audit reports.®’

Banks should conduct their internal audit activities according to existing professional
standards and guidance. For example, the Institute of Internal Auditors’ (I11A) “International
Standards for the Professional Practice of Internal Auditing” provides standards and guidance
for independence, professional proficiency, scope of work, performance of audit work,
management of internal auditing, and quality assurance reviews.% Internal auditors should be
familiar with these or similar standards.

Internal Audit Oveggight and Structure

The bank board€hou
the internal auditors

onfidence that the reporting hierarchy of the chief auditor and
internal audit function to be impartial and not unduly
influenced by manag -t0-day operations. The chief auditor should have no
responsibilities for operatng the of internal controls and should report functionally to
the bank’s audit committee” Ifrth nce of a board audit committee, the chief auditor
should functionally report to r

functionally accountable to the audit ¢ reports to another senior member of
management on administrative matters.396u gement potentially limits the
independence and objectivity of the chief audito guditing the senior executive’s
business units. In these circumstances, the chief icer, controller, or other similar
i activities. In dual reporting,

A dual bank reporting arrangement als%used in which the chief auditor is
iftee

the objectivity of internal audit is best served when tf

to the chief executive officer (CEO). In addition, the chi guld have appropriate
stature within the bank. According to 12 CFR 30, appendi i lines the OCC’s
heightened standards guidelines for certain large banks, the chig should be

positioned one level below the bank’s CEO.*? Refer to the “Outst nternal Audit
Oversight Responsibilities” section of this booklet for other considerations in the reporting
hierarchy.

37 1bid.
38 Refer to the 11A’s website for standards and other material on internal auditing.

3 The “Audit” booklet of the Federal Financial Institutions Examination Council (FFIEC) Information
Technology (IT) Examination Handbook and the preamble to 12 CFR 30, appendix D, “OCC Guidelines
Establishing Heightened Standards For Certain Large Insured National Banks, Insured Federal Savings
Associations, and Insured Federal Branches,” describe administrative matters in this context to include routine
personnel matters such as leave and attendance reporting, expense account management, and other departmental
matters. Refer to 79 Fed. Reg. 54518, at 54527 (September 11, 2014).

40 Refer to 12 CFR 30, appendix D, I.E, “Definitions.”
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Some banks seek to coordinate the internal audit function with several risk monitoring
functions (e.g., loan review, market risk assessment, and legal compliance departments) by
establishing an administrative arrangement under one senior executive. Coordination of these
other monitoring activities with the internal audit function can facilitate the reporting of
material risk and control issues to the audit committee, increase the overall effectiveness of
these monitoring functions, better use available resources, and enhance the bank’s ability to
comprehensively manage risk. Such an administrative reporting relationship should be
designed so as to not interfere with or hinder the chief auditor’s functional reporting to and
ability to directly communicate with the bank’s audit committee. In addition, the audit
committee should ensure that efforts to coordinate these monitoring functions do not result in
the chief auditor compromising his or her independence. Furthermore, the chief auditor
should have the ability to independently audit these other monitoring functions.

In structuring the repg
diminished indepey€
any dual reportifig or

consideration of repgifti

ing hierarchy, the bank board should periodically weigh the risk of
@against the benefit of reduced administrative burden in adopting
ational structure. The audit committee should document its

Internal audit functions 8§ foreig ing organizations (FBO) should cover the FBO’s U.S.
operations.*? Typically, the FBO'§U#&.-domiciled internal audit function, its head office
internal audit staff, or some ¢ ipati he two performs such audits. Audit findings

should be reported to U.S. operatio
department, with significant advers
committee and senior management. R
Supervision” booklet of the Comptroller’

anagement and the head office audit

I orted to the head office board or audit
ederal Branches and Agencies
okdor more information.

Internal Audit Charter

Each bank should have an internal audit charter or m
the purpose, responsibilities, standing, and authority of t
manner that promotes an effective internal audit function.

t that formally articulates
rnal audit function in a

An internal audit charter should establish the following:

e The objective and scope of the internal audit function.

4l Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003).

42 The OCC charters several types of FBOs that include subsidiary charter, federal branch, limited federal
branch, federal agency, and loan production office.

43 Smaller banks may articulate the internal audit charter in a mission statement.
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e The internal audit function’s reporting position within the bank and its relationship to
other control functions,** as well as its responsibility and authority.

e The responsibility and accountability of the chief auditor.

e The internal audit function’s responsibility to evaluate effectiveness of the bank’s risk
management, internal controls, and governance processes.

e The criteria for when and how the internal audit function may be outsourced, in full or in
part, to external experts.

The internal audit charter promotes an effective internal audit function by providing guidance
on the following:*°

e The key features for the operation of an internal audit function. These features include
independence, objectivity, competence, and due professional care and ethics.

e The terms and c@f@itions according to which the internal audit function can be called on
to provide cog ,.%

)r advisory services or to carry out other special tasks.

0 whom this should be done (reporting line).
uditing standards.
ofithe internal audit function with the external auditor.

internal audit function with the authority for
ing MIS and board or audit committee
tivity or entity. That authorization should

member of the bank’s staff.
Bank audit management should develop the chaftg¥ ang’p8giodically review it for any needed
changes. The bank board or its audit committee pve or confirm the audit charter
and any subsequent changes made to it. The internaRgudi should be available to all
internal stakeholders of the organization and, in certain cit, tanees, such as listed entities,
to external stakeholders and communicated throughout th&pan
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minutes) needed to effectively exami y
also include access to and communicatio

it

Board or Audit Committee Reports

The chief auditor should prepare board or audit committee reports as part of his or her regular
reporting to and discussions with the audit committee. (The OCC recommends reporting at
least quarterly.) Executive summary reports or audit information packages might include the
following:

Status of meeting the annual audit plan.
Activity reports for audits completed, in process, and deferred or cancelled.
Staffing and training reports.

4 Refer to the “Internal Audit Function” and “Internal Audit Oversight and Structure” sections of this booklet
for information on reporting structures and audit committee oversight responsibilities.

45 Refer to BCBS, “The Internal Audit Function in Banks,” June 2012, for information on internal audit charter
elements relating to banks operating internationally.
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e Discussion of significant accounting issues and regulatory reports and findings, including
the root cause of issues and their impact on the organization.

e Summaries of audits.

e Risk assessments or summaries.

e Tracking reports for outstanding audit and control issues.

e Other information the audit committee or internal auditor deems appropriate.

Refer to the “Internal Audit Function” section of this booklet, which provides further
information on individual reporting elements in alignment with the given activity.

Outsourced Internal Audit Oversight Responsibilities

Internal audit outsourcing is a third-party relationship between the bank and a third party to
provide internal audi’Secvices. Outsourcing arrangements take many forms and are used by
banks of all size party may be an outside vendor or a person employed by the
bank’s holding comp of its other affiliates (referred to as related organizations).
Partial outsourcing, co-sourcing, occurs when the outsourced internal audit
services are performe coneertaadth bank employees. Some banks use these arrangements
to enhance the quality o ir.coptrolenvironment by obtaining the services of third parties
with specialized expertise andiknoWwl€dge to critically assess and recommend improvements

to internal control systems. Ba SONse co-sourcing to help the bank’s audit staff
members develop their own knowle@lge and®€xpertise. Large banks and those with
international activity are encourage et n staff and limit outsourcing of internal

audit activities.*®

and should ensure that the

ghtly managed and comply with

safety and soundness, the

jons, make management
mber of management

The bank board and senior management remain
outsourced internal audit functions or activities
the principles of the bank’s internal audit charter.*
outsourcing internal auditor should not perform manager
decisions, or act or appear to act in a capacity equivalent
or an employee.*

thatef

Bank board and audit management must provide active oversight outsourced internal
audit activities.*® Larger banks and more formally structured community banks should have
internal audit departments or internal audit managers oversee the third party. Small banks

should appoint a qualified and competent employee to act as a point of contact between the

46 Refer to BCBS, “The Internal Audit Function in Banks,” June 2012, principle 15: “Outsourcing of Internal
Audit Activities,” which recommends that large banks and internationally active banks perform internal audit
activities using their own staff.

47 Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003).

*8 1bid.

9 1bid.
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bank and the third party and to oversee the third party. (This individual may or may not be a
formally designated chief auditor). The chief auditor is responsible for approving the audit
scope, plan, and procedures to be performed. Furthermore, the chief auditor is responsible for
the results of the outsourced audit work, including findings, conclusions, and
recommendations. The third party may report these results jointly with the chief auditor to
the audit committee.°

Because the internal audit function is critical to managing the risks of the bank, the bank
board and management should employ appropriate third-party risk management.>! Entering
into an internal audit outsourcing arrangement may increase operational and other risks. The
board should have a contingency plan in place to mitigate any significant disruption in audit
coverage should this arrangement be suddenly terminated. This is particularly important for
auditing of high-risk areas or functions. To clearly distinguish the bank’s internal audit
function’s duties froggaghose of the third party, the bank should have a written agreement,
often in the form g agement letter.>2

Refer to the “Outsou

rnal Audit” section of this booklet for more information.
Holding Company or Af{iliate Services
The bank may also employ sefgices f

services. In some cases, the bank ch
company. When the bank chief audi

holding company or one of its affiliates for audit
r may be associated with the bank’s holding

dependence. Examiners should
understand the bank chief auditor’s employmen &' whap assessing the audit committee’s
documentation of the audit organizational risks and aonss Refer to the “Audit
Committee” section of this booklet for more informatien

nfg g any additional

applicable laws, regulations, or guidance. Refer to the “Relatec @ ions” booklet of the
Comptroller’s Handbook (national banks) and the Office of Thri pgrvision (OTS)
Examination Handbook section 730 (FSAs) for more information on affiliate risk
management and transactions.

% 1bid.

51 Refer to OCC Bulletin 2013-29, “Third-Party Relationships: Risk Management Guidance” (October 20,
2013).

52 Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003).
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Internal Audit Function

The internal audit function is the third line of defense.®® The internal audit function’s primary
role is to independently and objectively review and evaluate bank activities. This role helps
to maintain and improve the efficiency and effectiveness of the bank’s risk management
system, internal controls systems,>* and corporate governance. The internal audit function
should monitor the bank’s internal controls systems by

e evaluating the reliability, adequacy, and effectiveness of internal controls that promote
the safety and soundness of the bank, whether operated by the bank or a third party.

e ensuring that bank internal controls result in prompt and accurate recording of
transactions and proper safeguarding of assets.

e determining whether the bank complies with laws and regulations and adheres to

To conduct these activitie ctivelyy the internal audit function should have ongoing
communication with its stakeRoldeks. | al auditors should be aware of and understand the
bank’s strategic direction, obje s, services, and processes, as well as relevant
laws and regulations. The auditors c@mmuntCatg findings to the bank board or its audit
committee and senior management. i gtor should develop an ongoing
communication process with manageme
issues.

Internal auditors often have an advisory or consultj
bank. The advisory role serves the bank’s board and¥
and controls, including appropriate documentation and au
implementation processes. Refer to the “Advisory and O
booklet for more information.

ilsof the bank’s planning and
ACtiviiges” section of this

The internal audit function should ensure that it appropriately safeg®ards information in
fulfilling its responsibilities. The sophistication of tools and processes used by internal audit
may vary based on the size and complexity of the bank. Auditing work program tools, for

%3 Refer to the “Corporate and Risk Governance” booklet of the Comptroller’s Handbook.

54 Per 12 CFR 30, appendix A, Il.A, “Operational and Managerial Standards, Internal controls and information
systems,” internal control systems include internal controls and information systems.

55 Refer to 12 CFR 30, appendix A, 11.B, “Internal Audit System.” For certain larger banks, 12 CFR 30,
appendix D, further provides that the board or an appropriate board committee should review and approve a
written talent management program for development. Refer to 12 CFR 30, appendix D, Il.L, “Talent
Management Processes.”
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example, may store audit supporting documents that contain customer data. Appropriate
access and other internal controls should be in place to safeguard information.>®

Risk-Based Auditing Program Design

Properly designed risk-based audit programs increase audit efficiency and effectiveness. The
sophistication and formality of audit approaches vary depending on the bank’s size,
complexity, scope and risk of activities, staff capabilities, functional quality of controls,
geographic diversity, and use of technology. All risk-based audit programs should do the
following:

¢ Identify all of the bank’s businesses, product lines, services, and functions (i.e., the audit
universe). This includes the bank’s data, application and operating systems, technology,

and compliance requirements within those businesses, product

jens that the bank should audit (i.e., auditable entities).

business units, departments, and products that identify

business and contr cument the structure of risk management and internal
control systems.

e Use arisk measurement ofiris
risks of significant busines

e Include bank board or its audit
result, and annual risk-based au
schedules, audit cycles, work progra
audited.

ring system to rank and evaluate business and control
ents, and products.

approval of risk assessments, or the aggregate
tablish internal and external audit

them for significant business units, departments, and pro@eic

The bank’s policies and procedures govern its internal audit progr nd elements,
supporting a risk-based audit program design. The mission statement or audit charter should
outline the purpose, objectives, organization, authorities, and responsibilities of the chief
auditor, audit department, audit staff, and audit committee. Refer to the “Board and
Management Oversight” section of this booklet for more information. The chief auditor
should establish policies and procedures to guide the audit staff. The form and content of

% The Gramm-Leach-Bliley Act (GLBA\) calls for safeguarding in the storing, accessing, and transition of
customer information and systems. Refer to 15 USC 6801, 6805. The “Information Security” booklet of the
Federal Financial Institutions Examination Council (FFIEC) Information Technology (IT) Examination
Handbook provides examiners with procedures on bank information security programs in accordance with
GLBA.

57 Refer to the “Audit” booklet of the FFIEC IT Examination Handbook.
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these policies and procedures should be consistent with the size and complexity of the
department and the bank. Many policies and procedures may be communicated informally in
small internal audit departments, while larger internal audit departments normally require
more formal and comprehensive written guidance.®® Policies and procedures in smaller banks
may not have the same formality or level of detail as those in larger, more complex banks.
Examiners assess both the design and operating effectiveness of the elements of the internal
audit program that includes these policies and procedures.

Audit Risk Assessment Methodology

The audit risk assessment is a key element in the achievement of the bank’s objectives to
determine how risks should be managed. The audit risk assessment assists the auditor in
understanding the bank, the environment, and the industry in which the bank operates. To
determine the appropiate level of audit coverage for the bank, the internal audit function
should define an g# @ audit risk assessment methodology. The methodology should
provide the chief’aud ; ank board and its audit committee with objective information
to properly prioritize jon of audit resources. The methodology should include an
analysis of individua nK risks and thematic control issues and address the bank’s
processes and procedureSyfor evalUating the effectiveness of risk management, control, and
governance processes. The'mgtho@ol@gy also should address the role of continuous auditing
in determining and evaluating % s an internal audit process for incorporating
other risk identification techniques nk’s management uses, such as a risk and
control self-assessment. The compo
internal audit function’s assessment o
of the audit universe.

Audit Universe

The audit universe should represent the bank’s audit
effective processes to identify all auditable entities (e.g.,

organizational levels. Examiners should gain an understanding of any aggregation to properly
assess whether the audit universe meets this risk-based audit program element. For certain
large banks covered under the OCC’s heightened standards, the internal audit function should
prepare and maintain a complete and current inventory of all of the bank’s material

processes, product lines, services, and functions.®® To address the specific nature of
information systems, banks typically create a secondary audit universe for information

58 OCC Bulletin 2003-12, “Interagency Policy on Internal Audit and Internal Audit Outsourcing: Revised
Guidance on Internal Audit and Its Outsourcing” (March 17, 2003), relates effective internal audit policies and
procedures to a competent internal audit function with sufficient expertise and resources to identify the risks
inherent in the bank’s operations and assess whether internal controls are effective.

%9 Refer to 12 CFR 30, appendix D, I1.C, “Roles and Responsibilities.”
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technology (IT). The bank’s IT audit universe should contain an inventory of the bank’s data,
application and operating systems, technology, facilities, and personnel.®°

Internal audit should use its knowledge of the bank to determine whether it has identified all
current auditable entities. Internal audit may use the general ledger, cost centers, new product
approval processes, organization charts, department listings, knowledge of the bank’s
products and services, major operating and application systems, significant laws and
regulations, and other data. Other bank risk assessments, such as the information security risk
assessment and risk control self-assessments, can help internal audit in establishing and
maintaining its audit universe. Refer to the “Non-Internal Audit Assurance Activities”
section of this booklet for more information.

The audit universe should be documented and reviewed periodically as significant changes
occur, or at least durigg the annual audit planning process.

A comprehensive ris eS§gerit should effectively analyze the key risks (and critical risk
management functions) Tt the b d prioritize auditable entities within the audit
universe.

An audit risk assessment should do
associated risks. The chief auditor t
management for the different activities or

ioggcan leverage risk assessments

Raintaining its overall audit risk

Bld apply independent judgment.
dit is expected to identify and

conducted by other areas of the bank in esta
assessment. When doing so, the internal audit f
For banks covered under 12 CFR 30, appendix D, 1§
communicate to the audit committee significant insta
independent risk management are not adhering to the ba rnance framework.

own judgment of risks after consultation with senior manageme
audit committee.

Major risk factors commonly used in the audit risk assessment are the following:

e Nature and scope of the businesses, product lines, services, and functions relative to the

bank and banking industry.
e Nature of transactions (e.g., volume, size, liquidity, and geographic diversity).

80 Refer to the “Risk Assessment and Risk-Based Auditing” section in the “Audit” booklet of the FFIEC
IT Examination Handbook.

61 Refer to 12 CFR 30, appendix D, I1.E, “Standards for Risk Governance Framework, Risk Appetite
Statement,” which provides guidelines for certain large banks regarding risk appetite statements.
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e Nature of the operating environment (e.g., technology, compliance with laws and
regulations, complexity of transactions, changes in volume, degree of system and
reporting centralization, and economic and regulatory environment).

e Nature of reasonable and foreseeable internal or external threats.

e Nature and scope of third-party services and products employed.

e Human resources (e.g., experience of management and staff, turnover, competence, and
degree of delegation).

e Nature and strength of internal controls and information systems (e.g., security, MIS, and
manual or automated controls).

e Degree and level of governance and oversight by senior management.

e Timing, scope, and results of internal audit assurance of the auditable entity.

e Probable impact and likelihood of a threat event occurring.

Auditors or risk m should develop written guidelines on the use of risk assessment
tools and risk fa eview the guidelines with the board risk committee or audit
committee. The soph ighand formality of guidelines varies depending on bank size,
complexity, scope offac ographic diversity, and technology used. Auditors use the
guidelines to grade or isk areas, along with risk themes. The written guidelines
should specify the follow

essmaj

e Length of the audit cycles>®PRisgguideNine is based on the scores or assessments. Audit
cycles should be defined and sh@uld enstiregppropriate audit coverage of all auditable
entities. For example, some bank Tour-year audit cycle, with high-risk areas
audited every 12 months and low-riskgdre ry 48 months. Refer to the “Audit Cycles”
section of this booklet for more information.

e Risk-scoring methodology: These guidelin
scoring and measurements. The risk-scoring

processes along with the risk

y defines the basis for assigning

ks could be normal industry

elines also define the
range of scores or assessments (for example, low, me or a numerical
sequence such as 1 through 5).

e Risk assessments overrides: The guidelines should specif override the
assessments, the approval process for such overrides, and the réporting process for
overrides. The override process should involve the bank board or its audit committee,
perhaps through final approval authority or through timely notification procedures.
Overrides of risk assessments should be more the exception than the rule and tracked
appropriately.

e Timing of audit risk assessments for each department or activity: The audit risk
assessment, as a whole, is updated as part of internal audit’s annual planning. The audit
risk assessment should be a dynamic tool for the internal audit function, with periodic
updates to reflect changes in the bank’s risk profile, key staff, technology, products,
services, functions, or activities, along with industry or regulatory changes. Internal
auditors should consider reviewing and updating the applicable portion of the audit risk
assessment in audits.
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e Thematic control issues: The guidelines should address the identification of thematic
control issues and the determination of the overall impact of such issues on the bank’s
risk profile.

e Minimum documentation requirements: These requirements pertain to documentation
required to support development and maintenance of the audit risk assessment, which
includes written analysis scoring or assessment decisions.

These assessments typically analyze the risks inherent in a given business line or process, the
mitigating control processes, and the resulting residual risk exposure to the bank. The bank
board and audit management should ensure that the risk measurement or scoring system is
understandable, considers all relevant risk factors, and avoids subjectivity.?

Banks can obtain matrixes, models, or additional information on risk assessments from
industry groups suchg¥§the American Bankers Association, the American Institute of
Certified Public ts (AICPA), the IlA, the Financial Managers Society, and many
certified public &co ikms. Another resource for helping directors and auditors
evaluate controls an ents is the “Internal Control—Integrated Framework”
report issued by the e of Sponsoring Organizations of the Treadway Commission
(COSO0).

Overall Audit Plan

Internal audit should establish and adere to
updated; takes into account the bank’s ris emerging risks, and issues; and
establishes the frequency with which activitj e audited.®® An effective audit risk
assessment methodology provides the auditor a bgagd with objective information to
prioritize the allocation of audit resources prope®y. 2% e audit risk assessment indicates
a change in risk, the audit plans should be reviewethto detg if planned audit coverage
should be changed.

it plan that is periodically reviewed and

Audit Coverage

The audit plan should ensure appropriate audit coverage of bank and activities. The
internal audit plan should consider the audit risk assessments and internal audit’s plan
strategy. Internal audit coverage should reflect the identification of thematic control issues
across the bank’s auditable entities. An effective plan covers individual business areas and
risk disciplines as well as cross-functional areas. The audit plan should require internal audit
to evaluate the adequacy of and compliance with policies, procedures, and processes

62 Refer to the “Audit” booklet of the FFIEC IT Examination Handbook for information on risk scoring.

83 Refer to the “Corporate and Risk Governance” booklet of the Comptroller’s Handbook for information on
risk governance and a bank’s risk appetite.
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established by frontline units and independent risk management under the risk governance
framework.%

The audit plan details budgeting and planning processes and should describe audit goals,
schedules, staffing, and reporting. Audit plans usually include the following:

e Overall and individual audit scope and objectives.

e Summary of audit risk assessments that provides a summary for each auditable entity and
related control issues.

e Timing and frequency of planned internal audit work.

e Staff assignments by audit (number, hours, outsourcer, auditor title).

e Resource budget (including outsourced or co-sourced activities).

e Anticipated timing and scope of relevant non-internal audit assurance coverage, such as a
service organiz ontrol (SOC) audit to attest controls at a third-party servicer.

The audit plan can b

ear approach, with the audit plan revised annually, or an
approach that uses t i

ramework to evaluate risks annually, focusing on the most
r approach, there should be a process to identify when a

Audit Plan Changes

The audit planning process should be dyn
process should provide for modification o

The audit committee should formally approve the audit at
significant changes. The internal auditor should present an

schedule, or both, to the audit committee regularly, typically q
established policy. Updated audit plans should compare actual wa

accordance with
g€rformed with planned
audits and audit hours and explain significant variances from the approved plan. Any
significant changes in the plan should be clearly documented and included in quarterly
communication to the audit committee. Critical data to be reported to the audit committee
should include deferred or cancelled audits for high-risk entities and other significant
changes.

8 For banks covered under 12 CFR 30, appendix D, 11.C.3, “Role and Responsibilities of Internal Audit,” the
audit plan should require internal audit to evaluate the adequacy of and compliance with policies, procedures,
and processes established by frontline units and independent risk management under the risk governance
framework.
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Audit Plan Staffing

The audit program should be supported by qualified staff.5® The chief auditor should ensure
that qualified and independent auditors are assigned to execute the audit plan. Audit
activities, including various audit types, can be performed by a single auditor or team of
auditors. The chief auditor should assign internal audit staff according to the expertise and
skills needed to execute a particular audit. Some banks may demonstrate this correlation by
denoting auditor job titles, such as IT auditor, or names of individuals assigned within the
audit plan. In considering the qualifications of the internal audit staff assigned to a given
audit, the chief auditor should look at the skills and expertise of the team collectively. Often,
the lead auditor retains the required skills and is able to provide direction and oversight of
other auditors. Internal audit position titles may include requirements for education,
professional certifications, and work experience levels that help to demonstrate
qualifications. Refer #@the “Internal Audit Independence” section of this booklet for more
information.

Audit Cycles
An audit cycle identifies\he fre of audits. Audit cycles generally fall into monthly
time frames (e.g., 12, 18, 24, 86, months) and are approved in advance by the bank’s

audit committee. Audit cycle iven by the risk scores of the business activities
or areas in the audit risk assessment#The auBlit risk assessment process identifies both an

inherent risk score and a residual riskscore tog@ch auditable entity. The residual risk score is
ilgVcleStaking into account mitigating controls.

most commonly used in assigning the

There are instances, however, when the ifthe sk ggore should be used, specifically when
the reliability of the internal audit program oOr th pisk assessment process has come into
question. It is often not practical to audit each a s activity annually. In general,
auditable entities with higher risk scores are assig Qbter @udit frequency. Areas of high
risk, such as information security, funding, lending, O
normally warrant more frequent audits than low-risk are
of the risk levels, the assigned audit cycle should ensure ¢

supervisory timing requirements.

k premises. Regardless
any regulatory or

Audit Work Programs

Audit work programs are sets of procedures used by auditors in performing assurance
activities. Audit work programs may include automated processes used by auditors in
performing assurance activities and are generally housed within a technology-based tool. The
audit work programs for each audit area should establish the scope and timing of audit
procedures, the extent of testing (including criteria for selecting items to be tested), and the
basis for conclusions. Audit work programs help to ensure consistency in conducting audits.
Work programs should cover all areas of the bank’s operation and guide the auditor in
gathering information, documenting procedures performed, arriving at conclusions, and
issuing the audit reports. By completing the audit work programs, an internal auditor should

8 Refer to 12 CFR 30, appendix A, 11.B.3, “Internal Audit System.”
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be able to reach conclusions that satisfy internal audit objectives. Work programs typically
include procedures for the following:

Review and evaluation of policies, procedures, and control systems.
Risk and control assessments.

Review of laws, regulations, and rulings.

Sample selection methods and results.

Verification of selected transactions or balances through

— proof of subsidiary records or ledgers related to general ledger or control records.
— examination of supporting documentation.

— direct confirmation and appropriate follow-up for exceptions.

— physical inspection.

e Surprise audits as appropriate.

e Control over re elected for an audit.

Audit work program element of the internal audit program. The chief auditor
should ensure that th§ aughgwomg programs are properly maintained and that controls are in
place to ensure integrityg, corMidentiality, and availability.

Control Testing

a given control or set of controls. A bg.a manual process (such as a signature for
wire transfers) or automated (for example oyee logging onto the bank’s general
ledger).®® Controls are generally positioned §"pr
omissions. Control testing can range from a dis ,
computer-assisted auditing techniques or computer dit tools (CAAT) to verify
general ledger transactions. While all types of contre

of the control, the rigor of control testing techniques s

auditable entity or activity being tested.

The chief auditor should ensure that the control testing approa @ d in the bank’s
audit plan provides the appropriate level of assurance. The controlesting approach for a
given auditable entity or activity may represent a single or aggregate testing of the controls.
The chief auditor should take into consideration non-internal audit assurances when
determining the appropriateness of control testing.

Control testing is meant to determing the ?appropriateness or operating effectiveness of
I

Sampling Methods and Techniques

Sampling methods and techniques are used to select, verify, and test transactions, controls,
and account balances for the period covered by the audit review. The audit work program
should determine the objectives of testing, the procedures to meet the objectives, and how
many items to review (for example, all items in a group or a sample of items).

% Refer to the “Internal Control” booklet of the Comptroller’s Handbook and OTS Examination Handbook
section 340.
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When auditors choose to review a sample, they decide whether to use statistical or non-
statistical sampling methods. In general, non-statistical sampling should be used only in areas
of lower risk or where the process is stable and the internal controls in the area are effective.
In smaller banks, non-statistical sampling may be used when it is not cost-effective to use
statistical sampling. Auditors use statistical sampling methods when quantification is
appropriate and they want to infer with a certain degree of reliability and precision that the
sample’s characteristics are indicative of the entire population.

In either case, the auditor determines a sample size based on relevant factors, selects a
representative sample, applies audit procedures, evaluates results, and documents
conclusions. There are no specific rules regarding the appropriate size of a representative
sample. Published tables provide statistical sample sizes based on desired precision and
reliability levels.

When assessing a pling processes, examiners review the auditor’s documentation
relating to samp#ng ives, including procedures for

establishing sampli jectives.

determining sample size.
selecting sample methodo
evaluating sample results and fi

The internal auditor should evaluate control defi igflentified during an audit to
determine the risk severity of the deficiencies, idually or in combination.
Deficiencies can exist in the design of an internal i operating effectiveness of
a control. Auditors should assess each control deficie to their attention,

t. Refer to the “Non-
Internal Audit Assurance Activities” section of this booklet gre infgrmation. The
internal auditor should perform root cause analysis that consistsfC QPds used to identify
underlying cases of control deficiencies and also assist in the ide ation of thematic
control issues. The internal auditor should apply the bank’s approved risk-scoring
methodology when assigning the risk severity.

Internal audit policy and its risk-scoring methodology should ensure that control deficiency
assessments are consistent and repeatable.

Internal Audit Continuous Auditing

Internal audit is encouraged to use formal continuous auditing practices as part of the
function’s risk assessment processes to support adjustments to the audit plan or universe as

57 Refer to the “Sampling Methodologies” booklet of the Comptroller’s Handbook (national banks) and the OTS
Examination Handbook section 209 (FSAs). Also refer to manuals and guidance from auditing industry sources,
including accounting firms, the 1A, the Bank Administration Institute, and others.

Comptroller's Handbook 28 Internal and External Audits



Version 1.0 Introduction > Risk Management

they occur. Continuous auditing can be conducted by an assigned group or by individual
internal auditors. Continuous auditing usually uses IT-related tools to monitor processes,
transactions, and accounts to enhance efficiency and effectiveness of internal audit efforts.

Continuous auditing results should be documented through a combination of metrics,
management reporting, periodic audit summaries, and updated risk assessments to
substantiate that the process is operating as designed. Critical issues identified through the
auditing process should be communicated to the audit committee. CAATS may assist in
searching for irregularities in data files or extrapolating large amounts of data for further
analysis. CAATS simplify or automate the data analysis process and help auditors to
highlight issues that warrant further consideration within a continuous auditing process.

Internal audit policy and standards should ensure continuous auditing activities are effective,
consistent, and repe

Non-internal audit as ities performed for auditable entities in the bank’s audit
reports may be obtained by those performing services
for the bank, such as an outside thixd4party, the bank’s holding company, or another affiliate
of the holding company. Wit b n-internal audit assurance activities can be
categorized as a first line of defensefectivityfior a second line of defense activity. Non-internal

design or operational effectiveness of their cont
are determined by the service provider, but most fd

pe and objective of these audits
stry-accepted standard for

Control Reviews,” of this booklet for more information on service provider audits.

The holding company of the bank and its affiliates’ audit programs generate audit reports in
fulfillment of the responsibilities of their respective boards of directors. When the bank
employs one of these legal entities for products or services, these audits may pertain to
auditable entities that are part of the bank’s audit universe. Examiners should be aware that
the report content, including overall rating, is governed by the internal audit function
conducting the audit and may not reflect the bank’s risk perspective.

Other bank assurance activities may be performed by bank organizational units outside of
internal audit. Some banks rely on so-called “management self-assessments, or “control self-
assessments,” in which bank business line managers and their staff evaluate the performance
of internal controls within their purview. Such reviews help to underscore management’s
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responsibility for internal control, but they are not independent. Directors and senior
management who rely too much on these reviews may not learn of control weaknesses until
those weaknesses have become costly problems, particularly if directors are not intimately
familiar with the bank’s operations. Therefore, banks generally should also have their

internal controls tested and evaluated by units without business-line responsibilities, such as
internal audit groups.®® The second line of defense activities often encompass assurance
activities performed independently of the control owner. For example, the OCC’s heightened
standards for certain large banks define the independent risk management unit as independent
from the frontline unit and as having the responsibility to identify, measure, monitor, or
control aggregate risks.5°

The chief auditor should establish policies and procedures for non-internal audit assurance
reports as they apply to the bank’s internal audit program. Guidance should include, but is
not limited to, assur report evaluations, obtaining or requesting additional support
information, cont follow-up, and internal audit reporting. Internal audit should
consider not on d objective of the non-internal audit assurance report but also
its source, the type ofjico ting, and the sampling methods employed.

@D

Internal Audit Report

Audit reports should inform t k udit committee and senior bank management
whether a department, division, or

Ivity a@heres to policies, procedures, and applicable
laws or regulations; whether operati

process#s, internal control systems, and risk
management activities are effective; a c@ffective action the bank has taken or must

take for new or outstanding issues. The irfter port is seen as a key written

e relgted\work. Audit work
. e ypically two types
of audit reporting, individual internal audit reports and executivessymagtaries of an audit.

Individual internal audit reports should be structured to fit the needs of the bank’s internal
audit function and the areas being audited. These reports usually contain the following
information:

e A concise summary of key results and conclusions, including an overall assigned audit
rating and identification of root causes of significant weaknesses.
e The audit’s scope and objectives.

% Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003).

% Refer to 12 CFR 30, appendix D, I.E, “Definitions.”

0 Refer to 12 CFR 30, appendix D, 11.C.3, “Role and Responsibilities of Internal Audit.”
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e Detailed audit results.
e Recommendations, if any, including benefits to be derived.
e Management’s commitments to correct material weaknesses.

Generally, individual internal audit reports should discuss audit issues from the standpoint of
the following:

e Established criteria.

e Existing problems.

e The root cause of any noted problem.

e EXisting or potential problem impact.

e Recommendations for correcting the problem.

After completing a i, the internal auditor usually meets with the manager of the
department to di raft audit report, correct any inaccurate information, and possibly
reach agreement on t’s commitments and actions. A final audit report is then
distributed to the afféct Sifness area management, senior management, and the audit
committee within an apgropriate e after the completion of fieldwork. Compliance with
issuance time frames sho ni@red and reported to the audit committee. Internal audit

should ensure that manageme@it copsite
resources to address and reme I
action plans either within the audit

the level and significance of risk when assigning
nagement should appropriately document the
port orseparately.

Executive summaries of audits provide se briefings of the individual audit. Refer
to the “Board and Audit Committee Reports§”Segtio is booklet for information on
board-level or audit committee-level internal audigffu reports.

Follow-Up Activities

yposition of any
auditors should
perform follow-up activities promptly and report the results to ghoard or its audit
committee. Follow-up generally consists of first obtaining and revi@#ing management’s
response and then confirming that remediation action has been timely and effective.

Internal Audit Issues Tracking

Internal audit should have effective processes to track, monitor, and follow up on open audit
issues. Audit issues include those control issues identified in audits performed as part of the
internal audit plan, which may include those identified in non-internal audit assurance
reports. The timely remediation of open audit issues is an essential component of an
organization’s risk reduction efforts. Internal audit and the responsible bank management
should discuss and agree to an appropriate resolution date, based on the level of work
necessary to complete remediation processes. All audit issues should be assigned an
individual owner with an appropriate level of accountability in the bank. This ownership is
typically assigned during the bank’s audit but may be assigned later in the case of audit’s
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review of a non-internal audit assurance report. When an issue owner indicates that work to
address the issue is completed, the internal audit function should perform validation work
before considering the issue closed. Therefore, audit issue status reporting should make a
distinction between an issue considered closed by bank management and one closed by
internal audit. The level of validation necessary may vary based on the issue’s risk level. For
higher-risk issues, internal audit should perform and document substantive testing to validate
that the issue has been appropriately remediated. Associated internal controls should be
tested over an appropriate period of time and should ensure the sustainability, or operational
effectiveness, of the remediation. Approaches to validating issue remediation may vary, from
incorporation at the next audit of the auditable entity, to a specific audit to validate multiple
issues. The bank’s approach to validating issue remediation should be clearly defined in its
policies and procedures to ensure consistency.

report should al
remediation plans, of

changes in issue ownership, target remediation dates,
it issues. Multiple changes and repeat audit issues should

Quality Assurance and

The chief auditor should develop an8ymajntai
that covers all aspects of the internal audit a€tivi
parties periodically assess the performan
applicable policies, laws, regulations, and indus
efficiently. Such programs should also identify
audit function’s quality assurance and improveme

external auditor planning when considering the use 0
“External Audit Function” section of this booklet for mo

L In such programs, internal and external
al audit activities in conforming to

; for improvement. The internal

tributes to the bank’s
Measurements of performance and risks, also known as key pe @ indicators and key
risk indicators, should be well defined. The auditor’s or audit depagtgaéht’s performance is
normally measured against bank-established standards, the internal audit charter or mission
statement, and any other criteria determined appropriate for the internal audit function.

The chief auditor should report results and status of internal assessments to senior
management and the audit committee at least annually. The chief auditor should formulate
recommendations or actions taken to address deviations from policies. Such actions might
include retraining of staff or adjustments to policies.

L11A, “International Standards for the Professional Practice of Internal Auditing,” nos. 1310-1322, calls for
both internal and external quality assurance reviews. The latter is to be conducted every five years. Refer to the
I1A’s website. Banks subject to 12 CFR 30, appendix D, should refer to appendix D, I1.C.3, “Role and
Responsibilities of Internal Audit,” for quality assurance program guidelines.
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Generally, large and midsize banks are more likely to have a designated quality assurance
and improvement function or unit.

Internal Assessment

Internal assessments take the form of ongoing monitoring of day-to-day audit activities, as
well as periodic self-assessments. Internal assessments should be conducted by an individual
or team that has clear segregation of duties from the activity being assessed. Internal
assessments are often part of the operational activities of the internal audit function. Ongoing
monitoring, such as supervision of auditors during an engagement or final review of an audit
report, may also enhance the training of auditors. Periodic internal assessments can also be
integrated into the internal audit program activities such as the periodic review of the audit
risk assessment. The OCC encourages banks to map internal assessments against the internal
audit activities to migggize redundancies and gaps, along with their incorporation of staff
development pla

External Assessme

An external assessment 8§ key i audit activities should be conducted periodically to
provide assurance to the b the design and operational effectiveness of internal
ternal assessments can be in the form of a full
independent external validation. External

external assessment or a self-assess
assessments of internal audit may al
decisions relating to establishing, enha utsourcing (or co-sourcing) of internal
audit.

RSSESSOr or assessment team from
internal audit and the

Banks should be careful to engage a qualified, i
outside the organization. Experience in professiond
external assessment process demonstrates qualificatiO
assessors with experience gained in banks of similar size plexity. Lack of
independence results when the assessor or assessment tean g under the control of,
an organization that performs internal audit activities, in full e bank. Conflicts
of interest, or the appearance of such conflicts, compromise indeg e. Banks should
avoid employing a third party to perform an assessment of internal audit where the third
party may have real or apparent conflicts of interest or may benefit inappropriately by
performing such assessments.

2 According to section 404 of SOX, title IV, covered banks must report on the effectiveness of internal control
structure and procedures for financial reporting, which may include those executed by the internal audit
function.
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Internal Audit Independence

An independent internal audit function, along with an effective system of internal control,
forms the foundation for safe and sound operations, regardless of a bank’s size.” Internal
auditors should be independent of the activities they audit so that they can carry out their
work freely and objectively.’* They must render impartial and unbiased judgments. The
internal audit function should not be involved in designing, selecting, implementing, or
operating specific internal control measures. The chief auditor should report directly and
regularly to the bank board or its audit committee. The bank board should take extra
measures to ensure that the internal audit function’s reporting relationships do not impair the
auditor’s independence or unduly influence the auditor’s work. Refer to the “Board and
Management Oversight” section of this booklet for more information. Internal audit function
independence should also be managed at the individual auditor or audit activity level with
appropriate written gugance.” At most banks, audit policies restrict internal audit staff from
performing audit 3 in the auditor’s previous employment areas for a set period and
require a revie

The bank board is responsibléifor€lel€gating the authority necessary to effectively allow
internal auditors to perform theigj iors should have the power to act on their own
initiative in all departments, divisio nctions in the bank; to communicate directly
with any bank personnel; and to gaifaccess tagll records, files, or data necessary for the
proper conduct of the audit. Clear communigatigifamong the bank board, internal auditors,
and bank management is critical to timely*idgftifiCatign and correction of weaknesses in
internal controls and operations.

Internal Audit Competence

The audit program should be staffed by qualified person
chief auditor should recruit, retain, and develop internal audig sta Sed on the bank’s
internal audit needs, the chief auditor should have a clear undergta gof the staffing skills
needed and those possessed by the internal audit staff. A skills asSggs#f#ent of internal audit
staff against these needs helps to identify skill gaps. The chief auditor should document a

plish this objective, the

3 Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003).

4 Specific independent considerations may also come into play when the bank’s external audit function intends
to utilize internal audit function work. Refer to the “Use of Internal Audit” section of this booklet for further
information.

5 Refer to BCBS, “The internal audit function in banks,” June 2012, for guidance on the value of staff rotations
within the internal audit function and staff rotations to and from the audit function.

76 Refer to 12 CFR 30, appendix A. 11.B.3. Also refer to 12 CFR 30, appendix D, 11.C.3(g) for large banks
covered by the OCC’s heightened standards.
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plan to address short- and long-term staffing needs and communicate such plans to the audit
committee as part of the audit plan.’’

Internal audit staff should have the necessary knowledge, skills, and disciplines to
successfully implement the audit program in a proficient and professional manner. The
evolving roles of internal auditors require that they expand their skills in analysis,
technology, decision-making, and communication. Members of the audit staff should

have appropriate education or experience.

have organizational and technical skills commensurate with the responsibilities assigned.
be skilled in oral and written communication.

understand accounting and auditing standards, principles, and techniques.

recognize and evaluate the materiality and significance of deviations from sound business
practices.

e recognize exijs

otential problems and expand procedures as applicable.

It is important for ea bemgf the internal audit staff, including the chief auditor, to
commit to a program dfgcontmuingseducation and development. Courses and seminars

offered by colleges, bank%to r dudit industry groups afford many opportunities for
maintaining audit skills and pfoficenCy. They also offer a means to become certified as bank
auditors, internal auditors, or p ouM@nts. In-house training programs, work

experience in various departments of the bafk, and reviewing current literature on auditing
and banking are also means to maintaig.and gfhance auditing skills.

At a small bank, internal auditing may be a
should possess qualifications similar to those m

Professional development programs assist internal i8§ying its obligation to ensure
that staff is qualified to meet the bank’s internal audit I hief auditor should
establish individual goals with internal audit staff and ke training. Such
programs should offer the bank’s audit staff opportunities & education and

professional development through orientation programs, in-ho 0, and external
training (e.g., formal or self-study courses offered by industry ass8 ons and professional
societies). Auditors should be aware of emerging risks related to the banking industry and
relevant banking products and services. When the bank co-sources with a third party to
obtain subject matter expertise, knowledge should be transferred to current internal audit
staff.

" Under the OCC’s heightened standards for certain large banks, the board or appropriate board committee
should review and approve a written talent management program that provides for development, recruitment,
and succession planning regarding the chief audit executive, his or her direct reports, and other potential
successors. Refer to 12 CFR 30, appendix D(II)(L), “Talent Management Processes.”

8 Refer to 12 CFR 30, appendix A. 11.B, “Internal Audit System.”
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Advisory and Other Activities

Internal auditors are increasingly responsible for playing a more proactive role in supporting
the bank’s overall risk management. The bank board and its audit committee expect internal
auditors to provide some degree of risk management analysis or recommendations. The
internal audit function should execute this role during a bank’s merger, acquisition, corporate
reorganizations, and transition activities, as well as in due diligence of critical third-party
relationships.” Internal auditors also may help the bank formulate new policies, procedures,
and practices and revise existing ones. These consultative types of services may benefit the
overall design of new policies and procedures and improve the controls inherent in them. To
ensure that appropriate independence and objectivity are maintained, however, internal
auditors should not approve, design, or implement any operating policies or procedures
resulting from or related to their advisory or consulting activities. Internal auditors should not
become involved in ation activities or other management functions.

ersight of the internal audit staff,%® should ensure that the
function’s consultin i 0 not interfere or conflict with the objectivity it should have

with respect to monit bank’s system of internal control. Bank management should
make decisions to adopt@g impl recommendations resulting from internal audit
advisory or consulting servicgs. CC encourages internal auditors to follow industry
best practices, such as the 1A a guidance, related to performing non-assurance

services.®!

Retrospective Reviews /

When an adverse event occurs at a bank (for ex

should conduct a post mortem and “lessons learR€d’
internal audit should ensure that such a review tak@
identified issues. The internal audit function should eVe
the reasons for the adverse event and whether the event esult of a control breakdown
or failure. The internal audit function should identify the ould be put in place
s, the internal audit

akd or significant loss), management
Sks. During an adverse event,
mediation actions address

outlining the remediation procedures necessary to detect, correct, or prevent future internal
control breakdowns.

9 Refer to OCC Bulletin 2004-20, “Risk Management of New, Expanded, or Modified Bank Products and
Services: Risk Management Process” (May 10, 2004), (national banks) and OTS Examination Handbook
section 760 (FSASs), which outline bank risk management practices. Refer to OCC Bulletin 2013-29, “Third-
Party Relationships: Risk Management Guidance” (October 20, 2013).

8 Internal audit staff refers to in-house and outsourced or co-sourced internal audit personnel.

81 Refer to the 11A’s “Principles Guiding the Performance of Consulting Activities of Internal Auditors.”
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Preparedness Reviews

Preparedness reviews provide the bank board and senior management with an indication of
the bank’s readiness for changes, such as new, expanded, or modified products or services;
emerging technologies; changes to systems; new or revised regulatory guidance, laws, and
regulations; and areas of strong growth. Reviews should come with an opinion about the
bank’s ability to accomplish these changes, manage associated risks, and achieve desired
results.

Look-Back Reviews

Look-back reviews serve to provide the bank board with insight into why critical weaknesses
were not appropriately identified by the first, second, and third lines of defense so they can
make adjustments to gemedy potential weaknesses. Each line of defense should perform an
i al audit function’s failure to identify or properly report
may be an indication of inadequate audit coverage, lack of

dit function, or simply a result of timing.

weaknesses, for
independence or statgre

Outsourced Internal ADgit

Many banks use independent
traditionally conducted by internal

s or outside professionals to perform work
hese arrangements are frequently referred to as

“internal audit outsourcing,” “intern stance,” “audit integration,” “audit co-
sourcing,” or “extended audit services” (c yely, outsourcing).

Managing Outsourcing Risks

As with managing other third-party servicers, the b management should

exercise appropriate due diligence before entering a t
implement effective oversight and controls afterward. T
following elements:

ionship and should
e may include the

e Plans that outline the bank’s strategy, identify the inherent ris he activity, and detail

how the bank selects, assesses, and oversees the third party.

Proper due diligence in selecting a third party.

Written contracts or agreements that outline the rights and responsibilities of all parties.

Ongoing monitoring of the third party’s activities and performance.

Clear roles and responsibilities for overseeing and managing the relationship and risk

management process.

e Documentation and reporting that facilitate oversight, accountability, monitoring, and
risk management.
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e Independent reviews that allow bank management to determine that the bank’s process
aligns with its strategy and effectively manages risks.®2
e Contingency plans for terminating the relationship in an effective manner.

As mentioned in the “Board and Management Oversight” section of this booklet, outsourcing
arrangements should be documented in written agreements. When negotiating the
outsourcing arrangement, the bank board and management should carefully consider the
bank’s current and anticipated business risks in setting each third party’s internal audit
responsibilities. The outsourcing arrangement should not increase the risk that a breakdown
of an internal control will go undetected. When establishing written criteria for evaluating
performance of the chief auditor and internal audit function, the audit committee should
address effective management of audit outsourcing risks.

Written Contracigzand Agreements

All banks engadg€d in ing or co-sourcing of internal audit activities should execute a
written contract or agfee erning the terms of the outsourcing arrangement and
ibjlities of both the bank and the third party.8 The contract

o Define the expectations an ies for both parties under the contract.

e Set the scope, frequency, and coSt of thefthird party’s work.

e Describe responsibilities for providigg an@regeiving information, such as the type and
frequency of the third party’s reportin ank’s chief auditor, senior management,
and board or audit committee. This info uld include the status of the
contracted work.

e Describe the process for changing the terms 0f
services can be expanded when significant issu€
and termination of the contract.

e State that any information pertaining to the bank mus
information accessed, transmitted, or stored.

e Stipulate that the internal audit reports are the property of tf d specify ownership
of associated work papers. If the third party retains ownership @™w~ork papers, the
contract should stipulate that the bank can get copies of the third party’s work papers it
deems necessary and that employees authorized by the bank must have reasonable and
timely access to third-party work papers.

82 The bank board or its audit committee should include in its evaluation of the chief auditor and internal audit
function those risk management activities related to any third-party audit services. Refer to the “Board and
Management Oversight” section of this booklet.

83 OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit Outsourcing:
Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003), outlines 10 elements that should be
included in all outsourcing contracts. OCC Bulletin 2013-29, “Third-Party Relationships: Risk Management
Guidance” (October 20, 2013), outlines the need for proper notification for both security breaches and
subcontracting consideration.
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e State where internal audit reports and related work papers will be stored, and specify
retention requirements (e.g., retain for seven years). Give consideration to third-party
maintenance of any proprietary software necessary to access records by banks and
examiners, as well as a data destruction plan for when the retention period expires.

e Note that the third party’s internal audit outsourcing activities are subject to regulatory
review and that OCC examiners will be given full and timely access to all outsourced
audit reports, audit programs, audit work papers, and related memorandums and
correspondence.

e Establish a process (arbitration, mediation, or other means) for resolving problems and
for determining who bears the cost of consequential damages arising from errors,
omissions, and negligence.

e State that the third party will not perform management functions, make management
decisions, or act or appear to act in a capacity equivalent to a member of bank
management or a@&bank employee.

o State notifical @9 pnsibilities to the bank in the occurrence of a security breach.

e State the third pagty igation to comply with applicable bank policies and procedures.

e |If applicable, statg t jrd party must comply with AICPA, Public Company
Accounting Oversi AOB), SEC, or regulatory independence guidance.®

d

=

Quality of Audit Work

The quality of audit work performediby the ¥hi
standards of work expected to be pe d
information supplied by the third party s
and senior management with an accurate re
changes necessary to enhance controls.

party should be consistent with the bank’s
amin-house internal audit function. Further
ide the bank board, its audit committee,

External Audit Function

aout the bank’s

ial reporting, the
accuracy of its recording of transactions, and the completeness O ancial reports
prepared in accordance with applicable accounting standards. Through its external audit
program the bank board or its audit committee engages an independent auditor or audit firm,
commonly known as the “external auditor,” for planning and execution of the external audit
plan. In this capacity, the external auditor may also be referred to as the IPA. Third-party
auditors or audit servicers engaged as part of the internal audit function are not considered
external auditors. Refer to the “Outsourcing of Internal Audit” section of this booklet for
more information.

8 |PAs for banks with securities registered with the OCC must follow the SEC’s independence rules regarding
prohibited non-audit services (including internal audit outsourcing services). For banks subject to 12 CFR 363,
the IPA must comply with the independence standards and interpretations of the AICPA, the SEC, and the
PCAOB. To the extent that any of the rules within any one of these independence standards (AICPA, SEC, and
PCAOB) is more or less restrictive than the corresponding rule in the other independence standards, the IPA
must comply with the more restrictive rule. Refer to 12 CFR 363.3(f).
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The goal of an effective external audit function should be to provide the bank board and
management with

e reasonable assurance that the financial statements present fairly, in all material respects,
the financial position of the bank in conformity with generally accepted accounting
principles (GAAP), and, as applicable, that internal controls over financial reporting are
operating effectively.

e an independent and objective view of the bank’s financial statements, and, as applicable,
the bank’s processes related to financial reporting.

e timely oral and written communications that are useful to directors and management in
maintaining the bank’s risk management processes.

External Audit Plan

The bank board Q %

the objectives artd sc@p

committee should agree in advance with the external auditor on
external audit plan. The bank board or its audit committee at
least annually shouldirevi isks inherent in its particular activities to determine the
scope of its external a ram. For most banks, the lending and investment securities
activities present the mostgignifi€antisks that affect financial reporting. Thus, the external
audit program should includef§pediifi¢’procedures designed to test at least annually the risks

associated with the loan and i olios. This includes testing of internal control
over financial reporting, such as maflagemeRt’s process to determine the adequacy of the
allowance for loan and lease losses eth@r this process is based on a comprehensive,

adequately documented, and consistently
portfolio.

nalysis of the bank’s loan and lease

The bank or its subsidiaries may have other sig
material real estate investments, insurance underw
dealer or similar activities (including securities underw
services), loan servicing activities, or fiduciary activities:
address these and other activities the bank board or its audi
significant financial reporting risks to the bank.

ial reporting risk areas, such as
ctivities, securities broker-
estment advisory

audit plan should
mog etermines present

Refer also the “Fieldwork Standards” and “Special Situations” sections of this booklet for
further external audit plan considerations.

Types of External Auditing Programs

When the bank board and management analyze the bank’s external auditing needs, they
should decide which type of external audit(s) best fit the bank’s needs. The Federal Financial
Institutions Examination Council (FFIEC) members recognize that some banks only have
agreed-upon procedures or state-required examinations, or both, performed annually as their
external audit program.®

8 Refer to OCC Bulletin 1999-37, “Interagency Policy Statement on External Auditing Programs: External
Audit” (October 7, 1999).
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e Financial statement audit by an IPA: External auditing is traditionally associated with
independent audits of the bank’s financial statements. An independent audit of financial
statements is designed to provide reasonable assurance that financial reports are
presented fairly, in all material respects, in conformity with GAAP. Independent financial
statement audits are performed in accordance with the applicable auditing standards.®
The scope of these audits is sufficient to enable an IPA to express an opinion on the
bank’s (or parent holding company’s consolidated) financial statements, but does not
provide an opinion on the effectiveness of internal controls. Banks with $500 million or
more in total assets are required by 12 CFR 363 to have an IPA audit their financial
statements.” The OCC encourages the boards of all other banks to voluntarily engage the
services of IPAs to conduct audits of their financial statements.

e Reporting by an IPA on the bank’s internal control structure governing financial
reporting: This type of audit examines and reports on management’s assertion
concerning the eff@gtiveness of the bank’s internal controls over financial reporting. The
IPA’s attestatjg @ over all internal controls over financial reporting. The IPA must
use an industry-ag@e@tedginternal control framework that is identical to the one identified
in the manageme nder this engagement, bank management documents its
assessment of inter trols and prepares a written assertion specifying the criteria
used and opining on 8gntrol €ffedtiveness. Banks with $1 billion or more in total assets at
the beginning of the bankgl fiSgal®ear are required by 12 CFR 363 to have the IPA attest
to the assertion of manage ing the effectiveness of the banks’ internal control
structure and procedures for finaficial reforting. The IPA performs the attestation in
accordance with generally accepted standag@s for attestation engagements®® or PCAOB
auditing standards. ®°

e Integrated audit by an IPA: In an integg@tediaugdit of internal control over financial
reporting and the financial statements, the augli kgns his or her testing of controls to

dards,of the PCAOB. Audits of
diidance with generally

BY, a senior committee of

andards on auditing.

8 Audits of publicly traded companies are conducted in accordance witlythe sta
the financial statements of those non-publicly traded banks are to be condticte
accepted auditing standards (GAAS) as issued by the Auditing Standards BOg
the AICPA. Audits of FBOs may be performed in accordance with internationa

87 A bank that is a subsidiary of a holding company can satisfy 12 CFR 363.2(a) if it relies on the audited
consolidated financial statements of its holding company and certain conditions are met. Refer to
12 CFR 363.1(b).

8 Management’s report required to satisfy 12 CFR 363.2(b) must contain a statement identifying the internal
control framework used by management to evaluate the effectiveness of the insured depository institution’s
internal control over financial reporting.

8 Refer to the AICPA ASB SSAE No. 15, Professional Standards, AT section 501, “An Examination of an
Entity’s Internal Control Over Financial Reporting That Is Integrated With an Audit of Its Financial
Statements.”

% Refer to PCAOB Auditing Standard (AS) 2201, “An Audit of Internal Control Over Financial Reporting That
Is Integrated With An Audit of Financial Statements.”
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accomplish the objectives of both audits simultaneously even though the objectives of the
audits are not identical. ™

e Balance sheet audit performed by an IPA: In this type of audit, an IPA examines and
reports only on the bank’s balance sheet. As with financial statement audits, the IPA
audits in accordance with auditing standards, but does not examine or report on whether
statements of income, changes to equity capital, or cash flow are fairly presented.

e Agreed-upon procedures: This type of review, carried out by bank directors or other
independent parties, entails specified or agreed-upon procedural reviews such as
procedures related to the adequacy of internal controls not affecting internal controls over
financial reporting and the accuracy of financial information. Refer to appendix B of this
booklet for more information on agreed-upon procedures. %2

Engagement Letters

The audit commi
approval before Comm
its scope, the period
charged by the auditor ices.to be performed. Schedules or appendixes may
accompany the letter to

ald have external auditors submit engagement letters for review and
udit work.®® Engagement letters stipulate the audit’s purpose,

may specify procedures that t
specify whether the external auditorfis expegted to render an opinion on the bank’s financial
statements.

In performing its duties with respect to th
committee for banks covered by 12 CFR 363°%
related agreements with the IPA for services to
of-liability provisions that

that engagement letters and any
do not contain any limitation-

e indemnify the IPA against claims made by third parti

91 Refer to AICPA ASB AU-C section 940, “An Audit of Internal Control Over Financial Reporting That Is
Integrated With an Audit of Financial Statements.” Refer to PCAOB AS 2201, “An Audit of Internal Control
Over Financial Reporting That Is Integrated With An Audit of Financial Statements.”

92 Refer to AICPA ASB SSAE No. 10, Professional Standards, AT section 201, “Agreed-Upon Procedures
Engagements.”

9312 CFR 363, appendix A.31, “Duties,” outlines audit committee duties, which include ensuring that audit
engagement letters comply with the provisions of 12 CFR 363.5(c) before engaging an IPA. 12 USC 78j-1(i)
requires audit committees of publicly held banks to review and approve all external audit engagement letters
prior to beginning any work. Refer to PCAOB AS 1301, “Communications With Audit Committees,” and
AICPA ASB AU-C section 210. For non-public banks not covered by 12 CFR 363, refer to ASB AU-C
section 210.09-10, “Terms of Engagement, Agreement on Audit Engagement Terms.”

94 Refer to 12 CFR 363.5, “Audit Committees.”
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e hold harmless or release the IPA from liability for claims or potential claims that might
be asserted by the client insured depository institution, other than claims for punitive
damages.

e limit the remedies available to the client insured depository institution.

Alternative dispute resolution agreements and jury trial waiver provisions are permitted in
engagement letters provided that they do not incorporate any limitation-of-liability provisions
set forth in 12 CFR 363.5(c)(1). When the bank executes agreements that limit the external
auditors’ liability, the external auditors’ objectivity, impartiality, and performance may be
weakened or compromised, and the usefulness of the audits for safety and soundness
purposes may be diminished.*

External Audit Independence

External auditors @

Auditor indeperftiencg st
banks not covered b

nere to independence standards depending on their client banks.
-setters include the AICPA, PCAOB and SEC. For non-public
R 363, the OCC requires that an external auditor meet the

.% For banks covered by 12 CFR 363, the IPA must adhere to
independence standards intefpretations of the AICPA, PCAOB, and SEC, applying the
most restrictive of these indegén standards. For audits to be effective, the external
auditors, acting as the bank’s independent in fact and appearance. External
auditors should avoid situations thatfimay le@l outsiders to doubt their independence.®’

Federal banking agencies require all acco
banks to be independent.®® These standards
services (financial, employment, business, and
perceived, to an IPA’s ability to act with integri
reporting on audit or attestation work.

ms that perform external audit work for
quigements focus on relationships and

udétservices) that pose threats, real or
a ivity when performing and

The bank and its external auditors should discuss and congiderfyhether the relationship or
services do or could

e create a conflict of interest between the bank and its IPA.
e place the IPA in the position of auditing the IPA’s own work.

% Refer to OCC Bulletin 2006-07, “Interagency Advisory on the Unsafe and Unsound Use of Limitation of
Liability Provisions in External Audit Engagement Letters” (February 9, 2006).

% Ibid.
97 Refer to SEC regulations at 17 CFR 210 and 240 and the AICPA Code of Professional Conduct.

% Refer to OCC Bulletin 2003-12, “Interagency Policy Statement on Internal Audit and Internal Audit
Outsourcing: Revised Guidance on Internal Audit and Its Outsourcing” (March 17, 2003), and OCC Bulletin
1999-37, “Interagency Policy Statement on External Auditing Programs: External Audit” (October 7, 1999), for
banks subject to 12 CFR 363 or the filing and reporting requirements of 12 CFR 11 and 12 CFR 16.20, and

17 CFR 210.2-01 (public companies) and subsequent revisions for publicly registered companies.
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e result in the IPA acting in the capacity of bank management or a bank employee or being
in a position to act as an advocate for the bank.

For banks subject to 12 CFR 363, the external auditor must disclose, in writing, all
relationships with the bank and its related entities or persons in financial reporting oversight
roles that may reasonably be thought to affect the independence of the external auditor.*®

At the request of the bank board or its audit committee and senior management, external
auditors often provide non-audit services (e.g., advisory) throughout the year. If the bank has
a class of securities registered with the OCC under section 12 of the Securities Exchange Act
of 1934 or is subject to 12 CFR 363, there are specific non-audit services that the external
financial statement auditor cannot perform for the bank. The following is a list of
relationships or non-audit services that would affect the independence of the IPA:

e Financial relat with the bank held individually or by close family members, such
as
— investments i
— the bank actin
— having loans to 0

th r bank investment in the accounting firm.
rwriter for the auditor.

atulit client except for certain consumer loans, such as

mortgages or auto loafs.
— maintaining savings, C rage, or similar accounts in excess of insured
amounts.

— broker/dealer accounts.
— futures commission merchant acCougs.
— credit card accounts with a balanc
— holding individual insurance policies, an
— investing in an investment company tha
as the audit client.

e Employment relationships between the bank and

— the IPA being employed by the bank or serving o

thap $10,000.

— aformer bank officer, director, or employee becoming an employee or a partner in the
audit firm and participating in the audit.

e The IPA acting, temporarily or permanently, as a director, officer, or employee of a bank,
or performing any decision-making, supervisory, or ongoing monitoring function for the
bank.

e Providing non-audit services to the bank, such as
— bookkeeping.

— financial information systems design and implementation.

9 Refer to PCAOB AS 3526, “Communications With Audit Committees Concerning Independence.” Refer also
to 12 CFR 363.3(f), which states that an IPA must comply with the independence standards and interpretations
of the AICPA, the SEC, and the PCAOB. To the extent that any of the rules within any one of these
independence standards is more or less restrictive than the corresponding rule in the other independence
standards, the IPA must comply with the more restrictive rule.
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— appraisal or valuation services, fairness opinions, or contribution-in-kind reports.
— actuarial services.
— internal audit outsourcing (co-sourced or fully outsourced) services.
— management functions or human resources.
— broker/dealer, investment advisor, or investment banking services.
— legal services and expert services unrelated to the audit.
e Providing, during an audit period for the bank, any services or products to the bank for a
contingent fee or a commission or receiving from the bank any contingent fees or
commissions.

External Audit Competence and Peer Review

PCAOB auditing standards and generally accepted auditing standards (GAAS) (collectively,
auditing standards) rg@uire that an auditor be proficient and competent in auditing and

accounting. Audi conducted using due professional care in the performance of the
audit and the pr fahe report. In most states, audits of financial statements must be

education in accounti diting. Most states also require continuing education to renew
a CPA license. The AICR4 also flas'®ontinuing education requirements for its members.

Before commencing any servi

the IPA must have received a peer r
meets acceptable guidelines.'® Accétable p
accordance with the AICPA’s Standards f
(peer review standards) and inspections cOn

be enrolled in a peer review program, that
reviews include those performed in

Fieldwork Standards

Auditing standards require the external auditor to ade
supervise any assistants. The auditor should have suffici
internal control structure to plan the audit and to determine
testing to be performed. The scope of the audit should be sufficg ow the auditor to
obtain enough information through audit procedures, such as inspe , observation,
inquiries, and retesting, to draw a reasonable opinion regarding the financial statements and,
as applicable, internal controls under audit. The external audit plan should encompass any
use of the bank’s internal audit function work. Refer to the “Special Situations” section for
information on using internal audit work.

e audit and to properly
pding about the bank’s
ming, and extent of

The IPA must retain the work papers related to the audit of the insured depository bank’s
financial statements and, if applicable, the evaluation of the bank’s internal control over
financial reporting for seven years from the report release date, unless a longer period is
required by law.

100 12 CFR 363.3(g)(1) denotes IPA requirements for peer reviews and inspection reports, whereas
12 CFR 363.3(g)(2) stipulates the notification and filing requirements.

101 12 CFR 363.3(e) denotes IPA work paper retention requirements.
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Reporting Standards

In accordance with auditing standards, the auditor must provide an opinion on whether the
financial statements, including disclosures (such as footnotes to the financial statements) are
presented fairly, in all material respects, in conformity with GAAP. The auditor’s report must
express an opinion regarding the financial statements as a whole or must state that an opinion
cannot be expressed. If an overall opinion cannot be expressed, the auditor must state the
reasons.

Assessing Deficiencies by External Audit

The external auditor evaluates and determines the effect of control deficiencies made known
during an audit.'® Control deficiencies can exist in the design or the operational
af an internal control or set of controls. Auditing standards require the
rol deficiency that comes to his or her attention and determine its

; , ively, as of the date of management’s assessment. The risk
severity assigned depén ther there is a reasonable possibility that the bank’s
detect a misstatement of an account balance or disclosure, as
well as on the magnitude®gf the goteRtial misstatement resulting from the deficiency or
deficiencies. Two common tefims\re¥sed to define the magnitude of a control deficiency: 1%

A material weakness is a deficiency or co@bination of deficiencies, in internal control over
financial reporting, such that there i\ reasonalle possibility that a material misstatement of
the entity’s financial statements will no ed or detected on a timely basis.

bination of deficiencies, in
et important enough to merit

A significant deficiency is defined as a deficien
internal control that is less severe than a materi
attention by those charged with governance.

Communication

agement, external
auditors, and the OCC examination team. For an effective relatio exist, the
engagement between the bank and the external auditor should involve individuals who are
knowledgeable, informed, and empowered by their respective organizations to exchange
information. Communication and cooperation can benefit all parties by helping to improve

102 AICPA ASB AU-C section 265, “Communication of Internal Control Related Matters Identified in an
Audit,” includes definitions of the kinds of deficiencies in internal control. AICPA ASB AU-C section 265 also
includes the guidance for evaluating such deficiencies that is provided in PCAOB AS 2201.

103 Refer to AICPA ASB AU-C section 265, “Communicating Internal Control Related Matters Identified in an
Audit” and PCAOB AS 1305, “Communications About Control Deficiencies in an Audit of Financial
Statements.”
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the quality of internal controls and bank supervision while promoting a better understanding
of the OCC’s and the external auditor’s policies and practices. %

The statute 12 USC 1831m(h) requires each insured depository institution that has engaged
the services of an independent auditor to transmit to the auditor a copy of the most recent
report of condition and a copy of the most recent report of examination (ROE). The insured
depository institution shall also provide the auditor with a copy of any supervisory
memorandum of understanding and any written agreement between the insured depository
institution and the OCC and a copy of various types of enforcement action. Also, the Federal
Deposit Insurance Corporation (FDIC) can require the auditor of a large bank to review
quarterly financial reports as required by 12 USC 1831m(g)(2).

After an audit has taken place, external auditors issue reports, audit opinions, and other
communications or espondence relative to audit findings.

Auditors’ Repafts

An IPA’s report on i ditgf the financial statements, and, as applicable, internal control

over financial reporting,Should i el®

e the identification of the fi ial nts that have been audited, including the related
disclosures.

a statement that the financial statgments
a description of the auditor’s responsihi
a brief discussion of what the audit entai
the auditor opinion.

as applicable, explanatory paragraphs.

he responsibility of management.
y the auditing standards used.

Further, if the report is for an integrated audit of the fi
its opinion on the results of its audit of internal controls
appendix C, “12 CFR 363 Reporting,” of this booklet for m

ents, the auditor includes
iahreporting.1% Refer to

104 Refer to OCC Bulletin 2016-2, “Interagency Advisory on External Audits of Internationally Active U.S.
Financial Institutions” (January 15, 2016), for supervisory expectations regarding differences between U.S.
standards and practices and the BCBS External Audit Guidance. One point of distinction relates to
communication with the external auditor. This bulletin notes that contrary to the BCBS guidance, part 1
principles 6 and 7, U.S. banks and holding companies are not required by law or regulation to report directly to
the institution’s primary federal regulator.

105 Refer to AICPA ASB AU-C 700, “Forming an Opinion and Reporting on Financial Statements,” and
specifically, AU-C 700.25. Refer to PCAOB AS 3101, “Reports on Audited Financial Statements,” and
specifically paragraph 3101.08.

106 12 CFR 363.3(b) requires IPAs of an insured depository institution with total assets of $1 billion or more to
examine, attest to, and report separately on the assertion of management.
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Audit Opinions

Four types of opinions—unqualified, qualified, adverse, and a disclaimer of opinion—are put
forth in IPA reports. The definitions of the different opinions are generally consistent under
GAAS!” and PCAOB auditing standards.% Refer to the “Special Situations” section of this
booklet for information on international auditing standards.

Unqualified opinion: An unqualified opinion is used when financial statements present
fairly, in all material respects, the financial position, results of operations (e.g., earnings), and
cash flows of the entity in conformity with GAAP. Certain circumstances, while not affecting
the IPA’s unqualified opinion on the financial statements, may require that the auditor add an
explanatory paragraph to the report. These circumstances include, but are not limited to,

(1) the auditor basing an opinion in part on the report of another auditor and (2) accounting
principles changing ppaterially between reporting periods.

Qualified opinién:
which the qualificati
the financial position;

ied opinion states that, except for the effects of the matter(s) to

f Operations, and cash flows of the entity in conformity with

GAAP. A qualified opi isu en (1) the auditor, having obtained sufficient
appropriate audit evidence, cdhcl¥gdesithat misstatements, individually or in the aggregate,
are material but not pervasive fi ial statements or (2) the auditor is unable to obtain

sufficient appropriate audit evidencegfon whigh to base the opinion, but the auditor concludes
that the possible effects on the finan@i
be material but not pervasive.

egauditor, having obtained sufficient
appropriate audit evidence, concludes that misst dividually or in the aggregate,
are both material and pervasive to the financial statg

the financial statements do not present fairly the finafeiap
cash flows of the entity in conformity with GAAP.

Disclaimer of opinion: A disclaimer of opinion states that the g w es not express an
opinion on the financial statements. Disclaimer of opinion is usethhef¥ the auditor is unable
to obtain sufficient appropriate audit evidence on which to base the opinion, and the auditor
concludes that the possible effects on the financial statements of undetected misstatements, if
any, could be both material and pervasive.

When IPAs issue a qualified opinion, adverse opinion, or disclaimer of opinion, they should
set forth in the report all material reasons for issuing that particular opinion. Examiners
should assess the seriousness of issues raised, corrective actions by the bank board or
management, and actions to verify appropriate remediation.2% If the IPA’s opinion is

107 Refer to AICPA ASB AU-C section 700, “Forming an Opinion and Reporting on Financial Statements,” and
AU-C section 705, “Modifications to the Opinion in the Independent Auditor’s Report.”

108 Refer to PCAOB AS 3101, “Reports on Audited Financial Statements.”

109 Refer to 12 CFR 30, appendix A 11.B, “Internal Audit System.”
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anything other than an unqualified opinion, examiners should meet with the external auditor
to determine the facts and circumstances that led to the opinion. Examiners should also
promptly advise the OCC supervisory office of any qualified or adverse opinion or
disclaimer of opinion encountered.

Other Communications Between the Bank and the External Auditor

In addition to the audit reports and opinions, external auditors typically issue or communicate
other information to the bank board or its audit committee. The extent of communication
varies depending on audit findings and statutory requirements. This communication can best
be described in three areas: internal control-related matters, communication with audit
committee, and confirmation of audit independence.

Communicatio Internal Control-Related Matters Noted in the Audit

it that have not been communicated to management by
rofessional judgment, are of sufficient importance to
\ OB standards, the auditor should communicate
to management or the audit committ€e defidlencies in internal control over financial
reporting identified during the audit\that are}her significant deficiencies nor material

weaknesses. 112
Communication With Audit Committées

Auditing standards require the external auditor to atgithe following items to the
audit committee: 3

e Planned scope and timing of audit, including extent of 0 k of the bank’s
internal auditors.
e Significant risks identified during auditor’s risk assessment es.

e Auditor responsibilities under the applicable auditing standards.

e Views about qualitative aspects of the entity’s significant accounting practices, including
accounting policies, accounting estimates, and financial statement disclosures.

e Uncorrected misstatements.

110 Refer to 12 CFR 363, appendix A, 18A, “Internal Control Attestation Standards for Independent Auditors.”

111 Refer to AICPA ASB Professional Standards section 265, “Communicating Internal Control Related Matters
Identified in an Audit.”

112 Refer to AICPA ASB Professional Standards, section 265, paragraph 12b.
113 Refer to AICPA ASB AU-C section 260, “The Auditor’s Communication With Those Charged With

Governance.” For banks without audit committees, such as insured federal branches, communication should be
made to the audit committee’s equivalent.
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Disagreements with management.

Consultation with other accountants.

Significant difficulties encountered in performing the audit.

Material, corrected misstatements that the auditor brought to the attention of management

as a result of audit procedures.

e Significant findings or issues, if any, arising from the audit that were discussed, or the
subject of correspondence, with management.

e The auditor’s views about significant matters that were the subject of management’s
consultations with other accountants on accounting or auditing matters, when the auditor
is aware that such consultation has occurred.

e Written representations.

For audits of publicly held banks, the external auditor is required to also communicate the
following: %4

e Extent of use of f the bank’s internal auditors.

e Significant risks ted dering auditor’s risk assessment procedures.

e Auditor responsibilty forfothemigformation in documents containing auditing financial
statements.

e Difficult or contentious m@tterS§iforahich the auditor was consulted.

e Matters relating to the company’#abilitjato continue as a going concern, if the auditor
believes there is substantial doul§t or Vs concerns have been alleviated.

e

e Significant issues discussed with efore retention.

For banks covered by 12 CFR 363, the exffern itgg must also communicate the

following:

e All critical accounting policies and practices to insured depository
institution.
e All alternative accounting treatments within GAAP forfgolicie u: practices related to

material items that the IPA has discussed with manageme iy the ramifications
of the use of such alternative disclosures and treatments, and itment preferred by
the IPA.

e Other written communications the IPA has provided to management, such as a
management letter or schedule of unadjusted differences.

114 Refer to PCAOB AS 1301, “Communications with Audit Committees.”

11512 CFR 363.3(d) indicates that the IPA must meet communication requirements in accordance with
accounting standards, as well as additional items.
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Confirmation of Audit Independence

The bank board or its designated audit committee should confirm the independence of the
bank’s external auditor.*'® IPAs auditing banks covered by 12 CFR 363 must communicate
in writing to the audit committee, at least annually, all relationships with the bank and its
related entities or persons in financial reporting oversight roles that may reasonably be
thought to affect independence. Additionally, this IPA is required to annually affirm its
independence to the audit committee, in writing, as of the date of the communication. For
banks not covered by 12 CFR 363 the IPAs should comply with relevant AICPA standards
for confirmation of independence.

Special Situations

Mergers and Acqui

There are two ir§tan
requirements of 12

banks are provided relief from the annual reporting

: anks merged out of existence before the filing deadlines
are not required to fi h&g business mergers or acquisition businesses occur close to the
filing deadlines, such asWhen a @onSummation date is in the same period, a bank is not
required to file. In situations glic is, there is insufficient time for management to
conduct an assessment of the nal controls over financial reporting.

De Novo Banks /

As a condition of preliminary approval o I ered bank, the OCC and the FDIC
normally require banks to have an annual indep
open. The first audit should occur no later than ter the bank opens for business.
The audit must be of sufficient scope to enable th 0 rgder an opinion on the
financial statements of the bank or consolidated holdife an

The OCC may grant exemptions from this external audit réquire new bank
subsidiary of a holding company when

e the new bank’s financial statements are included in the audited consolidated financial
statements of the parent holding company of the bank.

e the sponsoring holding company is an existing holding company that has operated for
three years or more under the supervision of the Board of Governors of the Federal
Reserve System and does not have any banks subject to special supervisory concerns.

e adequate internal audit coverage is maintained at the bank level. At a minimum, the
internal audit program must evaluate the quality of internal controls, including the

116 12 CFR 363.3(f) indicates that auditors of banks covered by 12 CFR 363 must comply with independence
standards and interpretations of the AICPA, PCAOB, and SEC, along with following the most stringent
standard. Refer to PCAOB rule 3526, “Communication With Audit Committees Concerning Independence,” for
further information.

117 Refer to 12 CFR 363.2 and appendix A, paragraph 8A, “Management’s Reports on Internal Control over
Financial Reporting under Part 363 and Section 404 of SOX.”
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reliability of financial information, safeguarding of assets, and the detection of errors and
irregularities.

The OCC and the FDIC coordinate determinations about external audit exemptions
consistent with the “Interagency Policy Statement on External Auditing Programs of Banks
and Savings Associations,” which focuses on banks holding less than $500 million in total
assets. If an exemption is granted, the OCC includes that determination in its preliminary
conditional approval letter. If any of these requirements are not met during the first three
years of the bank’s operation, the OCC may withdraw the exemption at its discretion.

The OCC may also waive the external audit requirements for a new bank sponsored by an
independent organizing group that is experienced in banking. A group is experienced in
banking if a majority of its members have three or more years of recent and significant
involvement in policyaaking as directors or executive officers in federally insured
institutions that t inds have performed satisfactorily. (The time since such
experience sho ed six months). This category may include “chain banking
groups.” The group to demonstrate that internal expertise or other outside
sources can substanti ide the benefits generally associated with an external audit. In
most cases, a bank ownégyby a n@n-Biank holding company does not qualify for an external
audit exemption. For more‘inforniatian, bank directors and management should contact the
OCC’s Licensing Division stafii riate district office.

Banks Presenting Supervisory Co err/
Sometimes weaknesses in internal controf€ o

contribute to a material deterioration in the Bank
the OCC may require the bank to engage indep

supervisory office copies of audit reports, including
bank’s supervisory office before any meetings with

rsely affect financial reporting or
and soundness. When this happens,
jal auditors and provide the

t letters, and to notify the
5.118

Holding Company Subsidiaries

When the bank is owned by a holding company, the OCC may a e scope of the
bank’s external audit program in the context of the bank’s relationship to the consolidated
group. For banks subject to 12 CFR 363, the total assets of the insured depository institutions
must make up at least 75 percent of the holding company’s consolidated total assets for
holding company-level reports to be eligible to meet the audited financial statement
requirement in 12 CFR 363.2.1° The other requirements of 12 CFR 363 (e.g., audit of
internal control over financial reporting) for an insured depository institution that is a
subsidiary of a holding company may be satisfied by the top-tier or any mid-tier holding

118 Refer to OCC Bulletin 1999-37, “Interagency Policy Statement on External Auditing Programs: External
Audit” (October 7, 1999).

119 Refer to 12 CFR 363.1(b). Banks with $5 billion or more in total assets must also have a CAMELS rating of
lor?2.
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company if the insured depository institution meets the criterion specified in
12 CFR 363.1(b)(2).1%°

External auditing performed for banks not subject to 12 CFR 363 might pertain only to the
consolidated financial statements of a holding company. In those circumstances, the
examiner should ask the external auditor to describe the audit procedures used to test
transactions at the insured depository institution level. If the examiner believes transaction
testing may not have been sufficient, he or she should discuss the matter with the bank and its
external auditor.

Use of Internal Audit Work

An external auditor may consider the use of the internal audit function in planning and
conducting an exter udit.?! The use of internal auditor’s work may include using the
internal audit fun btaining audit evidence or to provide direct assistance under the
direction, super#Sio iew of the external auditor, or both. The external auditor must
make a determinatiogiico the nature and extent of the internal audit function’s work
that can be used. Ad cumentation should be retained to support this planning.

When considering use of tfTe jiiteMaal@udit function in obtaining audit evidence, the external
auditor is required to evaluate a

e The function’s organizational statys and rgd€vant policies and procedures to adequately
support the objectivity of the intern t
e The level of competence of the function,
e The application by the function of a system
internal audit function quality control activi

iplined approach, including the

istance, the external
and to what extent. The

o@fpet@nce, and risk
'@&i e

o external auditor’s evaluation of the existence and significance of threats to the internal
auditors’ objectivity, the effectiveness of the safeguards applied to reduce or eliminate
the threats, and the level of competence of the internal auditors who will be providing
such assistance.

e assessed risk of material misstatement.

e amount of judgment involved.

When considering the use of internal auditors to prov
auditor’s evaluation focuses on whether internal auditors

mitigating factors. Factors determining the extent of the work

120 Management report signature requirements are described in 12 CFR 363.2(c).

121 Refer to AICPA ASB AU-C section 610, “Using the Work of Internal Auditors,” for more information.
Refer to PCAOB AS 2605, “Consideration of the Internal Audit Function.”
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The external auditor should communicate to the bank board or its designated audit committee
its plans for using internal audit work.??> Examiners should be aware that the results of the
external auditor’s planning around using work of internal auditors may affect the bank’s
current internal audit plans.

Notice by Accountant of Termination of Services

An external audit firm performing an audit under 12 CFR 363 that ceases to be the IPA for an
insured depository institution shall notify the FDIC, the appropriate federal banking agency
(such as the OCC), and any appropriate state bank supervisor in writing of such termination
within 15 days after the occurrence of such event and set forth in reasonable detail the
reasons for such termination.*?® The written notice to the OCC should be filed at the
appropriate supervisory office.

Audits Performeg <@ ordance With International Auditing Standards

Audits of FBOs mayfbe ed in accordance with the International Auditing and
Assurance Standards International Standards on Auditing.

Unlike other banks, insure
capitalized. To determine wh

f foreign banks are not separately incorporated or
63 applies, an insured branch should use “Total

assets. Most OCC-supervised FBOs ar
12 CFR 363 would not apply.

An insured branch of a foreign bank satisfies th
12 CFR 363 by filing one of the following for eac

e Audited balance sheets, disclosing information about
balance-sheet risk.

e Assets and liabilities, schedules RAL and L of form FFIE @
the basis of the instructions for its preparation.

e With written approval of the appropriate federal banking agency, consolidated financial
statements of the parent bank.

ared and audited on

122 pCAOB AS 1301, “Communications with Audit Committees,” and specifically AS 1301.10. AICPA ASB
AU-C 260, “The Auditor’s Communication With Those Charged With Governance,” provides that the external
auditor may include communications regarding how the external auditor and the internal auditors can work
together in a constructive and complementary manner, including any planned use of the work of the internal
audit function in obtaining audit evidence and the nature and extent of any planned use of internal auditors to
provide direct assistance. Refer to section ASB AU-C 260.A20.

123 Refer to 12 CFR 363.3(3)(c), “Notice by accountant of termination of services,” for the requirement for the
IPA to provide notice. Refer to 12 CFR 363.4(d) for the requirement for the bank to provide a copy of the notice
to the FDIC, the appropriate federal banking agency (such as the OCC), and any appropriate state bank
supervisor in writing of engagement or change of accountant.
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The management report of the insured branch of a foreign bank should be signed by the
branch’s management official if the branch does not have a CEO or a chief accounting or
financial officer. Because an insured branch of a foreign bank does not have a separate bank
board, the FDIC does not apply the audit committee requirements of 12 CFR 363 to such
branches.'?* Any such branch is encouraged, however, to make a reasonable effort to see that
similar duties are performed by persons whose experience is generally consistent with

12 CFR 363 requirements for an institution the size of the insured branch.

International Standards on Auditing
Unmodified opinion: An unmodified opinion is used when the auditor concludes that the

financial statements are prepared, in all material respects, in accordance with the applicable
financial reporting framework.

ion: A qualified opinion is used when

e the auditor, havi ufficient appropriate audit evidence, concludes that
misstatements, indi or in the aggregate, are material, but not pervasive, to the
financial statements,

e the auditor is unable to olgfain cient appropriate audit evidence on which to base the
opinion, but the auditor co e e possible effects on the financial statements of
undetected misstatements, if anyg'could Be material but not pervasive.

Adverse opinion: The auditor shall expresgfan @éerse opinion when the auditor, having

s that misstatements, individually or

Disclaimer of opinion: The auditor shall disclaim n ¢hen the auditor is unable to
obtain sufficient appropriate audit evidence on whicht@a: eQpinion, and the auditor
concludes that the possible effects on the financial statem@nts 8 undgtected misstatements, if
any, could be both material and pervasive.

OCC Assessment of Audit Functions

Assessment of the bank’s audit functions is fundamental to the OCC’s overall supervisory
process and forms the basis for OCC control assessments. Effective bank audit functions may
help

e establish the scopes of current supervisory activities.
e contribute to strategies for future supervisory activities.

The bank’s examiner-in-charge (EIC) or examination EIC should tailor the audit review to fit
examination objectives. When doing so, he or she should consider the bank’s size,
complexity, scope of activities, and risk profile.

124 Refer to 12 CFR 363, appendix A.27, “Audit Committee, Composition.”
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Examiners responsible for audit reviews, through coordination with functional and specialty
area examiners, should determine how much reliance the OCC can place on audit work. OCC
examiners assess the bank’s overall audit function during each supervisory cycle by

e drawing a conclusion about the adequacy and effectiveness of the overall audit program
and the bank board’s oversight of the audit program.
e assigning a rating to the overall audit program.

Assessment Elements

Effective OCC audit assessment encompasses integration, analysis, communication, linkage,
documentation, and interagency coordination. This section discusses each of these elements
of an effective assessment.

Integration. Ex
reviews, including v
and risk area as needgd.

e responsible for planning, coordinating, and integrating audit
igfMiNto the supervisory activities for each functional, specialty,
cialists should be consulted about the audit functions for
complex activities and4fey Shou sist in assessing the audit of those activities. Examiners
should use core assessmefgstandardsgand other tools in assessing and documenting
conclusions about individual @eaS§nd combining conclusions into an overall audit
assessment.1%°

Analysis. Examiners should review dugifsre
audit committee minutes, relevant commi
to identify changes in the bank’s risk profil

d management responses, bank board and
mation packages, and supervisory findings
igcontrol issues, or changes in audit

trends, stature, or structure. This review should 8l other information related to the
internal audit area, such as organization charts, ifite charter or mission statement,
external auditor engagement letters, outsourcing or ritten agreements, affiliate

agreements, audit manuals, operating instructions, job S|
training records, flow charts, and internal control and ris

Examiners should operate in accordance with their OCC super @ ce guidance and
instruction for analysis and documentation of the bank’s Part 363 @mmfal reporting.

Communication: Examiners should maintain ongoing and clear communications with audit-
related personnel throughout an examination or supervisory cycle. They should periodically
meet with the bank’s audit committee, audit management and staff (including outsourced
internal audit third parties), and other bank personnel closely associated with risk control
functions (e.g., risk managers and control officers). Examiners should establish
communication lines and periodically meet with the bank’s external auditors to discuss and,
if warranted, review work papers associated with audit planning methodologies, risk
assessment, and any required internal control attestations (e.g., 12 CFR 363 or SEC
regulations).

125 Appendixes in this booklet provide worksheets that can assist examiners in their assessment of audit.
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Examiner meetings with audit committees and internal and external audit personnel should
occur as frequently as appropriate depending on the bank’s size, complexity, scope of
activities, and risk profile. Examination reports and other written communications to the bank
should include comments about the adequacy of the bank’s audit functions and summarize
other appropriate findings and conclusions about audit functions.

Linkage: Examiners should link audit conclusions to assigned bank ratings, risk
assessments, and supervisory strategies. In particular, examiners should link management
ratings, audit component ratings in the specialty areas, and individual risk assessments
directly to the quality and reliability of the bank’s audit functions.

Interagency coordination: Audit supervision may involve working with the Federal
Reserve Board examiners in bank holding company situations, FDIC examiners in problem
bank situations, or otlget functional supervisory agencies such as the SEC and Consumer
Financial Protecti u. In such cases, the EIC should coordinate the timing of audit
reviews and shaf€ in tign with the appropriate supervisory agencies. Examiners
participating in joint foldi pany examinations should, after consultation with the
Federal Reserve, co iC&te audit conclusions to affiliate bank EICs.

Supervisory Reviews

In developing the appropriate scopeffor audi§ reviews, community and midsize bank
examiners should begin with the cor ssa@nt audit objectives and procedures from the
“Community Bank Supervision” booklet mptroller’s Handbook. Large bank
examiners should begin with the minimu
Supervision” booklet and tailor their review of
Supervisory reviews also take into consideratio
targets, along with ongoing supervision activities. 2
may need to perform additional procedures from this D80

eir objectives and needs.

ssments in other examination
udit reviews, examiners

0 assess the audit function.

Corporate and Risk Governance Reviews

Review of the bank’s corporate and risk governance relating to a ould focus on the
board and management oversight of the audit functions, along with the audit functions’
governance structure. Examiners should assess these elements within their assessments of
both internal and external audit functions, but may review it separately. Examiners should
determine the adequacy and effectiveness of board and management oversight of the audit
functions.

Internal Audit Reviews
Review of the bank’s audit function should focus first on the internal audit program.

Examiners should determine the program’s adequacy and effectiveness in assessing controls
and following up on management’s actions to correct any noted control deficiencies.
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Reviews for in-house, outsourced, or co-sourced internal audit activities, should encompass

policies and processes.

staffing resources and qualifications.

risk and control assessments.

annual audit plans, schedules, and budgets.
frequency of audits and audit cycles.

individual audit work programs and audit reports.
quality assurance and improvement activities.
follow-up activities.

reports submitted to the audit committee.

Results of these reviews form the basis for the OCC’s control assessments and determine
how much validati external audit program requires.

ssgmijal to the OCC’s evaluation of the bank’s overall audit
program. The OCC revieh er, s not an “audit of the auditors,” nor is it designed to
determine whether the audit c@nfofins diting standards. Reviews of external audit
determine whether the bank bo o@ committee effectively oversees the bank’s
e pro

external audit program and whether

agy complies with statutory and regulatory
requirements, as applicable. /
Reviews should focus on :

e the oversight of the external audit function.

e the type of external audit activity performed.

e the external auditor’s conclusions, findings, and com tiofs to the bank board or its
audit committee.

e management’s response to those findings.

The examiner should use information readily obtainable from bank management or, if
management cannot furnish it, from external auditors. If external audit communications are
not in writing, examiners should ask bank management their reasons for not obtaining written
communications.

As part of the supervisory process, the examiner should periodically contact or meet with
external auditors, especially if there are questions or issues regarding the external audit.
Through this communication, the examiner can learn the scope, results, and ongoing plans
for external audits.

Topics of discussion could include the following:

e Extent of the external auditor’s reliance on the work done by internal auditors.
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e Extent of the external auditor’s assessment and testing of internal controls over financial
reporting.

e Results and conclusions of risk assessments, including fraud risk assessment.

External auditor reliance on internal controls over financial reporting when auditing

financial reports.

Examination and audit results or major findings.

Upcoming audit and examination activities.

Assessment of internal controls.

Reports, management letters, or other documents.

Other appropriate audit or supervisory topics.

Part 363 Annual Reports Review

The examiner shou duct a review of the Part 363 annual reports for any bank covered
by 12 CFR 363 y submitters. The primary purpose of this review is to facilitate
the early identificati ems in financial management of these banks. Required reports
include financial stat€m udits conducted by IPAs, information on the structure and
effectiveness of interndfyconthels other required communications with those charged

with governance of the e | audit®r. Examiners should conduct a review of the Part 363
annual reports as part of the ngxt review, target, or safety and soundness
examination, no later than the [loWing the bank’s submission. Results of this review

should be utilized in supervision ac
examinations/targets, and discussion

ch as strategy considerations, subsequent
nagement.

Examiners should promptly advise the OC perviglry, office of any qualified or adverse
opinion or disclaimer of opinion encountered.

Refer to appendix C, “12 CFR 363 Reporting,” of t more information.

Centralized Third-Party Audit Reviews

When a third party performs internal or external audit work for gore banks in a
geographical area, examiners may choose or be called to perform a*€€ntralized review of the
third party’s work (e.g., centralized third-party audit review). Examiners can coordinate this
review with examiners from one field office or with examiners from multiple field offices. A
centralized third-party audit review may result in examination efficiencies by reducing the
supervisory burden on the bank and the third party, as well as on examiners, and may
eliminate duplication of examination efforts. A centralized third-party audit review also may
result in a more consistent examination approach for reviewing third-party work. Examiners
can use the centralized third-party audit review process to determine the effectiveness and
reliability of third-party audit work and can leverage review results in scoping individual
examinations and OCC audit reviews at affected banks.

Ideally, centralized third-party audit reviews should be part of the audit review planning
process and should take place before the start of any on-site examinations at affected banks.
A team of experienced examiners who are familiar with audit processes should perform the
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reviews. Review team examiners should consult with the assistant deputy comptroller
(ADC), EIC, or portfolio manager of each affected bank to help determine which work
papers to review at the centralized third-party audit review. The initial centralized third-party
audit review should be comprehensive. Subsequent centralized third-party audit reviews
could consist of a limited review of work papers and discussions with the third party to
determine whether there have been significant changes in the process, system, scope, or
findings since the previous review. A more complete centralized third-party audit review of
internal audit work papers should be performed every second supervisory cycle or as
instructed by the ADC, EIC, or portfolio manager.

Examiners must understand that the focus of centralized third-party audit reviews is on the
quality and reliability of internal or external audit work for each individual bank, rather than
a blanket endorsement of the third party. The reviews are not a substitute for or waiver of
other work examinergggust do as part of their overall audit assessment during on-site
examinations or q rvisory activities at the individual banks. Examiners are
encouraged and#fave exibility, if appropriate, to undertake additional testing at the bank
level or to review additio it work papers during on-site and other supervisory activities
during a supervisory . iners should base that decision on events that have occurred
since the most recent ceMgalized -party audit review and any other matters that come to
their attention during supervigbryRactiities (e.g., high-risk areas and new products and

services).
Refer to the “Validation” section of is ljyfor more information.
Sarbanes—Oxley Act Section 40 A@ns

Registered Banks

e For banks that have a class of securities registere under 12 CFR 11 or
12 CFR 16, examiners are directly responsible for ass@ssirt@compliance with the
requirements of SOX. In these banks, if the review of thigove npliance program,
including section 404 supporting documentation, reveals a ant weaknesses,

board and include

them in a matters requiring attention (MRA) in the ROE and, if appropriate, cite a

violation of law on the specific section of SOX at the bank level.

Registered Holding Companies

e For banks that are subsidiaries of holding companies with securities registered with the
SEC, the OCC is not directly responsible for assessing compliance with SOX because
compliance is assessed at the holding company level. For these banks, examiners should,
however, gain sufficient understanding of the holding companies’ overall SOX
compliance program to determine any impact on the bank’s risk profile. The bank’s
reputation risk may increase if full compliance with SOX is not achieved at the holding
company level. The scope of the supervisory activities required to assess this risk should
be based on the banks’ size and complexity. If the review of the overall compliance
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program reveals any significant weaknesses, examiners should discuss the weaknesses
with bank management and the board and include them as MRAs in the ROE.

e Violations of law regarding any section of SOX at the holding company level should not
be cited at the bank level. Such violations or concerns should be forwarded to the bank’s
holding company regulator. Examiners should coordinate such communications with
their supervisory office.

Validation

The objective of the OCC’s validation work is to gain or maintain an understanding of audit-
related policies, procedures, practices, and findings. Examiners use that understanding to
substantiate conclusions about the quality and reliability of the bank’s overall audit program,
and to determine th e of supervisory activities required to assess the quality of risk
management in ination areas.

Validation encompasgsesgservation, inquiry, and testing using a combination of the
following:

e Discussions with bank mahag t and audit personnel.

e Audit work paper reviews.

e Process reviews (such as revie
issues management and follow-u

y adherence, scorecards, risk assessments,
ifd d quality assurance and reporting).

To validate the adequacy of the bank’s audi#prograg®?OLCC examiners should progress, as
needed, through three successive steps: work papef’r use of supplemental procedures,
and verification.

Work Paper Review: Internal Audit

The OCC considers internal audit a fundamental building bloek g
controls. Therefore, during each supervisory cycle, examiners W an appropriate
sample of internal audit program work papers. This review also inClttles work papers for
outsourced or co-sourced internal audit work performed by independent third parties and
work papers for directors’ examinations.

d system of internal

The purpose of work paper reviews is to find out if internal audit’s coverage and scope
adequately test and assess the internal control environment in the audited business line or
activity. Examiners responsible for functional or line-of-business supervisory activities
should review audit work papers for those areas during target reviews or ongoing
supervision. The selected sample should do the following:
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e Represent a cross section of bank functions, activities, and bank-assigned internal audit
ratings.2°

e Preferably be taken from high-risk, problem, or rapid growth or decline areas, technology
audits, and products, services, or activities new to the bank.

e Provide a sufficient basis to
— validate the scope and quality of the audit program.
— determine how much reliance, if any, can be placed on the audit program and internal

control system.

When the directors’ examination serves as the sole internal audit function for the bank, a
sample of the supporting work papers must be reviewed. Many banks that continue to have
directors’ examinations also have a system of independent reviews of key internal controls in
lieu of a full-scale internal audit function. In these cases, when the directors’ examination
serves as only a pie the bank’s internal audit function, the sample may be selected from
the in-house audi e directors’ examination, or a combination of the two. For

ity banks have independent cash counts, reconcilements and
other reviews that mgke ective control system. If these independent reviews are
adequately documentedy exatginers may choose to review a sample of these work papers in
rs fr director’s examination.

Work paper documentation sh e internal audit program’s conclusions. In
reviewing work papers, examiners sifould n@t perform the bank’s audit procedures.

When the director’ examination consists ofgdot
as the bank’s sole audit program with an |
procedures), examiners should review a sample
internal audit activities (such as operational and
testing).

ernal and external audit work (i.e., serves
entgexternal party using agreed-upon
papers dealing with traditional
trol reviews and transaction

nher of internal audit
he bank’s internal

The EIC can limit the scope of the work paper reviews (
programs or work papers to review) based on his or her fa
audit function and findings from previous reviews of internal ag@

Work Paper Review: Outsourced Internal Audit

When internal audit is outsourced to a third party and work papers are stored in that third
party’s office in another city, examiners can be flexible in their approach to work paper
reviews. Work papers from an outsourced internal audit program do not have to be reviewed
during on-site examinations; examiners can review the work papers any time during the
bank’s supervisory cycle (i.e., as part of planning activities, quarterly reviews, periodic
monitoring, or targeted reviews). Examiners must review an appropriate sample of
outsourced internal audit work papers during every supervisory cycle. The sample should
provide a sufficient basis to validate the scope and quality of outsourced internal audit

126 \When the directors’ examination is the bank’s sole audit function, examiners have the flexibility to limit the
work paper review to only one segment of the work papers, if the segment selected is sufficient to validate the
effectiveness of the audit program.
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activities and determine to what extent examiners can rely on the bank’s internal audit
program and internal control system. Examiners should weigh the pros and cons of traveling
to the third party’s office or having the bank ask the third party to send copies of designated
work papers to the bank.

When a third party performs internal audit program work for multiple banks, examiners
should consider the feasibility of centralized work paper reviews. The goals of centralized
work paper reviews are efficiencies gained by reducing burdens on examiners, bankers, and
third parties and the application of a consistent supervisory approach to such work paper
reviews. Examiners may coordinate centralized outsourced audit reviews with other OCC
field offices when a third party performs internal audit work for multiple banks in a
geographical area.

Work Paper Revi@w: External Audit

Except for directors’
papers during a supe

tions, examiners are not required to review external audit work

IMgircumstances. Examiners should consider reviewing
external audit work papers in the Y@lléwing circumstances:

e If the review of internal audit dig€loses gignificant problems or issues (such as
insufficient internal audit coveragg).

e If questions are raised about matters t% rmally within the scope of an external
audit program.

The following are examples of situations that m @ n external audit work paper
review:

miners should consider
iWor b8fore embarking on a
might be addressed

e Unexpected or sudden changes in the bank’s external
having discussions with the previous and current extern
work paper review. If the discussions raise unanswered que
in the work papers, then a work paper review may be warrante

e Significant changes in the bank’s external audit program. Examiners should contact the
external auditor to discuss these changes and determine whether a review of work papers
is warranted.

e Significant and unexpected changes in accounting or operating results.

e Issues that affect the bank’s safety and soundness. There may be instances when the
external auditor raises safety and soundness concerns, or when examiners or internal
auditors surface safety and soundness concerns in areas normally within the scope of an
external audit program. In such cases, examiners should obtain information from the
bank, discuss the issues with bank management and the external auditor, and consider
reviewing work papers related to those matters or findings.

127 |In those situations when the directors’ examination is the bank’s only audit function, examiners have the
flexibility to limit the work paper review to only one segment of the work papers, if the segment selected is
sufficient to validate the effectiveness of the audit program.
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e Issues with respect to the independence, objectivity, or competence of the bank’s external
auditor.
e Recalcitrant external audit firm or staff.

Access to External Audit Work Papers

IPAs for banks subject to 12 CFR 363 are required to provide the OCC access to audit-
related work papers, policies, and procedures on request.*?® For banks not subject to

12 CFR 363, engagement letters or written contracts should explicitly provide for examiner
access to external audit work papers in accordance with interagency policy statements.

If examiners determine that an external audit program’s work papers warrant review, the
examiners should discuss the request with bank management and the external auditor. This
discussion may makggllige work paper review unnecessary or may help examiners focus their
review on the mo ant work papers.

Rather than a blankefire eview all external audit work papers, examiners should
make specific request porting reasons regarding areas of greatest interest. The
external auditor may be agle to s t additional work papers or audit areas for examiner
review. Examiners should als@ coRsider requesting that the auditor make available, for the
specific areas under review, r P documents and other information pertinent to

the area’s audit plan (including the s@mple s@lection process).

When examiners request access to work p

acknowledgement letter.?® If presented Wit
Instead, examiners should complete the OCC ac
“OCC Acknowledgment of External Audit Wor
return the letter to the auditor with the auditor’s o

audit firm might ask examiners to sign an
er, examiners should not sign it.

ent letter template in appendix H,
est Letter,” of this booklet and
ached. If examiners have
revents timely access to
work papers, examiners should contact the appropriate unting expert and legal

counsel.

The external auditor may need to offer assistance to examiners view of work papers.
The external auditor should arrange a process to answer examiner questions about the format
and organization of work papers. When the audit work papers support holding company
financial statement audits or attestation reports, examiners should coordinate reviews with
appropriate OCC supervisory offices and other regulators.

Examiners should be aware that external auditors may charge the bank for time spent
responding to an examiner’s review of the external audit program’s work papers. An external
auditor may request that examiners view the audit work papers at the auditor’s office. The

128 Refer to 12 CFR 363, appendix A.13, “Role of Independent Public Accountant, General Qualifications.”
Refer to 12 USC 1831m(g)(3) and to OCC Bulletin 2013-29, “Third-Party Relationships: Risk Management
Guidance” (October 20, 2013) for more information.

129 Refer to AICPA ASB AU-C section 230, “Audit Documentation.”
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external audit firm may also require that its representative(s) be present during the reviews
and may not allow photocopying. EICs of community banks and midsize banks should
consult with their ADCs and district accountants, and may wish to consult with OCC legal
staff, before beginning to review any external audit program work papers. Similarly, large
bank EICs should consult with their Large Bank Supervision deputy comptroller and the
Chief Accountant’s Office, and may wish to consult with OCC legal staff, before beginning
such a review.

Use of Supplemental Procedures

Minimum or standard core assessment audit procedures may identify significant audit or
control discrepancies or weaknesses or may raise questions about the audit function’s
effectiveness. In those situations, examiners should consider expanding the audit program
review by selecting lemental procedural steps from the expanded procedures in the

For example, examiners
they encounter or identify

e Issues of competency or indepen@lence rglating to internal or external auditors.

e Unexplained or unexpected cha in in or external auditors or significant changes
in the audit program.

e Inadequate scope of the overall audit pr i key risk areas.

e Audit work papers in key risk areas that are i do not support audit conclusions.

e High-growth areas of the bank without adeqUatg internal control.

e Inappropriate actions by insiders to influence t cope of audits

¢ Identification of significant operational or functional b ss area(s) not identified by

audit.
e Significant concerns about the adequacy of internal auditdthggOundfess of internal
controls, or the integrity of financial or risk management coN @¥ an audited area.
e Any of the following issues:
— Key account records are significantly or chronically out of balance.
— Management is uncooperative or poorly manages the bank.
— Management attempts to restrict access to bank records.
— Significant accounting, audit, or internal control deficiencies remain uncorrected from
previous examinations or from one audit to the next.
— Bank auditors are unaware of, or unable or unwilling to sufficiently explain,
significant deficiencies.
— Management engages in activities that raise questions about its integrity.
— Repeated violations of law affect audit, internal controls, or regulatory reports.

The scope of expanded work should be sufficient to determine the extent of problems and
their effect on bank operations.
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Verification

When reviewing the audit function, any significant concerns about the adequacy of an audit
or internal controls, or about the integrity of the bank’s financial or risk management
controls, should result in examiners’ consideration of further expanding the audit review to
include verification procedures.'® Verification procedures should be considered even when
the external auditor issues an unqualified opinion. Discrepancies or weaknesses may call into
question the appropriateness of the opinion.

Required Use
Examiners should use verification procedures whenever they identify the following issues:

Key account recgy

Management 4

, are significantly or chronically out of balance.
@ perative or poorly manages the bank.

Significant accounti or internal control deficiencies remain uncorrected from

previous examinati e audit to the next.

e Bank auditors are unawgare ofjor Wnable or unwilling to sufficiently explain, significant
deficiencies.

e Management engages in actiwi at raise questions about its integrity.

e Repeated violations of law that @ffect auditnternal controls, or regulatory reports.
W[

There may be other situations when examy
investigation. In those cases, examiners shogld c
control weaknesses and use judgment in decidi

eve audit or controls warrant further
ider the risk posed by any audit or
perform verification procedures.

Performing Verification Procedures

When considering use of verification procedures, the foll[Bwing*®ptighg are available in lieu
of examiners performing the procedures:

e Have the bank expand its own audit function to address the w sses or deficiencies.
Use this alternative only if
— management demonstrates a capacity and willingness to address regulatory problems.
— there are no concerns about management’s integrity.

— management has initiated timely corrective action in the past.

e Have the bank contract with third parties, such as its professional audit firm or other
independent party, to perform the verification. Use this alternative when management’s
capabilities and commitments are inadequate or when substantive problems exist with
having the bank or its audit function perform the procedures.

130 verification procedures can be found in most booklets in the Safety and Soundness and Asset Management
series of the Comptroller’s Handbook.
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If examiners choose to use either of the previously mentioned options, the actions taken
should resolve each identified supervisory problem in a timely manner. Supervisory follow-
up should include a review of audit work papers in areas where the bank audit was expanded.
Examiners should review associated audit third-party written agreements to ensure OCC
examiners appropriate access to work papers and reports.

The supervisory office decides on a case-by-case basis whether to pursue verification and, if
so, determines the extent of verification and who performs it. Verification procedures are
generally performed only in rare cases when significant concerns exist. Examiners should
consult with the bank’s external auditors to determine whether the auditors completed
applicable verification procedures. If so, examiners should consider whether to use those
results to supplement or replace OCC verification. Direct confirmation with bank customers
must have prior approval of the ADC and district deputy comptroller or appropriate large
bank supervisors. T forcement and Compliance Division, the district counsel, and the
district accountan also be notified when direct confirmation is being considered.

Completing the Aud n Review

The previous sections of ¥is hodkletW@iscuss characteristics and practices of effective internal

and external audit programs, | & the principles and processes behind examiner review
of the bank’s audit function. Id evaluate the extent to which the bank uses

these practices, taking into considergtion th@jbank’s size, complexity, scope of activities, and
risk profile. Examiners evaluate contliaace, d fiduciary audits using the same criteria

they use for any other type of audit. Appe

help examiners evaluate the bank’s audit Tu
booklets of the Comptroller’s Handbook and F
the adequacy of audit coverage and assessment
(such as booklets in the Consumer Compliance and

this booklet provide worksheets that may
iners should refer to the relevant
IgBxamination Handbook to determine

@ r business entity or function
Al \

ement series).
At the conclusion of the audit review, examiners should assign @ D the audit function.
Regardless of the overall audit rating assigned, the ROE should cOmiai#fl comments
summarizing the adequacy of the bank’s audit program and any significant audit issues or
concerns. '3

Q

Audit Rating

The Uniform Interagency Consumer Compliance Rating System takes into consideration the
bank’s compliance audit functions. When assigning a consumer compliance rating,
examiners must consider the adequacy of operating systems, including internal procedures,
controls, and audit activities that the bank uses to ensure compliance with applicable
consumer laws, rules, and regulations. The rating system additionally considers board and
management oversight that includes, but is not limited to, the identification and remediation
of control deficiencies.

131 Refer to the “Bank Supervision Process,” “Community Bank Supervision,” and “Large Bank Supervision”
booklets of the Comptroller’s Handbook for audit rating guidance.
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Under the Uniform Rating System for Information Technology (URSIT), part of the
evaluation of the bank’s IT system includes an assessment of the IT audit program.

Under the Uniform Interagency Trust Rating System (UITRS), the fiduciary activities of
national banks, national trust banks, FSAs, and trust-only FSAs are assigned a component
rating for five areas. One of those areas is operations, controls, and audits. For this area to be
considered adequate, audit coverage must ensure the integrity of the financial records, the
sufficiency of internal controls, and the adequacy of the compliance process.

Information regarding these rating systems and other supervisory rating systems, such as

CAMELS and ROCA, can be found in the “Bank Supervision Process” booklet of the
Comptroller’s Handbook.

Q
//I/O
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Examination Procedures

This booklet contains expanded procedures for examining specialized activities or specific
products or services that warrant extra attention beyond the core assessment contained in the
“Community Bank Supervision,” “Large Bank Supervision,” and “Federal Branches and
Agencies Supervision” booklets of the Comptroller’s Handbook. Examiners determine which
expanded procedures to use, if any, during examination planning or after drawing
preliminary conclusions during the core assessment.

Scope

These procedures are designed to help examiners tailor the examination to each bank and
determine the scope @fithe internal and external audits examination. This determination
should consider g Q ormed by internal and external auditors and other independent risk
control function§”andpk examiners on related areas. Examiners need to perform only
those objectives and Step e relevant to the scope of the examination as determined by
the following objectiv m Will every objective or step of the expanded procedures be
necessary.

Objective: To determine the scope @ ion of internal and external audits and identify
examination objectives and activitie§/necessary to meet the needs of the supervisory strategy

for the bank.

1. Review the following sources of info n@nd gote any previously identified problems
related to internal and external audits that regug€ f -up:

Supervisory strategy
EIC’s scope memorandum

e The OCC’s information system, containing super@sionygroduets of related areas

e Previous ROEs, supervisory letters, and work paper

¢ Internal and external audit reports and work papers

e Bank management’s responses to previous ROES or super letters and audit
reports

Customer complaints and litigation
e Centralized audit firm review memorandum, if applicable

2. Obtain the results of such reports as

e the Uniform Bank Performance Reports (UBPR).

e Canary, an OCC application used as an analytical tool to generate reports containing
benchmarked measures.

e PCAOB inspection report pertaining to the bank’s external audit firm, if the bank is
publicly held.
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3. Obtain and review the following documents to identify any issues or concerns that
require follow-up:

e OCC audit summary memos and work papers from the previous examinations.

e Internal audit reports, including audit reports that the auditors may have participated
in or relied on to any extent, such as AICPA SSAE 16 reports.

e External auditor reports and other correspondence to the bank or, if applicable, its
parent company.

e Minutes of audit committee meetings and applicable bank board-level committee
meetings since the last examination.

e Audit packages and information submitted to board-level and executive-level
committees.

e Listing of members of the audit committee(s), including those on the fiduciary audit
committee, | licable, and the date of each member’s appointment to the

e Any engage
audit activities;

written agreements pertaining to external audit or internal
ted organization services.

e Correspondence mem@andiim

4. Obtain and review the followingidocumentsto determine the structure of the bank’s
internal and external audit functi /

e Any report of resignation of externalaudjo

company if the bank is public.

e Bank organizational chart relative to the In t function.

e Holding company organizational chart relati s internal audit function.

aspublic company, or of a holding

t uses to supervise
internal and external audits, including any quality assurartee al risk assessments.

6. Indiscussions with bank management determine whether there
changes. Discussions should address

ave been any significant

e how the audit committee supervises audit activities.

e any significant changes in business strategy or activities that could affect the audit
function (e.g., third-party relationships, products, services, delivery channels, market
geographies).

e any material changes in the audit program, scope, schedule, or staffing related to
internal and external audit activities (e.g., external auditor, outsourcing or co-sourcing
scope, and audit tools or audit systems).

e any other internal or external factors that could affect the audit function (e.g., audit
projects or initiatives).
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e observations from examiner review of internal bank reports, as well as OCC and other
third-party-generated reports.

7. Obtain a list of outstanding audit items and compare the list with audit reports to
ascertain completeness. Determine whether all significant deficiencies noted in the audit
reports have been corrected and, if not, determine why corrective action has not been
completed. Make those determinations by

e distributing to each examiner responsible for an examination area a copy of the area’s
audit report or a list of significant audit deficiencies for that area.

e requesting that the examiner prepare and return a memorandum stating whether the
bank board or management has addressed the audit deficiencies and whether their
actions were adequate.

8. For banks witlfe gisourced internal audit functions, obtain the following documents
lerste f the scope of services:

e Outsourced inteéhal aydit arrangement contracts or engagement letters.
e Outsourced interrtah auditikep@rts.
e Outsourced audit poli@les,
9. Identify internal audit work progfams, iAcl
activities and directors’ examina ro
audit work papers for validation purp
examiners reviewing functional or speci
consumer compliance, asset management, o

ing those from any outsourced internal audit
ich to select a reasonable sample of internal
rdinate work paper review efforts with the
uch as credit, capital markets,

e provide the examiner(s) with the audit prog it report(s) for the specific
area(s) to be tested.
e request that the examiner(s) review applicable int@ggal

Note: Examiners may want to use appendix E, “Internal Audit
in completing work paper reviews.

10. Based on an analysis of information obtained in the previous steps, as well as input from
the EIC, determine the scope and objectives of the internal and external audits
examination.

11. Select from the following examination procedures the necessary steps to meet
examination objectives and the supervisory strategy.
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Functional Area Procedures

Board and Management Oversight

Note: Examiners may want to use appendix G, “Board or Audit Committee Oversight
Worksheet,” in this booklet as an aid in completing this portion of the examination
procedures.

Objective: To determine the overall quality of bank board and its audit committee oversight of the
bank’s audit functions.

1.

Obtain the bank’s risk governance structure that outlines the bank board and relevant
committee reportigg structures. This information should also include all relevant holding
rd-level committees. Determine if the bank board has appropriately
rsight responsibilities by

e establishing &b ditftommittee for banks with $500 million or more in total
assets.

e establishing a bank¥ideic dit committee for bank organizations with trust
powers active.

e annually approving audit Copfifmittee)gharter that outlines the committee’s

responsibilities, member qu 'fica‘ti?uthorities, independence, and bank board

reporting.
e maintaining written, approved crit€riggorfetegnining whether current or prospective

members of the audit committee are Thde of management and are outside

directors.
e reflecting record of these decisions in the b& apdl meeting minutes.

k board or audit
ppropriate
it committee does

By discussing audit activity with bank management,
committee minutes and audit information packages, an
examination procedures, determine whether the bank boafd g
the following:

e Reviews and approves audit strategies, policies, programs (including the Bank
Secrecy Act compliance program), audit charter, and organizational structure,
including selection, termination, and compensation of external auditors or outsourced
internal audit third parties.

e Establishes schedules and agendas for regular meetings with internal and external
auditors. The audit committee should meet at least four times a year.

e Supervises the audit functions directly to ensure that internal and external auditors are
independent and objective in their findings.

e Works with internal and external auditors to ensure that the bank has comprehensive
audit coverage to meet the risks and demands posed by its current and planned
activities.
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e Has significant input into hiring senior internal audit personnel, setting their
compensation, and evaluating the chief auditor’s performance.

e Reviews and approves annual audit plans and schedules (and any changes thereto) for
both internal and external audits.

e Retains auditors (internally or outsourced) who are fully qualified to audit the kinds
of activities in which the bank is engaged.

e Meets with bank examiners at least once each supervisory cycle to discuss findings of
OCC reviews of the bank’s audit functions.

e Monitors, tracks, and, when necessary, provides discipline to ensure effective and
timely response by management to correct control weaknesses and violations of laws
or regulations noted in internal or external audit reports or in examination reports.

3. Determine if the bank board or its designated audit committee appropriately evaluates the
performance of dit functions by

establishing
conducting e
evaluating acti
documenting all s
minutes.

jective criteria for evaluating the internal audit function.
the internal audit function based on these criteria.
managing risks of any third-party audit services.
ati@ns and related decisions within the committee meeting

maintains an effective whistle-bl . The whistle-blower procedure enables
bank employees to confidentially and gho usl
about questionable accounting, internal @counti

submit concerns to the committee
controls, or auditing matters. Consider

4. Determine if the bank board or i desy audit committee has established and
praged

e the periodic review and approval of the polj gfl to the whistle-blower

procedure.

e whether the context of the policy provides adequa idariee for roles and
responsibilities to support effective whistle-bloweRgroc ecution and
maintenance.

e whether the whistle-blower policy and procedure promo investigation of

reported information.

e whether bank employees are aware of whistle-blower procedure.

e if applicable, the incorporation of holding company whistle-blower activities that
affect the bank.

e whistle-blower submissions, since last examination, and actions.

5. For banks with trust powers that offer CIFs, determine if the bank board retains direct
responsibility for the annual audit of CIFs in accordance with 12 CFR 9.18(b)(6)(i).
Consider the following:

e Formal approval of the CIF audit work as part of the external audit program and
schedule, if choosing to utilize the bank’s external auditor as the third-party auditor.
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e Formal approval of engagement or written agreement for conducting the CIF audit
before onset of work.

e Discussion of the third-party auditor’s independence in conducting the CIF audit.

e Review of third party’s CIF audit report with management and third-party auditors in
a timely manner.

Objective: To determine if the bank’s audit committee structure and activities are appropriate for
the bank’s size, complexity, scope, and nature.

1. Obtain the bank board’s most recent annual audit committee membership determination,
which should be reflected in the minutes of board meetings and any bank board’s written
criteria.

2. For banks coverg
audit commi

der 12 CFR 363, the bank board should have written criteria of
Position and structure. Determine if these written criteria ensure
conformanc 363 for existing or potential members, which encompass
outside director and jgllepengdence of management status. The bank board may put forth
additional criteria a&releWgant.

e An outside director is@ difgctor who is not, and within the preceding fiscal year has
not been, an officer or oT%he bank or any affiliate of the bank.
e Independence of managemenlt considerations include the following:

— If an outside director, eit jrecidy onindirectly, owns or controls, or has owned
or controlled within the precediffg fi year, 10 percent or more of any
outstanding class of voting securiffes bank, the bank board should
determine, and document its basis an algfor such determination, whether
such ownership of voting securities Wo re with the outside director’s
exercise of independent judgment in ca esponsibilities of an audit
committee member, including the ability to jectively the propriety of
management’s accounting, internal control, a olicies and practices.

— If the bank board determines that such ownershi urities would
interfere with the outside director’s exercise of indefig dgment, the outside
director is not considered independent of management:

e The bank board should not consider an outside director independent of management if
any of the following apply:

— The director serves, or has served within the last three years, as a consultant,
advisor, promoter, underwriter, legal counsel, or trustee of or to the bank or its
affiliates.

— The director has been, within the last three years, an employee of the bank or any
of its affiliates or an immediate family member is, or has been within the last
three years, an executive officer of the bank or any of its affiliates.

— The director has participated in the preparation of the financial statements of the
bank or any of its affiliates at any time during the last three years.

— The director has received, or has an immediate family member who has received,
during any 12-month period within the last three years, more than $100,000 in
direct and indirect compensation from the bank, its subsidiaries, and its affiliates
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for consulting, advisory, or other services other than director and committee fees
and pension or other forms of deferred compensation for prior service (provided
such compensation is not contingent in any way on continued service). Direct
compensation also would not include compensation received by the director for
former service as an interim chair or interim CEO.

— The director or an immediate family member is a current partner of a firm that
performs internal or external auditing services for the bank or any of its affiliates;
the director is a current employee of such a firm; the director has an immediate
family member who is a current employee of such a firm and who participates in
the firm’s audit, assurance, or tax compliance practice; or the director or an
immediate family member was within the last three years (but no longer is) a
partner or employee of such a firm and personally worked on the audit of the
insured depository institution or any of its affiliates within that time.

— The direci@g or an immediate family member is, or has been within the last three

years, d as an executive officer of another entity where any of the present
exect ers,of the bank or any of its affiliates at the same time serves or
served onftha compensation committee.

— The directog surrent employee, or an immediate family member is a current

i ser, of ity that has made payments to, or received payments
from, the bank y Of it§ affiliates for property or services in an amount which,
in any of the last t s, exceeds the greater of $200,000 or 5 percent
of such entity’s consolidd@ted gro§s revenues. This amount would include

payments made by the bagk or an its affiliates to not-for-profit entities where
icgF ofgthere an immediate family member of the

the director is an executive
director is an executive officer®

3. Review the bank audit committee membership ag pard determination to see
whether the bank board concluded that the coniig made up entirely of outside
directors of the bank.

Oyof its current fiscal
year, review the board’s determination to see if it also coriclge allits audit committee

e The committee is made up entirely of outside directors of the bank.

e For banks with $500 million to $1 billion in total assets, the majority of committee
members are independent of management. For banks with $1 billion or more in total
assets, each committee member is independent of management.

5. If the bank had more than $3 billion in total assets at the beginning of its fiscal year,
review the board’s determination to see if it also concluded that its audit committee
complies with 12 CFR 363.5(b) by meeting the following criteria:

e At least two members of the committee have
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— significant executive, professional, educational, or regulatory experience in
financial, auditing, accounting, or banking matters as determined by the bank
board, or

— significant experience as an officer or member of the board or audit committee of
a financial services company.

e The committee has access to its own counsel at its discretion and without prior
approval of the board or management.
e No committee member is a large customer of the bank.

6. Review the audit committee charter to determine that duties are clearly defined and are
appropriate to the size of the bank and the complexity of its operations and include

e the appointment, termination, compensation, and oversight of the IPA.
e reviewing wij anagement and the IPA the basis for their respective reports issued
under 12 2(a) and 12 CFR 363.2(b) and 12 CFR 363.3(a) and

e reviewing and saStyin@yitself as to the IPA’s compliance with the required

setforth in 12 CFR 363.3(f), 12 CFR 363.3(g), and
12 CFR 363, appeadix A®L3-A. 16.

e ensuring that audit engageMert letters comply with the provisions of 12 CFR 363.5(c)
before engaging an IP

e Dbeing familiar with the noticg requir tsin 12 CFR 363.4(d) and 12 CFR 363,
appendix A.20 regarding the iogfChange, or termination of an IPA.

e ensuring that management sends p any notice required under
12 CFR 363.4(d) to the IPA when thgnotice 46'filed with the FDIC.

e working with internal and external audit
audit coverage.

e ensuring senior management establishes an
internal control system and processes.

accounting policies and practices by the bank and re
qualitative aspects of the bank’s accounting practices, in€
financial reporting judgments, and financial statement disclO

e establishing and maintaining whistle-blower procedure.

e holding committee meetings at least four times a year.

e establishing schedules and agendas for regular meetings with internal auditors, along
with external auditors when providing oversight.

e meeting with bank examiners to discuss findings of OCC reviews, including
conclusions regarding audit.

e monitoring, tracking, and, where necessary, providing discipline to ensure effective
and timely response by management to correct control weaknesses and violations of
law or regulation noted in internal or external audit reports or in examination reports.

ignificant
accounting estimates,
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7. Review the audit charter to determine that any additional responsibilities are clearly
defined. Appropriate additional duties could include the following:

e Reviewing with bank management and the external auditor the scope of services,
significant accounting policies, and conclusions regarding significant accounting
estimates.

e Reviewing with bank management and the external auditor the effectiveness of
internal controls over financial reporting, the resolution of related material
weaknesses, and the prevention or detection of management overrides or
compromises.

e Discussing with bank management and the external auditor any significant
disagreements.

e Reviewing with bank management the bank’s compliance with applicable laws and

dit function.
ponsibilities for bank organizations with trust powers.

8. Review the audit charter 1@ de
internal audit function. Au
audit function should include thfollowdhg:

e Appointing, compensating, and 0( the chief auditor.

e Reviewing and approving audit stratégiesya policies, audit programs, and audit
organizational structure.

e Documenting risks and mitigations associa
structure.

e Reviewing and approving internal audit’s risk ass ts'@nd the scope of the
internal audit plan.

e Reviewing and approving the selection and terminati
audit activities.

e Ensuring that internal auditors are independent and objective
consistent with their independence principles and rules.

e Retaining auditors who are qualified to perform the audit activities.

e Establishing objective criteria to oversee and evaluate the internal audit function,
which may include managing risks of outsourced internal audit activities.

that duties are clearly defined when overseeing the

e audit hierarchy reporting

sourced internal

In their findings and

9. Determine whether the chief auditor position ensures stature and independence for the
size and complexity of the bank. The chief auditor is expected to functionally report
directly to the bank board or to its designated audit committee.

e Considerations for chief auditor’s placement in the organization include that
— chief auditor must be an employee of the bank, but may also be an employee of
the holding company.
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— chief auditor should have stature, whereby in large banks subject to 12 CFR 30,
appendix D, the chief auditor must be one level below the bank’s CEO.
e Considerations for chief auditor’s administrative reporting include that
— administrative activities are limited to routine personnel matters (e.g., leave and
attendance reporting).
— chief auditor may report to the bank’s CEO in place of the audit committee.
e Considerations of the bank board or its designated audit committee’s decision of chief
auditor’s placement in dual reporting situations should include
— the bank board’s periodic risk evaluation of diminished independence and any
risk mitigants of dual reporting.
— the audit committee’s documentation of its consideration of reporting hierarchy
and risk mitigants.

10. Evaluate board 3 anagement oversight relative to applicable audit functions.
Examiners shg aplete applicable examination procedures in the sections titled
“Internal Audit F U “Outsourcing Internal Audit,” and “External Audit Function.”

. Determine whether the bank has fiduci rs and engages in fiduciary activities. If
S0, proceed with steps 2 through 4 by Teyd€wi viously requested materials.

2. Determine whether the national bank has a
following requirements as established at 12 C

it committee that meets the

e The fiduciary audit committee is a committee of tQE baMk’s digectors or an audit

committee of an affiliate of the bank.

e Members of the fiduciary audit committee do not includ
significantly in the administration of the national bank’s
(12 CFR 9.9(c) (2)).

e A majority of fiduciary audit committee members are not also members of any other
committees to which the bank board has delegated power to manage and control the
national bank’s fiduciary activities (12 CFR 9.9(c) (2)).

cers who participate
ary activities

3. Determine whether the FSA has a fiduciary audit committee that meets the following
requirements as established at 12 CFR 150.470:

e The fiduciary audit committee is a committee of the FSA’s directors or an audit
committee of an affiliate.

e The officers of the FSA and the officers of an affiliate who participate significantly in
administering the FSA’s fiduciary activities do not serve on the fiduciary audit
committee (12 CFR 150.470(a)).
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e A majority of the members of the fiduciary audit committee cannot serve on any
committee to which the board has delegated power to manage and control the FSA’s
fiduciary activities (12 CFR 150.470(b)).

4. Determine whether the bank board meeting minutes meet the following requirements:

e For banks that arrange an annual fiduciary audit, results (including significant actions
taken as a result of the audit) must be noted in the minutes of the bank board meetings
in accordance with 12 CFR 9.9(a) for national banks or 12 CFR 150.480(a) for FSAs.

e For banks that use a continuous audit system for fiduciary activities, results of all
discrete audits performed since the last audit report (including significant actions
taken as a result of the audits) must be noted in the minutes of the bank board
meetings at least once during each calendar year, in accordance with 12 CFR 9.9(b)
for national s or 12 CFR 150.480(b) for FSAs.

Annual Filing and Repory

Objective: If the bank is coveégd uRder, FR 363, to determine compliance with annual filing
and reporting requiremen

Note: Examiners may want to ndiXyD, “12 CFR 363 Report Worksheet,” as an aid in

completing this portion of the exam{hation progedures.
1. Review the bank’s most recent fiscal X management report (12 CFR 363.2(b)) and

determine whether the report fulfills the4OllqWipg@’criteria:
e The report is appropriately signed by
— the bank CEO and chief accounting or ¢ fficer when the audited
financial report and management report requir s are satisfied solely at the

bank.

— the bank CEO and chief accounting or chief finaneia
holding company CEO or chief accounting or chief
report requirements are satisfied by any portion of the 08
report components).

— the holding company CEO and chief accounting or financial officer when filing
requirements of annual audited financials and management report are satisfied
solely at the holding company.

— the branch’s managing official of a foreign bank when the branch does not have a
CEO or a chief accounting or financial officer.

e The report contains a statement of management’s responsibilities for

— preparing the bank’s annual financial statements.

— establishing and maintaining adequate internal control structures and procedures
for financial reporting.

along with the
apofficer, when the
(i.e., management
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— complying with laws and regulations relating to safety and soundness that are
designated by the FDIC and the OCC (12 CFR 363.2(b)(1)).1%

e The report contains an assessment by management of the bank’s compliance with
designated safety and soundness laws and regulations during the fiscal year. The
assessment must state management’s conclusion as to whether the bank has complied
with the designated safety and soundness laws and regulations during the fiscal year
and disclose any noncompliance with these laws and regulations
(12 CFR 363.2(b)(2)).

o If the bank had $1 billion or more in total assets at the beginning of the fiscal year,
the report contains the following:

— A statement identifying the internal control framework used by management to
evaluate the effectiveness of the bank’s internal control over financial reporting.
— A statement that the assessment included controls over the preparation of

luding identification of such regulatory reporting instructions.
sing management’s conclusion as to whether the bank’s

ing, if@nyRthat it has identified that have not been remediated
before the bank’s filsc r-end. Management is precluded from concluding that
the bank’s internal inancial reporting is effective if there are one or
more material weakness

nt’s assessment of financial reporting
pliance with designated laws and
ictions (12 CFR 363, appendix A,

2. Review documentation pertaining t0
controls and its own investigation an
regulations regarding insider loans and
table 1). Determine the following:

e Has management maintained records of its re :

e Were the results of the review discussed with the @udit@@mmi

e Is management’s assessment of financial reporting Cegtro
designated laws consistent with findings of the bank’s i
as well with as supervisory examination findings?

apd external auditors,

3. Review the bank’s determination that it met the filing and notice requirements of
12 CFR 363.4. Does the determination indicate that

e the bank that is neither a public company nor a subsidiary of a public company that
meets the criterion specified in 12 CFR 363.1(b)(1) filed its Part 363 annual report
within 120 days after the end of its fiscal year?

e the bank that is a public company or a subsidiary of a public company that has total
assets of $1 billion or more at the beginning of its fiscal year filed its Part 363 annual
report within 90 days after the end of its fiscal year?

132 Refer to 12 CFR 363, appendix A, table 1.
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e the bank’s annual report required by 12 CFR 363.4(a) to be filed is available for
public inspection (12 CFR 363.4(b))?

Objective: If the bank is subject to the periodic filing and reporting requirements of 12 CFR 11
(i.e., the bank has registered its securities with the OCC), to determine compliance with
certain SEC requirements.

1.

Review correspondence or other communications issued by the OCC’s Chief Counsel’s
Office, Securities and Corporate Practices Division, resulting from its review of the
bank’s proxy material and annual reports.

Determine whether the bank has adequately addressed issues requiring attention resulting
from the review by the OCC’s Chief Counsel’s Office, Securities and Corporate Practices
Division.

Internal Audit Fuhcti

Objective: To determine the @gequaey ard and management oversight of the bank’s internal
audit function.

1.

Determine whether the ban
profile, has established an inter

is independent and objective.
is staffed by qualified persons.

adequately tests and reviews information s @
adequately documents tests, findings, and coftegii¥e
verifies and reviews management actions addressj

requires the bank board or its audit committee to reW
effectiveness.

erial weaknesses.
al audit systems’

Note: Examiners should consider citing a violation of 12 CFR 30 if the internal audit
program does not effectively or fully meet these requirements. Consider whether overall
audit is rated “weak” because of significant deficiencies in the internal audit function or
its oversight, whether MRAs pertaining to internal audit are being put in the report, or
whether recommended enforcement actions include internal audit-related articles.

Determine whether the bank’s internal audit program has

e an audit charter or mission statement that sets forth the audit department’s purpose,
objectives, organization, authority, and responsibilities.

e an audit plan that addresses goals, schedules, staffing budget, reporting, and, if
applicable, financial budgets.
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e policies and procedures that appropriately govern the activities of its internal audit
program and are utilized by appropriate audit personnel.

e aprogram for professional development and training of audit personnel including
orientation and in-house and external training opportunities.

e aquality assurance program performed by internal or external parties to evaluate the
operations of the internal audit function.

3. Review bank board and its audit committee meeting minutes, or summaries, and audit
information submitted or presented to the bank board or its audit committee. Determine
whether

e the bank board or its audit committee has formally approved the internal audit
program, including mission statement or audit charter, and annual audit plan and

schedule.
e internal auf Q@ ts and other audit-related information submitted regularly to the
board or-audifiCe ee are sufficient for effective monitoring of internal audit’s

performance
Consider
— status reports 8 the afinual audit plan and schedules.
— activity reports foau ompleted, in process, and deferred or cancelled.
— staffing and trainin .
— tracking reports for significant odtstanding audit and control issues.
— discussion of significant toyfOr accounting issues.
— risk assessments, evaluations, i
— results of regulatory examinatio
— other information the audit committe
e the internal audit program and annual pl
updated by the chief auditor, with changes r€
e progress has been made toward completing the audi
whether the board or audit committee has approv
schedule changes.
e consideration is given to staffing, compensation, and trd
e management does not unduly participate in or dominate th
committee’s supervision of the internal audit function.

d4ee0gress toward meeting approved audit plans and schedules.

or schedule, and
audit program or audit

@rectors’ or audit

4. Review management’s records supporting any assertions concerning the effectiveness of
internal controls over financial reporting and compliance with designated insider loan and
dividend restriction laws and regulations (required for any bank covered by 12 CFR 363).

e Determine whether management’s standards for measuring the adequacy and
effectiveness of internal controls over financial reporting are appropriate. Consider
— sources of established standards (e.g., AICPA, OCC, and COSO).
— risk analyses or assessments.
— control assessments.
— audit report findings.
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e Determine whether management’s assessment of financial reporting controls and
compliance with designated laws is consistent with findings of the bank’s internal and
external auditors, as well as with supervisory examination findings.

5. Determine whether management takes appropriate and timely action on internal audit
findings and recommendations and whether it reports the action to the bank board or its
audit committee.

6. Determine whether the activities of the internal audit function are consistent with the
long-range goals of the bank and are responsive to its internal control needs.

7. Evaluate the adequacy and effectiveness of the quality assurance and improvement
function by determining whether

e aformal urance and improvement program is established and maintained
(for larg&ban to 12 CFR 30, appendix D).

e standards angiicri e been established for evaluating the performance of the
internal audit Tyicti

e quality assuranceg,condticte@by

f

— continuous superviisio he chief auditor,
— periodic internal reW or individual from the internal audit staff, or
— external reviews by qualjfied per§ons independent of the bank.

e any type of formal report, w r IS generated and to whom the report is
directed (e.g., chief auditor, senior ent, or the bank board or its audit
committee).

: al audit function,
including, as applicable, those related to risk-based audi urcing of internal audit

annually.
o properly reflect authorities and responsibilities established by the audit charter or
mission statement.
e establish appropriate use and development of audit work programs, tools, and
information. Consider
— change management.
— confidentiality, integrity, and availability.
e establish adequate audit risk assessment guidance to effectively analyze risks that
includes, but is not limited to
— maintenance of an inventory of all material processes (for large banks, refer to
12 CFR 30, appendix D).
— the leveraging of non-internal audit assurance activities.
— risk-scoring methodology.
— audit risk assessment overrides.
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— minimum documentation requirements.
e establish proper scope and frequency for internal audits. Consider
— statutory requirements and regulatory guidelines.
— purpose and objectives of audits.
— control and risk assessments.
— audit cycles.
— audit plan changes or overrides.
— reporting relationships and requirements.
e establish adequate guidelines for human resources involved in the audit function.
Consider
— organization and independence of the audit department.
— responsibilities of audit staff.
— job standards and qualifications.
— training development.

— perforg @ aluations.

Objective: To evaluate thefindgd€n e and competence of those who manage and perform
internal audit function

1. Obtain the following:

e Résumeés of the chief audito§new infernal audit staff, or those recently promoted to
senior levels.

e Job descriptions for various bank ageit tions.

e List of those that are employees of t ther related organizations, or both.

e As deemed appropriate, performance ev I the chief auditor and selected
audit staff. &

2. Determine whether there are any reporting lines or op nalguties assigned to the
chief auditor that are incompatible with the internal atigit fuURctig

e reporting to a senior bank management official (e.g., ch

e adual reporting scenario in which functional reporting is
or administrative reporting is to someone other than the CEO.

e responsibilities for development of or operating a system of internal controls or
actually performing operational duties or activities.

0 the audit committee

If any of these situations exist, determine whether independence is compromised or
whether the situation is appropriately controlled and monitored. Consider the bank’s size,
underlying risks, and activities.

3. Assess the educational and professional experience of the chief auditor and staff by
reviewing résumés and noting the following:

e Level of education attained.
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e Significant work experience, especially in bank auditing, including specialized areas
such as capital markets, information systems, fiduciary activities, compliance, and
subsidiary activities.

e Any certification as a certified bank auditor, certified internal auditor, certified
information systems auditor, or CPA.

e Membership in professional associations.

Review job descriptions and discuss the following with the chief auditor:

e Educational and experience requirements for various audit positions, including those
for specialized areas.

e Programs of continuing education and professional development, including in
banking and auditing technology and specialized areas.

esses in supervisory, technical, or interpersonal skills or
internal audit function.

Assess audit personnel tufgov8k and vacancies, focusing on the reasons for turnover or

vacancies and their effect igfternahaudit function.

Evaluate the actions to identify a ediateany undue influence of staff that could
compromise their independence. Consigler

e transfers into or from auditee areas.
e rotational or temporary auditor assignment:

Ascertain whether there is any auditor relationship, su family ties with other bank
employees, that is incompatible with the internal audit§unc

Determine whether there are any restrictions placed on the
including scheduling or budgetary restraints imposed by manage

Objective: To determine the adequacy and the reliability of work performed by the internal
auditors.

1.

If not previously provided, obtain copies of or access to

e internal audit reports.
¢ internal audit work programs.
e internal audit work papers.

Using internal audit work programs previously identified in the “Scope” section of these
examination procedures, obtain or request access to internal audit work papers to
complete this objective and its steps. Consider having examiners responsible for other
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areas of the bank (e.g., credit, capital markets, consumer compliance, information
systems, or fiduciary) review internal audit work programs and work papers associated
with those activities.

3. Review the bank’s internal audit program for completeness and compliance with prior
board or audit committee approval.

4. Analyze the internal auditor’s evaluation of departmental internal controls and compare it
with the control evaluations done by OCC examiners.

5. Determine the appropriateness of the bank’s internal audit program in analyzing non-
internal audit assurances and integration into the audit plan. Obtain and review the -
service provider’s reports and other non-internal audit assurance reports. Consider
internal audit poligies and practices:

Incorporation’i udit risk assessment and plan.
Follow-up activitieg of usér c@nsiderations or issues identified in the assurance report.

6. Review internal audit repo e whether they are adequate and prepared in
accordance with established audit policy§ Consider the following elements of the reports:

e Distribution /

— Todivision heads or senior mangg€ment g8ponsible for taking action.
— To internal audit staff, as appropriat
— To the bank board or its audit committe
e Time frames
— Audit findings discussed with appropriate
senior management) after completion of audi
— Responses obtained from appropriate parties aft
— Final report issued after discussion of audit finding
e Content
Executive summary or opening paragraph.
Statements on the audit’s purpose, objectives, and scope.
Findings, recommendations, root causes of deficiencies, and other comments.
Management commitments.
Opinion or grading summary.
e Follow-up
— Written responses from audited parties to division or senior management and the
internal auditor.
— Auditor’s review and discussion of corrective action efforts or results with
appropriate parties.
— Arre-audit, if performed.

ivision personnel or

of audit findings.
gIpt of responses.
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7. Review the bank’s audit plan(s) and audit schedule. Determine whether adequate
coverage and internal risk assessment are provided for all areas and activities of the bank,
including those operated by third parties.

8. If the bank uses sampling in control testing, asset verification, transactional testing,
administrative audits, etc., determine whether the audit work program addresses

objectives of testing.

procedures to meet objectives.

populations subject to sampling.

method of sampling (e.qg., statistical or judgmental).

selecting and justifying a representative sample sufficient to support conclusions.
evaluation of results and documentation of conclusions.

Mhe internal auditor’s work as it relates to the bank’s size,
extent of banking activities, and risk profile.

Do the work pdgrs discl hat specific program steps, calculations, or other

evidence supports¥e progeddiies and conclusions set forth in the reports? Consider

the following:

— Verification of acc ceSYreconciliation, confirmation, and physical
count).

— Review or test of income X edgccounts, accruals, gains and losses,
including computations.

— Transaction testing and testing t pricing of assets (e.g., investments,
collateral).

— Physical inspection of legal and suppOrti
of authorities granted (e.g., making or apg
documents, etc.).

— Review of information system data controls.

— Review and evaluation of policies, procedures, ang i gontrols.

— Checks of compliance with laws and regulations.

— Checks of adherence to bank policy.

Is the scope of the internal audit procedures adequate and properly documented?

Consider the following:

— Audit planning memorandums.

— Checklists.

— Internal control questionnaires.

— Control and risk assessments.

— Previous audit reports, responses, and follow-up.

— Procedures performed (general and specific).

— Type of testing conducted.

10. Review the activities to manage audit issues. Determine the adequacy to track, monitor,
and follow up on identified audit issues. Audit issues include those control issues
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identified in audits performed as part of the internal audit plan, which may include those
identified in non-internal audit assurance reports. Consider the following:

e Remediation ownership is assigned to an individual with appropriate level of
accountability.

Status reflects distinction between management closure and internal audit closure.
Level of internal audit validation correlates to control risk.

Issue status reporting to the board or audit committee is accurate and timely.
Status reporting also includes any changes in remediation ownership, target
remediation dates, remediation plans, or repeat audit issues.

e Policy and procedures provide clear guidance.

Objective: To determine whether the internal risk analysis processes are adequate for the bank’s
size, the nature and t of its banking activities, and its risk profile.

1. Determine wheth has appropriate standards and processes for risk-based
auditing and integha assgssments. Such standards and processes should do the
following:

e |dentify businesses, pf@dudh li ervices, or functions and the activities and
compliance issues with 0gf areasythat should be audited.

e Develop risk profiles that idgntify a fine the risk and control factors to assess and
the risk management and con for each business, product line, service, or
function.

e Establish the process for grading or
departments, products, services, or funct

e Describe how the process is used to set audi
audits, and audit cycle frequency.

Isk factors for business units,
#ICIOing time frames.
esqurce allocations, scope of

e Implement audit plans through planning, executio rtiftg, and follow-up.

e Establish minimum documentation requirements tOUppOr ing or assessment
decisions and draw conclusions.

e Define when overrides of risk-based scores or assessme ceptable or

necessary, including which level of authority approves overrides.
e Provide for confirming the system regularly, i.e., annually or whenever significant
changes occur within a department or function.

2. Review the bank’s audit universe and supporting documents to determine whether it

o represents all of the bank’s auditable entities.

e is based on a current inventory of all bank’s material processes, product lines,
services, and functions.

e defines an IT audit universe that contains an inventory of the bank’s data, application,
operating systems, technology, facilities, and personnel.
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Select a sample of the bank’s auditable entities (e.g., business lines, product lines,
services, or functions) and determine the reasonableness of the internal risk analysis
decision, including application of any risk models used.

Determine whether audit frequencies are reasonable and are being met.

If audit management has overridden risk-based audit schedules, discuss justifications
with the chief auditor.

If applicable, determine the quality and effectiveness of internal audit’s ongoing
monitoring of the bank’s business operations.

Objective: To determine whether the bank’s fiduciary audit complies with 12 CFR 9.9 (national
banks) or 12 CFR 15@40 (FSAS).

Note: Examiner§sho
of an asset manage t

1.

3.

rm the following steps if they are not being performed as part
tion or review.

Determine whether
S0, proceed with steps

bank @lasiduciary powers and engages in fiduciary activities. If
tiro by reviewing previously requested materials.

Determine appropriateness of fidliciary @udit coverage. Determine whether the following
conditions apply:

e The audit of fiduciary activities isac
discrete audits (aka continuous audit sys
e The fiduciary audit is undertaken at the
accordance with 12 CFR 9.9(a) and (b) for
FSAs.
e The fiduciary audit is conducted by independent
with professional auditing standards (i.e., GAAS) a
e The bank’s audit risk assessment and audit plan appropHg
fiduciary activities.
e The fiduciary audit
— encompasses review of all significant fiduciary activities.
— determines whether internal control policies and procedures provide reasonable
assurance that the bank is
= administering fiduciary activities in accordance with applicable law.
= properly safeguarding fiduciary assets.
= accurately recording transactions in appropriate accounts in a timely manner.
— determines the effectiveness of bank risk management and compliance function
activities in managing fiduciary risk.

e fiduciary audit committee in
or 12 CFR 150.470 for

If the national bank maintains CIFs, verify that an audit was performed at least once
during each 12-month period in accordance with 12 CFR 9.18(b)(6).

Comptroller's Handbook 89 Internal and External Audits



Version 1.0 Examination Procedures > Functional Area Procedures

Objective: To determine the adequacy, effectiveness, and quality of the bank’s directors’
examination.

Note: When the directors’ examination consists of both internal and external audit work (i.e.,
serves as the bank’s sole audit program with an independent external party using agreed-on
procedures), examiners should review a sample of the work papers dealing with traditional
internal audit activities (e.g., internal control and operational reviews, transaction testing).

1.

Determine whether the bank’s bylaws require the bank board to have independent parties
periodically examine and report on the bank’s affairs (e.g., require a directors’
examination).

Determine whether directors, or a committee of directors, participate in the directors’
examination at leg8g to appraise the bank’s policies and procedures and to review the

directors’ exag @ report with the auditors.
Determine whet

controls and whet

dgiors’ examination focuses on major risk areas and internal
independent parties

substantively test finaficiaint€grity.

reconcile accounts.

verify assets.

complete internal control questiganai d assess control risk.

assess the quality of loans and inv

verify some or all call report data.

review MIS.

confirm the bank’s compliance with laws, (g
review acquisition and merger activities.
e review new products and services.

5, and internal policies.

Review the directors’ examination report findings, and 9 pther the directors’
examination addresses

e the bank’s soundness.

e the adequacy of internal controls.

e the actions the board should take to address noted issues or problems.

Determine whether the board ensured that independent parties selected to perform the
directors’ examination possessed

sufficient knowledge and understanding of banking.

knowledge and understanding of the bank’s operations and activities.
ability to apply accounting and auditing principles.

familiarity with the bank’s information systems and technology.
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Outsourced Internal Audit

Note: If performing a centralized third-party audit review, examiners should contact the
relevant ADCs, EICs, or portfolio managers and discuss the scope of the review. In addition
to the previously mentioned information, also obtain and review the supervisory strategy,
EIC scope memorandum (if applicable), and previous ROE and OCC database summary
comments for each of the banks included in the centralized review.

Objective: To determine the adequacy of board and management oversight of the bank’s internal
audit outsourced activities.

1.

Review the outsourcing arrangement contract(s) between the third party and bank and
determine its adequacy to address the following:

Defines th€’
Sets the scopg
third party.
Describes resp roviding and receiving information, such as the type
and frequency of orting to the bank chief auditor, senior management,
and audit committee otheWank board about the results and status of work.

Establishes protocol for g theterms of the engagement, especially for

and termination of the contra
States that internal audit reports a

of internal audit work papers. If the
the contract should stipulate that the ban

of the bank and specifies ownership
ains ownership of the work papers,

11l9¢ Pyovided copies of related work
0 mployees will have reasonable
examiners will be granted full and timely access t

audit reports, audit programs, audit work papers, an

and timely access to third-party work papers:
atgd’@utsourced internal
@ s and
correspondence prepared by the third party.
Specifies the locations of, and how long (generally seven years) the third party will
retain, outsourced internal audit reports and related work papers. If the work papers
are in electronic format, the agreement should also address third-party maintenance of
proprietary software to facilitate bank or examiner reviews of work papers.
Establishes processes (arbitration, mediation, or other means) for resolving disputes,
as well as indemnification provisions for determining who bears the cost of
consequential damages arising from errors, omissions, and negligence.
States that the third party will not perform management functions, make management
decisions, or act or appear to act in a capacity equivalent to a member of bank
management or a bank employee.

As applicable, states the third party will comply with AICPA, PCAOB, SEC, or other
regulatory independence guidance.
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Determine, through discussions with bank management or review of applicable
documentation, whether the bank board or its audit committee performed sufficient due
diligence to satisfy themselves of the third party’s competence and objectivity before
entering the outsourcing arrangement. Consider whether due diligence addressed the
following:

e Available third-party services (including specialized areas) and work arrangements.

e Costs and benefits of third-party services to be provided.

e Ability and flexibility of the third party to perform the services in a timely manner
and maintain the confidentiality of bank data.

e Experience level, technical expertise, and credentials of third-party staff (including
specialized areas such as IT, international, trust, compliance and capital markets).

fvach for conducting outsourced internal audits (e.g., risk-based or
i tools and audit technology).

e Third party’s irtgrnalqu control processes (peer review and quality assurance).
e Discussions of thifé-partyai endence, objectivity, integrity, and conflict of interest

standards (such as Al I AOB, and SEC standards) applicable to the
engagement.
e Contingency plans for termi tingyationship in an effective manner.

Objective: To determine the adequacy and the r¢fiabifity of work performed by the outsourced
internal audit third party.

1.

Arrange a meeting with the third party and disg ird party’s outsourced internal
audit program. Consider the following:

e Third party’s understanding of the bank’s risk protilg an SS.

e Third party’s sampling techniques for testing internaltog

e Third party’s training program for its audit staff.

e Communication with and reporting to the bank board, audit committee, and
management.

e Whether the third party’s audit procedures are customized for each bank client or are
generic.

e Third party’s method for reviewing internal controls.

e Methods used to structure third-party contracts or agreements.

e How the third party ensures independence

e Work paper documentation standards.

Determine how the bank and third party address internal control weaknesses or other
matters noted by the third party during internal audits. Consider whether
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e the third party reports results of outsourced internal audit work to the bank’s chief
auditor or internal auditor in a timely manner.

e the internal auditor or chief auditor and the third party mutually decide whether to
report findings to the board or its audit committee and senior management.

3. Review outsourced internal audit reports issued and a sample of outsourced internal audit
work papers to determine their adequacy and preparation in accordance with the audit
program and the outsourcing agreement for the bank. Determine whether

e work program steps, calculations, or other evidence support the audit’s objectives,
scope, procedures, and conclusions set forth in the outsourced internal audit reports.
Consider
— procedures performed.

nal audit activities.
INkernal audit procedures and work is adequate in light of

ex

risk and control assessine r the area audited.

e the work program and Qg equately document material findings, including
root causes of significant w. , and whether follow-up on noted weaknesses
and committed corrective ac i .

e examiners, as a result of centraliz rced audit reviews, perform additional

at the individual bank level.

4. Determine whether the outsourcing arrange dins or improves the quality of the
internal audit function and the bank’s internal c8g ider the following:

Scope and quality of internal audit work.

Overall internal control structure.

Audit and control evaluations.

Adherence with engagement terms.

Consistency with audit policies, audit plans, and board and management expectations.
Third-party notification of any process, staffing, or other changes affecting contracted
work.

5. Determine whether the scope of outsourced audit work is revised appropriately when the
bank’s environment, activities, risk exposures, or systems change significantly.

6. If performing a centralized third-party audit review, discuss findings from previously
mentioned steps with the third party and do the following:

e Draft a memorandum summarizing the results of the centralized outsourced audit
review. The memorandum should address the following issues as they pertain to each
individual bank:
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— Adequacy of the third party’s work paper documentation.
— Reliance of the audit work performed by the third party.
— Evaluation of the third party’s work, including the scope and timing of
procedures, extent of testing, and basis of conclusions.
— Recommendations to enhance the third party’s audit program.
— Follow-up needed on any deficiencies noted and corrective actions.
— Recommended updates to OCC audit review strategy or scope for individual
banks.
e Distribute the memorandum, customized as warranted, to each EIC of banks for
which the third party performs outsourced internal audit work.
e Bank EICs or portfolio managers should do the following:
— Use the memorandum to set the scope of and gain efficiencies in their bank
examination.

or review of internal audit work papers, if desired or
warranted, at the J&n during on-site examinations or other supervisory

activities during a i
events occurring since t
matters that come to thei

rty review was performed and any other
ring supervisory activities (e.g., high-risk

gable independence standards are
f appendix F, “External

e auditor independence.

e |f the third party is an IPA who does not also perform t @ inancial statement
audit, have any potential conflicts of interest been properNaaddressed?

e If the third party is part of or in a related organization to the bank’s external audit
firm, do the entities have adequate segregation?*3

e |f the third party is a registered public accountant who also performs the bank’s
financial statement audit and the bank’s securities are registered with the OCC, cite a
violation of 15 USC 78j-1(g) or 17 CFR 210.2-01(c)(4).

its third party have discussed and determine
being met. Examiners may want to provide ba
Auditor Independence Worksheet,” to help them 3
Consider the following:

S

8. Determine whether publicly registered banks and banks subject to 12 CFR 363 comply
with the SEC’s independence regulation regarding internal audit outsourcing services by
considering whether the following conditions are met:

133 Examiners should gain confirmation from the EIC or OCC legal counsel of the third-party independence in
these situations, taking into account the legal structure of the third party.
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e The public accountant

— does not act or appear to act in a capacity equivalent to a member of bank
management or as a bank employee.

— does not provide more than 40 percent of the total hours spent (by the bank, the
accountant, or anyone else) on internal audit matters related to internal accounting
controls, financial systems, financial statements, and matters affecting financial
statements. Banks with less than $200 million in total assets are exempt from the
40 percent limit.

e The bank

— acknowledges, preferably in writing to the third party and the bank’s audit
committee or board, its responsibility to establish and maintain an effective
system of internal accounting controls.

— designates a competent bank employee or employees, preferably within senior

scope, risk, and frequency of internal audit activities, including
thosé”o b ed by the third party.

— evaluates irdings and results arising from internal audit activities, including

the third party.

— evaluates the'ddequagy ofgthe audit procedures performed and the findings
resulting from perfor of those procedures by, among other things, obtaining
reports from the th

— does not rely on the thirdfparty’svork as the primary basis for determining the
adequacy of the bank’s iftgrnal cogfrols.

ndepegelence, objectivity, or competence of
EIC, the bank board or audit
sues in the following manner:

9. If there is sufficient reason to questioftt
the third party, discuss the situation with'the
committee, and the third party to clarify or regol

e If appropriate, request through the bank that ad®ftiog@l wogk papers be made
available or meet with the third party to discuss th€cornegrns

e If significant concerns remain unresolved, contact tigOCG@M
Chief Accountant’s Office, district counsel or the Chief
measures to be taken.

ict accountant or the
§ Office, and discuss

10. If the OCC determines that it cannot rely on the third party’s work, discuss that
assessment with the bank board, bank management, and the affected party before
finalizing the ROE.

External Audit Function

Objective: To determine the adequacy of the bank board oversight of the bank’s external audit
function.

1. Review bank board or audit committee meeting minutes, or summaries, as well as audit
information packages submitted to the board or audit committee, and determine whether
the following is noted:
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e Formal approval of the external audit program and schedule, or reasons supporting
any decision to forgo an external audit program.

e Formal approval of engagement or written agreements before onset of work.

e The monitoring of external audit reports to determine whether the approved external
audit program and schedule are being followed.

e The results of any vote taken regarding external audit.

e Confirmation that the audit committee reviews external audit reports with
management and the external auditors in a timely manner.

e Discussion of the external auditor’s independence.

e Approval of written criteria to evaluate the performance of the third-party external
audit services based on a risk assessment and mitigating controls.

2. Trace the distributjon of the external audit reports to determine whether the external
auditor reports board or audit committee.

3. Determine
external audit fi

anagement responds appropriately and in a timely manner to
d rfecommendations.

4. Determine whether théybank Qoard or its audit committee identifies risks associated with
the third-party external auglitofan necessary mitigating controls. If the PCAOB has
issued a report on the bank al adgit firm, determine the board or audit committee

consideration of this informatiof{and de€isigns.
5. Determine whether the activities of thx audit function are consistent with the

I
bank’s long-range goals and are responsife taJitsghternal control and financial reporting
needs.

6. Determine whether the bank board or its audit
major risk areas in the bank’s activities and assesse
needed for each area.

e, @dleast annually, identifies the
tenWf external auditing

7. Determine how the bank ensures that it files with the OCC § @ copies of audit
reports and any management letters, qualifications, or other repesS (including attestation
reports) from the bank’s IPA within 15 days of receipt (12 CFR 363.4(c)).

8. If the external auditor is using the work of internal auditors, determine whether external
auditor communications with the bank board or its audit committee include the
evaluations of using internal auditors” work.

Objective: To review the independence and objectivity of those who provide the external audit
function.

Note: Examiners may want to use, or provide to bankers, appendix F, “External Auditor
Independence Worksheet,” to help them assess auditor independence.
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1. Determine whether the bank board or its audit committee and the external auditor have
discussed any financial, employment, business, or non-audit service relationships that
compromise or appear to compromise the external auditor’s independence. Consider the
following:

e Has the audit committee pre-approved all audit, review, and attestation engagements,
including any non-prohibited non-audit services? (17 CFR 210.2-01(c)(7))

e Has any partner, principal, or shareholder of the audit firm who was a member of the
audit engagement team at any point during the audit engagement period earned or
received compensation based on the performance of, or procuring of, engagements
with the bank or its affiliates to provide any products or services other than audit,
review, or attestation services? (17 CFR 210.2-01(c)(8))

e Has a PCAOB inspection report pertaining to the firm raised concerns about the

bank and the external auditor) or arrange a meeting with
d the external auditor to determine whether they

discussed the follow

e Employment relations e e bank and the IPA, such as the following:
— The IPA being employediby the fank or serving on the bank board or in a similar
management capacity be ongéear cooling-off period is completed.

— Employments of the accounta family members or a former employee of
the audit firm at the bank who € the bank’s financial records.

— A former bank officer, director, or e ggcoming an employee or a partner
in the audit firm and participating in the a#C

o Direct or material indirect financial interestS\getwg accountant and the bank,
such as the following:
— Investments in the bank or bank investment in§he
— Bank acting as underwriter for the auditor.

— Having loans to or from an audit client except for cef
mortgages or auto loans.

— Maintaining savings, checking, brokerage, or similar accounts in excess of
insured amounts.

— Broker/dealer accounts.

— Futures commission merchant accounts.

— Credit card accounts with a balance greater than $10,000.

— Holding individual insurance policies, and for the firm, professional liability
policies.

— Investing in an investment company that is in the same investment company
complex as the audit client.

e The IPA acting, temporarily or permanently, as a director, officer, or employee of the
bank, or performing any decision-making, supervisory, or ongoing monitoring
function for the bank.

e The accountant providing non-audit services to the bank, such as the following:

kg firm.

pasumer loans, such as
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— Bookkeeping.

— Financial information systems design and implementation.

— Appraisal or valuation services, fairness opinions, or contribution-in-kind reports.
— Actuarial services.

— Internal audit outsourcing services.

— Management functions or human resources.

— Broker/dealer, investment advisor, or investment banking services.

— Legal services and expert services unrelated to the audit.

e Providing, during an audit period for the bank, any services or products to the bank
for a contingent fee or a commission or receiving from the bank any contingent fees
or commissions.

e The external auditors compromising their independence by performing any of the
bank’s internal audit work. If so, perform the second objective under the “Outsourced
Internal Audigisection to determine that the auditor’s independence is not

ig6 @ is maintained in accordance with established rulings and

appropriate bank managegen reasons for such change. Particular attention should be
given to disagreements be nal auditor and management about the
appropriate accounting principlg§ applic@ble to specific transactions or matters.

e The professighal ggputation of the auditors.
3. Determine whether t a@cently changed external auditors and discuss with

4. Arrange through the bank managemen with non-CPA external auditors, if
applicable, to discuss relevant education gfid gxpegtence. Consider the following:

e Level of education attained, including any't specialized areas such as capital
markets, information systems, fiduciary ac dgubsidiary activities.

e Significant banking industry audit experience, ialized areas.
e Certification as a chartered bank auditor, certifie ior, etc.
e Commitment to a program of continuing education Anal development.

5. If, in performing the preceding steps, there is sufficient reaso flestion the external
auditor’s work, independence, objectivity, or competence, do the following:

e Meet with the external auditor to discuss the situation and, if appropriate, request
additional work papers be made available.

e If significant concerns are unresolved, discuss the issues with the bank board, bank
management, and the affected party.

e Contact OCC staff (district accountant, Chief Accountant’s Office, district counsel, or
Chief Counsel’s Office as appropriate) before finalizing the ROE.

Objective: To determine the extent of and reliability of work performed by the external auditors.

1. Obtain copies of the following:
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e Engagement letters.

e Part 363 annual reports or other audit reports issued to the bank by the external
auditor.

e Letters, communications, and other correspondence pertaining to external audits
issued to or by bank management.

2. Determine whom bank engages to perform the bank’s external audit and the type of
external audit performed:

e Financial statement audit.

e Attestation on management’s assertion of financial reporting internal control.

e Balance sheet audit.

e Agreed-on procedures (e.g., director’s examination, specialized audits such as IT,
fiduciary, o liance).

3. If the bank is sub CFR 363, determine whether it has engaged an IPA to audit
and report on its§in | stagements in accordance with the applicable auditing
standards.

4. If the bank’s securities ar@regigtered with the OCC or it is a public entity, determine
whether it has engaged an eredl with the PCAOB (SOX section 102(a)).

5. Determine whether, since the preWiggs e
terminated its services or the bank sel
so, and the bank is subject to 12 CFR ,
notified the OCC and FDIC (12 CFR 363.3(

tion, the bank’s external auditor

nged, or terminated its external auditor. If

at the IPA and the bank properly
itting notification

e inwriting.
e within 15 days of the event.
e giving reasons for the event.

6. Arrange through the bank to meet with the external auditor: gers should
communicate directly with external auditors early in the examif¥&tion process (e.g.,
planning phase) and, as appropriate, throughout the supervisory cycle. Discuss the
following topics:

e Audit planning methodologies, risk assessments, sampling techniques, and (if
applicable) 12 CFR 363 control attestation.

e How much the external auditor relies on the work of internal auditors.

e The extent of the external auditor’s assessment and testing of financial reporting
controls and how much the external auditor relies on those controls when auditing
financial reports.

e Current examination and external audit results or significant findings.

e Upcoming external audit and examination activities.
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e Reports, management letters, and other communications issued by the external
auditors to the bank.

e Assigned audit staff experience and familiarity with banking and bank auditing,
particularly in specialized areas.

e Any other pertinent information.

7. Read engagement letters covering audit activities or management advisory services (i.e.,
non-audit or consulting) performed by external auditors for the bank. Determine whether
the letter addresses the following:

Purpose, scope, and fees of the audit or consulting services.
Period to be covered by the audit or consulting services.
Reports expected to be rendered.

Any limits scope of the audit or consulting services.
Examine audit work papers.

rendered by an audit of the bank’s financial statements. If
pigi@R has been issued, discuss with the external auditor and
itcumstances that led to the opinion.

8. Determine the ty!
other than an unqu
determine the facts a

9. Obtain copies of and revie owMg documents, as applicable, to determine
whether there are any significanglissues thatshould be followed up on with bank
management or the external audi

written and generally includes the following:

— Planned scope and timing of audit, including ext
bank’s internal auditors.

— Significant risks identified during auditor’s risk assess procedures.

— Auditor responsibilities under the applicable auditing standards.

— Views about qualitative aspects of the entity’s significant accounting practices,
including accounting policies, accounting estimates, and financial statement
disclosures.

— Uncorrected misstatements.

— Auditor responsibility for other information in documents containing audited
financial statements.

— Disagreements with management.

— Consultation with other accountants.

— Significant issues discussed with management before retention.

— Significant difficulties encountered in performing the audit.

— Written representations.
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10.

11.

12.

13.

If the bank is subject to 12 CFR 363, before filing of annual reports, an IPA must also
report to the audit committee the following matters as required by 12 CFR 363.3(d):

— All critical accounting policies and practices.

— All alternative treatments of financial information within GAAP that have been
discussed with bank management, including ramifications of the use of such
alternate disclosures and treatments, and the treatment preferred by the firm.

— Other written communications between the IPA and bank management, such as
management letters or schedules of unadjusted differences.

e Confirmation of audit independence (required for banks subject to filing and
reporting requirements of 12 CFR 11 and 12 CFR 16, publicly registered holding
companies subject to SEC rules, and banks with $500 million or more in total assets
that are subjegifo 12 CFR 363.3 and did not satisfy the audit requirements at the

' evel). For affected banks, auditors must disclose, in writing, all

, ank and its related entities that could affect the auditor’s
objectivity. A t also confirm they are independent in accordance with SEC
requirements a ss their independence with the bank’s audit committee.

If any of the previousl nt communications that are required to be in writing are
not in writing, discuss wit d, its audit committee, and external auditor to
determine why written communij€ations Mvere not requested or provided.

Obtain and review the list of audit M r adjusting journal entries made and any
list of waived adjustments. Determin sugh differences or entries indicate

inadequate accounting records or controls.

If applicable, determine whether the IPA, in act
standards for attestation engagements, has examinee#
on management’s assertions concerning internal cont
financial reporting (12 CFR 363.3(b)).

generally accepted
, and reported separately
turegand procedures for

Consider asking to review appropriate external audit work p any of the following
circumstance exist:

e Unexpected or sudden changes in the bank’s external auditor. Examiners should have
discussions with the previous and current external auditor before embarking on a
work paper review. If the discussions raise unanswered questions that might be
addressed in the work papers, then a work paper review may be warranted

e Significant changes in the bank’s external audit program. Examiners should contact
the external auditor to discuss these changes and determine whether a review of work
papers is warranted.

e Significant and unexpected changes in accounting or operating results. Examiners
should discuss such changes with the external auditor and determine whether a review
of work papers is warranted.
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e Issues that affect the bank’s safety and soundness. There may be instances when the
external auditor raises safety and soundness concerns, or when examiners or internal
auditors discover safety and soundness concerns in areas normally within the scope of
an external audit program. In such cases, examiners should obtain information from
the bank, discuss the issues with bank management and the external auditor, and
consider reviewing work papers related to those matters or findings.

e Issues about the independence, objectivity, or competence of the external auditor.

e Recalcitrant external audit firm or staff.

14. If reviewing external audit work papers, determine (and discuss with the external auditor
as warranted) whether selected work papers contain information documenting whether:

e awritten audit program (including appropriate audit procedures) was in place for the

of internal control was obtained to plan the audit and
ing, and extent of tests to perform.
ficient competent evidential material to provide a

itQpinion or conclusion about

— sampling and testifig bases and results.

— risk assessments.

— whether accounting recofls agre€ or,reconcile with financial statements or other
information reported on.

— supporting documentation of t fifgings or issues that in the auditor’s
judgment are significant, action efl tagiddress the issues, and the basis for the
conclusions reached.

Additional or tailored procedures may be neces on the facts and
circumstances of why review of external auditor wor rs Wgas necessary.

15. If, after reviewing external audit work papers, significarygong ain about the
adequacy of external audit, the effectiveness of internal co e accuracy of the
audit opinion rendered, consider whether to perform verificatioms@rocedures for the
applicable areas of concern. Verification procedures are required in certain situations.
Refer to the “OCC Assessment of Audit Functions” section of this booklet for more

information.

In lieu of performing verification procedures themselves, examiners may request that for
areas containing weaknesses or deficiencies

e the bank perform verification procedures, or

e the bank board or its audit committee ask its external auditor or other independent
third party to perform verification procedures.

If one of these two alternatives is chosen, follow up with a review of applicable work
papers to ensure that identified supervisory issues are resolved in a timely manner.

Comptroller's Handbook 102 Internal and External Audits



Version 1.0 Examination Procedures > Conclusions

Conclusions

Conclusions: The board of directors or its audit committee (does, does
not) effectively oversee appropriate audit functions for the bank.

The board of directors (has, has not) implemented and (does, does
not) effectively oversee an internal audit function appropriate for the
bank’s activities and risk profile that complies with 12 CFR 30
operational and managerial standards.

The board of direcigrs (has, has not) implemented and (does, does

not) effectively an external audit function that is appropriate

for the bank and plies, does not comply) with established
statutory'rglqairements and regulatory guidance.

The quality of
(strong, satis

's audit function rating is
sufficient, or weak).

Objective: To determine, document, and co
the examination of internal and external a¥di

erall findings and conclusions regarding

1. Prepare written conclusion summaries, disc
findings to management. Areas to be covered s

ith the EIC, and communicate
the following:

e Audit stature and ability of audit to effect change #ff th&grganization.

e Ability and effectiveness of the bank’s audit procesSgs to nd detect risk in
bank operations.
e Adequacy of audit policies, procedures, programs, and th ’s or audit

committee’s oversight.

e Whether internal and external auditors and third parties operate in conformance with
established policies, standards, rules, and regulations.

e Adequacy and availability of information about or generated by the audit function and
provided to management and the bank board or its audit committee.

e Significant areas of weaknesses identified by internal or external audits and
management’s progress in correcting those weaknesses.

e Internal or external audit report findings not acted on by management, as well as any
other concerns or recommendations resulting from the review of audit functions.

e Recommended corrective actions, if applicable, and management’s commitments.
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Summary of Risks Associated With Internal and External Audit Functions

Risk
category

Operational

Compliance

Strategic

Reputation

2. Assignment of a
affects the agg
refer to guid@
and community hank

pgdyerall audit rating. Determine how the quality of the audit function
@ evel and direction of OCC risk assessments. Examiners should
g under the OCC’s risk assessment programs for large banks

3. Determine, in consu EIC, whether identified issues or concerns are
significant enough to nieriif bripgifig them to the board’s attention in the ROE. If so,
compose a comment.

4. Prepare a comment on audits foraclusio
requirements of 12 CFR 30. The co
e The adequacy of audit policies, processe
programs, and board or audit committee
e Significant problems discerned by the auditt ot been corrected.

e Any deficiencies or concerns reviewed with y corrective actions
recommended by examiners, and management’s 0 corrective actions.

the ROE, taking into consideration the
Id address the following:

5. Consider citing a violation of 12 CFR 30 (appendix A or apgg if audit is rated
weak because of significant deficiencies in the internal audit Tagei##on or its oversight, if
MRAs pertaining to internal audit are being put in the report, or if enforcement actions
being recommended include articles related to internal audit.

6. Prepare a memorandum to update OCC audit work programs with any information that
will facilitate future examinations, including time periods, staffing, and workdays
required. Make recommendations about the scope of the next audit review and
recommend whether audit findings should change the scope of other supervisory activity
reviews.

7. Update the OCC’s supervisory information system and any applicable ROE schedules or
tables. For fiduciary, IT, and consumer compliance examinations, update the applicable
audit component rating and communicate audit findings and rating to the appropriate EIC
for incorporation into other rating systems (e.g., UITRS or URSIT).
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8. Update, organize, and reference work papers in accordance with OCC policy.

9. Ensure any paper or electronic media that contain sensitive bank or customer information
are appropriately disposed of or secured.

Q
//I/O
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Appendixes

Appendix A: Laws, Regulations, and Policy Guidance

The following laws and regulations'3* establish minimum requirements for internal and
external audit programs and are referenced throughout this booklet:

12 CFR 9.9(a) and 12 CFR 9.9(b) establish audit requirements for the fiduciary activity
of national banks. 12 CFR 9.9(c) provides the requirements for a national bank’s
fiduciary audit committee. 12 CFR 9.18(b)(6) establishes an audit requirement for banks
that maintain CIFs.

nts performing section 36 of the Federal Deposit Insurance Act
and 12 CFR€63 ices, including attestation services. This jointly issued rule

includes standar

12 CFR 21.21 estab iréfpents for national banks and FSAs for a board-
approved ongoing Bank Sgcr ct compliance program that includes, in part,
provisions for independen k personnel or outside parties.

| and managerial standards for internal
outlines the responsibilities of the bank
and the internal audit program.

of the Federal Deposit Insurance

12 CFR 30, appendix A, establis eraiton
audit systems for insured banks. The rggtl
board related to the bank’s internal contrgl¥'s

Appendix A to Part 30 is pursuant to section
Act (FDI Act) (12 USC 1831m, p-1).

12 CFR 30, appendix D, “OCC Guidelines Establi
Large Insured National Banks, Insured Federal Savi 30s, and Insured Federal
Branches,” codifies the three lines of defense risk fram Benehally, insured banks
with average total consolidated assets of $50 billion or greaé€

have a risk
governance framework that includes an internal audit functio complies with the
guidelines contained in 12 CFR 30, appendix D (heightened standards). Covered banks
should refer to the heightened standards for further information on the guidelines

applicable to a covered bank’s lines of defense, including definitions of relevant terms.

ned Standards for Certain

12 CFR 150.440-460 establish audit requirements for the fiduciary activities of FSAs.
12 CFR 150.470 provides the requirements for an FSA’s fiduciary audit committee.

12 CFR 150.260(b) requires that FSAs that administer CIFs comply with the
requirements of 12 CFR 9.18, which include specific audit requirements as noted above.

12 CFR 363, “Annual Independent Audits and Reporting Requirements,” applies to
insured depository institutions having $500 million or more in total consolidated assets.

134 For complete details, refer to the full text of published laws and regulations.
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12 CFR 363 establishes requirements, some of which may be satisfied at the holding
company level, for independent financial statement audits; timing, contents, and types of
management and auditor reporting; and the board’s audit committee structure and
responsibilities. External auditors engaged by banks subject to 12 CFR 363 must follow
the most stringent independence requirements set by the AICPA, the SEC, and the
PCAOB. (Refer to appendix C, “12 CFR 363 Reporting,” for additional information).
Part 363 is pursuant to section 36 of the FDI Act (12 USC 1831m).

e Banks that are public companies are subject to additional requirements with respect to
their audits and audit committees.*®® The federal securities laws and regulations of the
SEC establish standards and procedures for registered public accounting firms that audit
public companies. The laws and regulations also require public companies to make
disclosures about their audit committees. For public companies with shares listed on a
securities excha the regulations and rules of the exchanges establish requirements for
independent fj tatement audits; qualifications and independence of public
accountantsand igations and responsibilities of audit committees.**

In addition, the feder jal regulatory agencies have issued several interagency policy
statements and an advisOwy relat internal and external audit functions:

e “Interagency Advisory on
Institutions,” issued with OCC

e “Interagency Advisory on the Unsafe und Use of Limitation of Liability
Provisions in External Audit Engagemen#fetiersgpissued with OCC Bulletin 2006-7.

e “Interagency Policy Statement on the Internal’ Ay@ tion and Its Outsourcing,”
issued with OCC Bulletin 2003-12.

e “Interagency Policy Statement on External Auditing Rgogratms ofgBanks and Savings
Associations: External Audit,” issued with OCC BulletiMl 99

e “Interagency Policy Statement on Coordination and Commun Between External
Auditors and Examiners,” issued with Banking Bulletin 1992-42.

The policy statements discuss characteristics of effective internal and external audit
programs, director and senior management responsibilities, and communication between
external auditors and examiners.

135 The bank is a public company if it has a class of securities registered with the SEC or OCC under section 12
of the Securities Exchange Act of 1934.

136 SOX added the audit requirements in section 10A of the Securities Exchange Act of 1934, 15 USC 78j-1.
Also refer to 17 CFR 210, 229 and 240.
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Appendix B: Types of Audits and Control Reviews
The following are the audit types most typically performed at banks.
Operational Audits

Operational audits generally include procedures to test the integrity of accounts, regulatory
reports, MIS, and other aspects of operations as part of the review of a specific department,
division, or area of the bank. This type of audit includes a review of policies, procedures, and
operational controls to determine whether risk management, internal controls, and internal
processes are adequate and efficient. Because the bank significantly relies on IT for
transaction testing, record storage, and communications, IT audit coverage is a significant
component of operational audits. Operational audits may also include a review of the
department’s compli with bank policies and procedures.

Financial Audi

Financial audits are audiis ofRghe
of accounts within the finagcial

k’s financial statements, a specific account, or a group
teMents. The purpose of these audits is to determine
whether the financial statemefits fairly present the financial position, results of operations,
and cash flows as of a certain riod ending on that date. IPAs perform this type
of audit primarily to render an opini@n abougwhether the financial statements are presented
fairly and in accordance with GAAPNADRgntegftal auditor may assist the external auditors
during an annual financial statement auditgRef the “Types of External Auditing
Programs” section of this booklet for more | igh.

at
Cybersecurity Audits

Cybersecurity audits assess the bank’s oversight and gement associated with cyber
threats and attacks. The audit should use an industry cybeSecutity camtrol framework (i.e.,
National Institute of Standards and Technology or COSO) baghs foRaudit scope and
objective, taking into account the bank’s risk and complexity. § cybersecurity
environment also determines the impact of third-party relationshipssa#fie audit should
validate that its cyber risk management oversight, threat intelligence and collaboration,
controls, external dependency management, and incident management and resilience are
commensurate with the bank’s risk and complexity. The audit should review the bank’s
process for determining when and how management reviews the bank’s cybersecurity risk
profile to determine if the review process sufficiently addresses changes to the bank’s
business, operations, and threat environment.

Fiduciary Audits

The OCC requires that banks arrange a suitable audit of all significant fiduciary activities
under the direction of their fiduciary audit committees at least once during each calendar year
(in accordance with 12 CFR 9.9(a) for national banks and 12 CFR 150.440(a) for FSAS).
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As an alternative to an annual audit (in accordance with 12 CFR 9.9(b) for national banks
and 12 CFR 150.440(b) for FSAs), a bank may adopt a continuous audit system under which
it arranges for discrete audits of each significant fiduciary activity at an interval
commensurate with the risk of the activity. A fiduciary audit must ascertain whether the
bank’s internal control policies and procedures provide reasonable assurance that the bank is
administering fiduciary activities in accordance with applicable law, properly safeguarding
fiduciary assets, and accurately recording transactions in appropriate accounts in a timely
manner.**” The fiduciary audit should also include the review of the bank’s risk management
and compliance function activities to assess their effectiveness in managing fiduciary activity
risk.

Collective Investment Fund Audits
Bank fiduciaries that@gfer one or more CIFs are required under 12 CFR 9.18(b)(6)(i) to

each CIF by auditors that are responsible only to the board. This is
nt audit that confirms the existence and values of the CIF’s

principally a fin@ncia
holdings. 12 CFR 9.

CIF based on this audi inancial report discloses fees and expenses and specific
information about the fuRg’s Inv nts and activities at least once during each calendar
year. In light of the importangg o nnual CIF financial report to fund participants, bank

audit, compliance, and risk m

for the audits of its CIFs no later t
year. Absent extenuating circumsta
to delay a CIF’s annual audit beyond

Mityis a best practice for a bank to make arrangements
90 to 820 days following the end of the fund’s fiscal

S, W be an unsafe and unsound banking practice
peint,

It would be difficult for the internal auditor func
the necessary independence to perform a 12 CFRF9.18(b)(6)audit. The internal audit
function’s assurance activity, encompassing the bafj iagy activities, would eliminate
their independence for conducting the CIF audit. To Shsé iate independent
assurance, the CIF audit should not be performed by the intergal audit function or by
the same third-party firm engaged to perform all or part o
activities.

Regulatory Compliance Audits

Regulatory compliance audits determine whether the bank is complying with applicable laws
and regulations. While applicability of specific audits for regulatory compliance may differ
from one bank to another, there are some common compliance audits, such as consumer
compliance, Bank Secrecy Act, anti-money laundering, Office of Foreign Assets Control,
and Gramm-Leach-Bliley Act (GLBA).

A consumer compliance audit is a typical example of this type of audit, but a compliance
audit may also cover commercial laws and regulations such as those dealing with insiders
and affiliates. The audit of consumer compliance, as part of the bank’s compliance

137 These are requirements for FSAs under 12 CFR 150.450 and are viewed as a safe and sound banking
practice for national banks.
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management system, enables the bank board and senior management to monitor the
effectiveness of the bank’s compliance program. The compliance audit’s formality and
structure depend on the bank’s size, the nature of its activities, and its risk profile, including
compliance risk profile. In some large banks, for example, compliance audits are done on a
systemic basis or on a business-by-business basis appropriate for the bank’s structure.

Regulatory compliance audits should address all bank products and services, all aspects of
applicable operations, all departments (such as trust and private banking), and all delivery
channels. The audit should appropriately address compliance risk exposure, allowing for
more frequent and intense reviews of high- and moderate-risk areas.

For details on regulatory audit or control tests, refer to FFIEC and OCC booklets related to
specific areas (e.g., the “Information Security” booklet of the FFIEC IT Examination
Handbook and booklgts in the Consumer Compliance series of the OCC Comptroller’s

Handbook).
Annual audits of aut ing house (ACH) rules compliance are required by
NACHA® no later t mber 1 of each year. Refer to the “Retail Payment Systems”

amin Handbook.

Heightened Standards Asse

OCC'’s heightened standards.**® Intern anks covered by 12 CFR 30, appendix D,
should conduct an annual independent ass€s of the design and ongoing effectiveness of
the risk governance framework. The independen ent should include a conclusion on
the covered bank’s compliance with the standar the heightened standards
guidelines. An external assessment of internal audi tegrnal audit assurance may be
used for internal audit function elements of the risk g8 ework. Refer to the
“Quality Assurance and Improvement Programs” sectiongf tiig, booklet for more
information on external assessments.

A heightened standards assessment aluy compliance of certain large banks with the
f

Information Technology Audits

IT audits assess the controls, accuracy, and integrity of the bank’s information systems
processing and technology infrastructure.'? Banks and their service providers are expected
to conduct independent assessments of risk exposures and internal controls associated with
the acquisition, implementation, and use of IT. The bank’s internal auditor, external auditor,
a service provider’s internal auditor, a third party, or any combination of these can perform
these assessments. IT audit often includes both targeted audits of IT functions and integrated

138 NACHA (formerly the National Automated Clearing House Association) is the body that establishes the
rules and procedures governing the exchange of automated clearing house payments.

139 Refer to 12 CFR 30, appendix D, 11.C.

140 Refer to the FFIEC IT Examination Handbook for examination procedures specifically for IT audits.
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reviews of IT functions as part of other operational audits, while taking into account service
provider audits.

IT audits should address the risk exposures inherent in IT systems and applications
throughout the bank and at its service providers. IT audits should cover, as applicable, such
areas as

e user and data center support and delivery.

e local and wide area networks.

e telecommunications.

e information security.

e electronic data interchange.

e development and acquisition.

e Dbusiness continug d contingency planning.

e data integrit

e confidentiality a ding of sensitive information.
e IT risk manage

IT audits might also inclu eVilew)of technology system architecture and network
management, end-user reportSjpa tems, and service provider activities.

The audit scope usually validates th@ confi
information during departmental au i
reconciling input with output, and balanci
totals. These validation procedures, a critic
either “around the computer,” using source doc
computer,” by using independent audit software tod
processing environment.

jglity, integrity, and availability of automated
such activities as transaction testing,
iary records to general ledger control

Standards”%! portion of the GLBA, banks must provide an annlig to the bank board or
an appropriate committee of the bank board. This annual report inCltes results of key
controls, systems, and procedures of the information security program over customer
information and customer information systems. These control tests should be conducted or
reviewed by independent third parties or staff independent of those who develop or maintain
the security programs.

141 The “Interagency Guidelines Establishing Information Security Standards™ (guidelines) set forth standards
pursuant to section 39(a) of the Federal Deposit Insurance Act (12 USC 1831p-1) and sections 501 and 505(b)
of the GLBA (15 USC 6801 and 15 USC 6805(b)). These guidelines address standards for developing and
implementing administrative, technical, and physical safeguards to protect the security, confidentiality, and
integrity of customer information. These guidelines also address standards for the proper disposal of consumer
information, pursuant to sections 621 and 628 of the Fair Credit Reporting Act (15 USC 1681s and

15 USC 1681w).
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Service Organization Control Audits

Service Orgainization Control (SOC) audits report on controls at a service provider that are
likely to be relevant to clients’ systems of internal controls. There are several kinds of SOC
audits.

e SOC 1: Report on Controls at a Service Organization Relevant to User Entities’ Internal
Control Over Financial Reporting. SOC 1 audits, type 1 or type 2, are conducted in
accordance with AICPA SSAE 16, “Reporting on Controls at a Service Organization.”
SOC 1 audits are commonly referred to as “SSAE 16.” SOC 1 reports on controls placed
in operation, describes controls in the audit, whether such controls are suitably designed
to achieve specific control objectives, and whether the controls have been in operation as
of a specific date.

onfidentiality or Privacy. SOC 2 audits, type 1 or type 2, are
ith the AICPA guide “Reporting on Controls at a Service
urity, Availability, Processing Integrity, Confidentiality, or

conducted i
Organization Re
Privacy.”

e SOC 3: Trust ServicegRepon foRService Organizations. These are general reports that
can be freely distributed a8 a Marketing tool. They are designed to meet the needs of
users who need assurance ols at a service organization that affect the
security, availability, and proces§ing intggrity of the service organization’s systems for

bout the confidentiality or privacy of that

information, but do not have the nee
use of an SOC 2 report.

Banks should take steps to evaluate SOC audits ¢  relevance in their audit
reports do not address the
operating effectiveness of controls or provide an opint®
Industry organizations, such as the 1A, provide best praci
internal auditor’s responsibility to obtain sufficient and app
using the services of one or more service providers.

issubject that detail the
Bpria evidence when

Directors’ Examinations

The bylaws of many banks require that the directors have independent parties periodically
examine the bank’s affairs. In these cases, the board is responsible for determining that
agreed-upon procedures adequately meet the bank’s internal or external auditing needs. The
board considers such issues as the bank’s size, complexity, scope of activities, and risk
profile. Agreed-upon procedures normally focus on the bank’s high-risk areas and consist of
more than just confirmations of loans and deposits. After reviewing the findings of this type
of review, the board or audit committee draws its own conclusions about the quality of
financial reporting and adequacy of internal controls.

The ROE findings, also commonly known as a directors’ examination, usually states whether
the bank is in sound condition, whether internal controls are adequate, and whether the bank

Comptroller's Handbook 112 Internal and External Audits



Version 1.0 Appendixes > Appendix B

board should take action to address noted issues or problems. The bank’s bylaws may also
require that directors or a directors’ committee participate in the directors’ examination at
least to appraise the bank’s policies and procedures and to review the directors’ examination
report with the auditors.

Effective directors’ examinations normally focus on major risk areas and internal controls
and ensure that all areas are adequately covered on a regular or rotational basis. Directors’
examinations should include a review of major bank acquisitions, along with new, expanded,
or modified bank products and services.'*? These examinations should substantially test
financial integrity and internal controls and normally include

account reconciliations.

asset verification.

completion of ingghgal control questionnaires.
@ 0ans and investments.

call report data.

quality assessg
verification Of SOME"0
review of MIS.
e checks for compli

regulations, and internal policies.

These reviews help ensure that mahadement is following acceptable bank policies and

procedures and management haSsfStgtited Sound internal controls.

Independent parties selected by the to jerf directors’ examinations should have
sufficient knowledge and understanding a and the bank’s business lines. They also
should know how to apply accounting an Iti iples and be familiar with the bank’s

information systems and technology.

Agreed-Upon Procedures

This type of review is carried out by an independent part d tehgerform specified or
agreed-upon procedures and report findings.*® The recipie e replrt, mostly the bank
board, form their own conclusions on the subject matter of the f@p IS review is not
considered an audit. The independent party does not render an opIfe® or make any assertion
about the subject matter. The AICPA standards govern third-party CPAs or audit firms in
conducting agreed-upon procedures reviews and reporting. The independent parties can be
CPAs, public accountants, certified internal auditors, certified bank auditors, certified
information systems auditors, bank management firms, bank consulting firms, or other
parties knowledgeable about the subject matter. Examples of agreed-upon procedures
reviews include due diligence in buying a business, director’s examinations, or financial
forecasts.

142 Refer to OCC Bulletin 2004-20, “Risk Management of New, Expanded, or Modified Bank Products and
Services: Risk Management Process” (May 10, 2004) (national banks) and OTS Examination Handbook
section 760 (FSAS).

143 Refer to AICPA ASB SSAE No. 10, “Agreed-Upon Procedures Engagements.”
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Appendix C: 12 CFR 363 Reporting

Annual Independent Audit and Reporting Requirements

Following are the specific requirements of 12 CFR 363 (Part 363) on auditing, reporting, and
audit committees. The requirements are applicable to all banks with $500 million or more in
total assets. Banks below this asset threshold may choose to voluntarily comply with some or
all of Part 363’s requirements.

Reports to Regulators

Banks with $500 million or more in total assets must send the following reports to the FDIC
and the appropriate OCC supervisory office:

e Anannual re ithin 90 days after the fiscal year-end, consisting of the
following:
— Financial statem thatynclude
= comparativ&gonselid financial statements for each of the two most recent
fiscal years prépared i acgordance with GAAP and audited in accordance with
GAAS by an IPA.
= an audit report.
— A management report that c@htains e following:
= A statement of managemenigssre ibilities for financial statements,
establishing and maintaining control structure and procedures for
financial reporting, and complyi ty and soundness laws concerning
loans to insiders and dividend restric :
= Management’s assessment of the effeCti @
structure and procedures for financial repgrtingse
(internal controls that safeguard assets, such as rwriting and
documentation standards, must be considered ’s compliance with
designated laws and regulations during the most Iscalpyear.
— Arreport by the IPA attesting to management’s assertio§ regardéhg internal control
structure and procedures for financial reporting.2** The att@staffon is to be made in
accordance with generally accepted standards for attestation engagements.

t

the bank’s internal control
e end of the fiscal year

e Management letters and certain reports prepared for the bank, due within 15 days after

they are received, that include the following:

— Audit reports and any qualification to the audit reports.

— Any management letter.

— Any other reports, including attestation reports, from the IPA.

— A natification of the selection, change, or termination of the bank’s IPA, due within
15 days after the event. The report must include a statement of the reasons in
sufficient detail for the examiner to evaluate the decision.

144 12 CFR 363.3(b) requires IPAs of an insured depository institution with assets of $1 billion or more to
examine, attest to, and report separately on the assertion of management.
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IPAs for covered banks must file a report of termination of services, due within 15 days of
the event. The report must be filed with the FDIC and the appropriate OCC supervisory
office.

Unlike other banks, insured branches of foreign banks are not separately incorporated or
capitalized. To determine whether Part 363 applies, an insured branch should measure claims
on non-related parties reported on its Report of Assets and Liabilities of U.S. Branches and
Agencies of Foreign Banks (form FFIEC 002). Most of the OCC-supervised FBOs, however,
are not FDIC-insured or do not meet the requirements of 12 CFR 363.

The management report of the insured branch of a foreign bank should be signed by the
branch’s management official if the branch does not have a CEO or a chief accounting or
financial officer. Because an insured branch of a foreign bank does not have a separate board
of directors, the reguldtors do not apply the audit committee requirements of Part 363 to such
branches. Any su , however, is encouraged to make a reasonable good faith effort to
C ormed by persons whose experience is generally consistent
with Part 363 requirg institution the size of the insured branch.

Filing reports: Banks cOyered art 363, including branches of foreign banks, are
required to file two copies Of @acyrequired report at each of two locations—the appropriate

OCC supervisory office and t r FDIC regional office. Of the OCC’s copies, one
is maintained at the supervisory offige, and fhe other is forwarded to the bank’s portfolio
manager. The exception to this rule ¥§ the IPAZpeer review report, which is required to be
filed only with the FDIC.

Disclosing reports: Annual reports required by Gdare available to anyone, from the
bank, on request. The OCC may designate certaig¥i pn as privileged and confidential,
however, and such information may not be availabig : j
The peer review report is also publicly available. The lis
however, is exempt from public disclosure.

ts'subject to Part 363,

Reports to IPAs
Every covered bank also must provide its IPA with copies of the following reports: 14

e Most recent OCC examination report and related correspondence.

e Most recent Reports of Condition and Income or Report of Assets and Liabilities of U.S.
Branches and Agencies of Foreign Banks (form FFIEC 002).

e Any supervisory memorandums of understanding, written agreements, requests for
corrective action, notices of intent to commence an action, records of enforcement action
taken, or notices of change in the bank’s prompt corrective action capital category during
the audit period.

145 Refer to 12 USC 1831m(h), “Exchange of reports and information.” Also refer to 12 CFR 363,
appendix A.17, “Information to be Provided to the Independent Public Accountant.”
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Reports to the FDIC Only

IPAs for covered banks must file the following reports with the Washington office of the
FDIC:

e A peer review report for each covered bank or, if no peer review has been performed, a
statement of the IPA’s enrollment in a peer review program. This report is due within
15 days of receipt, or before commencing any services under Part 363.

e Alist of clients subject to Part 363, due at the IPA’s option as a substitute for the peer
review report or statement for each client.

Special Reporting Situations

Consolidated Repq by Holding Company Subsidiaries

The chart at the €nd
member banks. To sj i

endix summarizes the responsibilities of holding company
bank that is a subsidiary of a holding company may,

ited consolidated financial statements of the holding
statements, provided that the bank comprises

75 percent or more of the congoli total assets of the holding company at the beginning

e The bank has total assets of less than $5 billi
CAMELS rating of 1 or 2.
e The holding company provides the bank with c8 vices and functions for other
reports and notices required by Part 363, such as
— preparing reports used by subsidiary national ban Rart 363 requirements,
— having an audit committee that meets Part 363 requ 8 appuopriate to its largest
subsidiary bank, and
— preparing and submitting reports on internal control and cOmagfance with designated
laws based on the activities and operations of all subsidiary banks.

Reporting by Insured U.S. Branches of Foreign Banks

Under the guidelines, contained in Part 363, appendix A, insured branches of foreign banks
may satisfy the financial statement requirement by filing one of the following for each of its
two most recent fiscal years:

e Audited balance sheets that also disclose information about financial instruments with
off-balance-sheet risk.

e Audited call report schedules RAL and L of the Report of Assets and Liabilities of U.S.
Branches and Agencies of Foreign Banks (form FFIEC 002).
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e Consolidated financial statements of the parent company, if approved in writing by the
OCC’s appropriate supervisory office. Since consolidated financial statements do not
necessarily provide relevant information about the branch, requests should be considered
only in rare and unusual circumstances and any approvals should cover only a specified
period.

The management report of the insured branch of a foreign bank should be signed by the
branch’s management official if the branch does not have a CEO or a chief accounting or
financial officer.

Reporting by Merged or Consolidated Institutions

Insured banks that had more than $500 million in total assets at the beginning of their fiscal
year but that no longgigxist as a separate entity at the end of their fiscal year have no
responsibility undg @ art 363 rule to file reports due after the date they cease to exist.

A covered bank that fnergéd im@ another institution after the end of the fiscal year, but before
its annual report and O#€r regorts required under this rule are filed, should still submit
reports to the FDIC and the appr e OCC supervisory office.

Banks should consult with the isory office concerning the statements and
reports that would be required undegSuch cifcumstances.

IPA Eligibility Requirements /

The IPA must satisfy certain requirements to pe dit or attestation for a covered
bank. Specifically, the IPA must

e De enrolled in an acceptable peer review program,
o file the peer review report (or a statement certifying ef@tollMgnt iga peer review program
ati

if no peer review has yet been completed) with the Reg i isclosure Section of
the FDIC Washington office.

The report or statement must be filed within 15 days after the IPA receives notice that the
peer review has been accepted by the appropriate practice section or other governing group,
or before commencing the audit, whichever is earlier.
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Table 1: Part 363 Applied to Subsidiary Banks of Holding Companies (Updated 1/27/2017)

Insured depository
institutions—subsidiaries of
holding companies with total
assets of

Audit committee requirements

Reporting requirements?

Less than $500 million

None.” (12 CFR 363.1(a))

None.? (12 CFR 363.1(a))

$500 million up to $1 billion

Committee must consist of outside
directors, the majority of whom shall
be independent of management.©
(12 CFR 363.5(a)(2))

Annual report, including

e audited financial statements,

e audit report, and

e management report.

Requirement may be satisfied at the
holding company level, provided certain
conditions are met.

$1 billion up to $3 billion

More than $3 billion and Igss
than $5 billion
(12 CFR 363.5(b))

$5 billion or more and
CAMELS composite rating of
lor2

(12 CFR 363.1(b)(2)(ii))

Committee must consist entirely of
independent outside directors and
may be satisfied at the holding
company level.

(12 CFR 363.5(a)(1))

mittee must

nsist entirely of independent

outside directors,

i members with banking
related financial

makadeément expertise,

certain conditions a et

o Q.ha its own outside
n
e noti customers of
the balk.
Requiremen ay J€'s d at the
holding compan el ded

Same as for banks $500 million up to
$1 billion, plus annual report must
include IPA’s report on the effectiveness
of internal controls over financial
reporting. Requirement may be satisfied
at the holding company level, provided
certain conditions are met.

$5 billion or more and
CAMELS composite rating of 3
or worse

Committee requirements sam
above, but must be satisfied at th
bank level.

ay submit holding company
tatements and audit reports,

a. Refer to 12 CFR 363 for further details on reporting requirements for each of these §
paid to 12 CFR 363.1, “Scope and Objectives,” 12 CFR 363.2, “Annual Reporting Req
“Independent Public Accountant,” where acceptability and specific reporting requirements'a

components.

defined for these reporting

b. The federal banking agencies, however, continue to encourage all banks, regardless of size, to have annual audits and to
establish audit committees made up entirely of outside directors. See OCC Bulletin 1999-37.

c. Exceptions to the independent-of-management member requirement may be made when the OCC determines the bank has
encountered a hardship in retaining or recruiting a sufficient number of competent outside directors. However, the audit
committee cannot be made up of less than a majority of outside directors.

d. Large customers are defined in 12 CFR 363 appendix A.33, “Large Customers.”

e. The insured depository institution must meet the criteria in 12 CFR 363.1(b)(1). In addition, the holding company services
and functions must be comparable to those required of the institution by Part 363 and provided at the top-tier or mid-tier
holding company level. (12 CFR 363.1(b)(2)(i)).

Note: The appropriate federal banking agency may require a bank with total assets of $9 billion or more to comply with
requirements of Part 363 at the bank level if the agency determines that exemptions as noted above, if applied to the bank,
would create a significant risk to the Deposit Insurance Fund.

Comptroller's Handbook

118

Internal and External Audits



Version 1.0 Appendixes > Appendix D

Appendix D: 12 CFR 363 Report Worksheets

The Worksheet: Part 363 Annual Report Review is a tool to be prepared each year on receipt
of either the annual report or the Laws and Regulations Attestation Report. Review of any
other reports received periodically should be recorded on the Part 363 Periodic Reports
Worksheet. Use of these worksheets is not mandatory.

Worksheet: Part 363 Annual Report Review

Name of reporting institution or holding company Charter no.

City and state Date received

Name and address (ci Year end
If holding company, nante, dreSses of subsidiary institution(s) Date of last peer review
subject to Part 363 (attach d

Reviewer

ANNUAL REPORT (Check attachments)
|:|Financial statements and notes |:|Management report

|:|IPA’S attestation on internal controls

Describe any item in the report that may adversely influence
should be made to the discussion in other sections.)

and soundness. (Reference

As a result of this review, is any follow-up action required or change Yes [] No []
in supervisory strategy warranted?

If yes, attach a memorandum outlining your recommendations.
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Worksheet: Part 363 Annual Report Review
ANNUAL REPORT

Do the report and financial statements cover a holding company or an individual HC[] Inst. [_]
institution?
Has the report been signed and dated? Yes |:| No |:|

Does the report have any explanatory paragraphs in addition to the three paragraphs of | veg |:| No |:|
the standard auditor’s report?

If yes, briefly describe the matter(s) covered in these paragraphs.

FINANCIAL STAT,

Compare the informatiogjpres in the audited financial statements and the most recent available financial
information from the callfrep

material to the institutio significant items on the statements and the call or examination report.

Briefly describe any unusual transactions or valudtiopfMetfiods described in the financial statements and
accompanying notes that may influence the institutioh’s safe oundness, including, but not limited to,
those in the following areas:

Securities

Derivatives

Other real estate

Related party transactions

Pensions or deferred compensation plans
Loans and leases Nontraditional g
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Worksheet: Part 363 Annual Report Review |
MANAGEMENT REPORT

Does the report cover a holding company or an individual institution? HC ] | Inst. []

Has the report been signed by both the CEO and the chief financial or chief accounting Yes[ ]| No[]
officer?

Does the report state management’s responsibilities for

e preparing financial statements? Yes[]| No[]

e establishing and maintaining an adequate internal control structure and Yes[ ]| No[]
procedures for financial reporting?

e complying with designated laws and regulations? Yes[ ]| No[]

Does the report assess the

o effectiveness of the aforementioned internal controls Yes[ ]| No[]
ost recent year?

e compliance esignated laws and regulations Yes |:| No |:|

Briefly describe any ins
deficiencies in reportin

ectiveness or noncompliance reported by management or apparent

INDEPENDENT PUBLIC ACCOUNTANT'S ATTES ERNAL CONTROLS

Has the report been signed and dated? Yes[ ] | No[]
Does the report indicate material weaknesses in the interna Yes[] | No[]
financial reporting?

If so, briefly describe:
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Worksheet 2: Part 363 Periodic Report Review

Name of reporting bank or holding company Charter no.
City and state Date received
Name and address (city, state) of IPA Year end
If holding company, names and addresses of subsidiary Date of last peer review
institution(s) subject to Part 363 (attach list if needed)
Reviewer

REPORT FILED

|:|Change of accountal or |:|Terminati0n of services report

|:|Management letter |:|Other report (describe)

REVIEWER —

Complete the following sectiorng:

Describe briefly any item in the re@ ersely influence the bank’s safety and soundness.

As a result of this review, is any follow-up action required or change Yes[ ] | No[]
in supervisory strategy warranted?

If yes, attach a memorandum outlining your recommendations.
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Appendix E: Internal Audit Review Worksheet

This worksheet is designed as a tool to help examiners evaluate the quality of internal audit
programs, work papers, and related reporting for individual bank departments, activities,
products, or services. If completed, the worksheet should be provided to the applicable
examiner leading supervision of the internal audit function to facilitate an overall internal
audit assessment. Use of this worksheet is not mandatory.

Note: NA means “not applicable.”

Worksheet: Internal Audit Review

Unit audited: Date of audit report:

Auditor in charge: Audit frequency:

Audit rating: Agree with rating: Yes |:|N0 |:|

Management resp@ Response adequate: Yes |:|N0 |:|

Risk rating:
Examiner's summary com
Scope
1. Was the scope of the audit ade ___Yes Why or why not:
__No
__NA
2. Is there evidence that prior audit issues y Yes If no, explain:
the scope for proper follow-up?

3. If the original scope was adjusted, was it adequately If no, explain:
explained?
4. If automated testing was used, was it adequately If no, explain:
documented or explained in the scope or planning
stage?
5. If models are relied on in the business unit, has audit explain
incorporated a review of validation activities into the
scope of activities? NA
6. Comment on the quality of the planning document. ____Adequate Why:
____Inadequate
__NA
7. Is the audit frequency appropriate relative to the level of | Yes Why or why not:
risk in the area or unit? I
8. Is any portion of this audit outsourced? ___All
___Partial
__NA
a. If so, is the arrangement compliant with OCC Bulletin | ___ Yes Why not:
2003-127? I
b. If so, is the audit work of sufficient detail to draw ___Yes Why not:
appropriate conclusions? __No

Comptroller's Handbook 123 Internal and External Audits



Version 1.0 Appendixes > Appendix E

Worksheet: Internal Audit Review

Unit audited: Date of audit report:
Auditor in charge: Audit frequency:
Audit Risk Assessment
9. Were audit risk assessment matrixes used to describe __Yes Why not:
the risk(s)? __No
a. If yes, were the matrixes sufficient? _ Yes Why not:
__No
10. Was audit risk assessment used to determine whento |__Yes Why not:
audit this area? __No
11. Was audit risk assessment used to determine the scope | __Yes Why not:
of the audit? __No
12. Is the audit risk assessment of this area adequate? __Yes Why not:
__No
Audit Work and Findings
13.Were the audit edures sufficient? __Yes Describe the deficiencies:
_ No
14.Were audit procedures sure compliance | __Yes
with applicable __No
a. policies? __NA

b. procedures?

c. plans?

d. laws and regulations?

15.Were internal controls for the area sufficiently detailed?

16.Did the audit contain tests of administrative or
operational

a. controls?

b. policies?

c. procedures?

17.Did the audit note the root cause of deficiencies or __Root cause
symptoms of problems? __ Symptom
__Both
__NA
18.Was a review of pertinent MIS performed as part of the | _ Yes Why not:
audit? _No
NA
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Worksheet: Internal Audit Review

Unit audited: Date of audit report:
Auditor in charge: Audit frequency:
19.What is the quality of the procedures documentation? __High Support:
__Acceptable
__Unacceptable
a. Are audit trails sufficient? Yes Why not:
__No
20.How well does the audit describe the risk represented in | _ Well Support:
individual findings or groups of findings? __Acceptable
__Unacceptable
_NA
21.1f the area or unit is internally rated satisfactory, how well | _ Well Support:
does the audit mitigate,the existence of significant __Acceptable
findings? __Unacceptable
_NA
22.Were all exceptions s in the audit work __Yes Why not:
papers noted in the __No
_NA
23.Were the internal auditors r otltsourced), How determined:
including third parties, adequat: ififd to complete | __Yes
this program? __No
24 How well does the auditor in charge su al __Well Support:
audit rating? _Acceptab|e

__Unacceptable

25.Do you agree with the final rating? Why not:

26.Were any horizontal or silo emerging or systemic risks Explain:
identified during the audit review? Should there have
been?
not:
a. If yes, was the information appropriately addressed,
discussed, and reported in a reasonable time frame
to the fullest extent possible across the enterprise?
27.1f automated testing or continuous auditing was used, __Yes Explain:
was its use independent, appropriate, and effective? __No
Sampling
28.Did the auditor use statistical sampling? __Yes
__No
_NA
a. Was the population accurately defined and justified __Yes Why not:
by the auditor? No
b. Was the selection of the sampling method disclosed? | —Y€S Why not:
__No
c. Were the sample selection techniques disclosed? Yes Why not:
d. Were sample evaluation and reporting results criteria | __No
established? ~ VYes Why not:
__No
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Worksheet: Internal Audit Review
Unit audited: Date of audit report:
Auditor in charge: Audit frequency:
e. Did documentation provide adequate support forthe |  ves
sample size and coverage? No
:NA
Audit Reports
29.Does the audit report articulate the appropriate __Yes Why not:
conclusions, findings, and recommendations? __No
30.Does the audit report address the root cause of __Yes
problems and recommend actions to correct problems? No
:NA
31.What level of management was notified of the audit
findings?
a. Is this the ap ves It not, who:
¢ No
32.Does the auditor in ¢ __Yes Why not:

management?

33.Was there evidence that prior a properly Yes
followed up during the current aud __No
__NA

34.Was management’s response to audit fi __Yes
No

35.Was management’s response to audit findings
acceptable?

36.Are corrective action time frames included in
management'’s response?

Why not:

37.How effective and timely are management'’s plans for __Add@uate y inadequate:
addressing deficiencies? __Inadefuate
__NA
38.Are audit exceptions in this area sufficiently detailed on | _ Yes not:
an exception tracking report? __No
_NA
39.1s there sufficient follow-up activity for high-risk or __Yes Why not:
adversely rated areas or units? __No
_NA
Quality Assurance
40.Was the audit subject to a quality control review and is __Yes Why not:
the audit unit addressing any quality assurance No
concerns? T NA

Meetings With Auditors

41.Summarize any discussions with internal auditors or
outsourced internal auditors. (Summary should include
but not be limited to: participants, date, subject,
conclusions or recommendations, and the participants’

receptiveness and responses.)
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Worksheet: Internal Audit Review

Unit audited: Date of audit report:
Auditor in charge: Audit frequency:
Conclusion
42.Can activities performed (scope, work performed, follow- | __ Yes If no, describe what needs to
up, findings, etc.) and documentation supporting the No be done to rely on audit work.

audit review be relied on to evaluate the effectiveness of
operations, risk management, control, and governance
processes either on a standalone basis or with
consideration for other planned activities within the audit
cycle? In other words, can the OCC and the board fully
rely on the work and conclusions for this area?

43.Did the auditor or audit team involved in the review of Yes
this area have the necessary skills, experience, and No
knowledge required for the review?

44.Was the auditor ind

ent of the area under review? Yes

__No
45.Should the OCC adju y for this bank or __Yes Why or why not and what
business unit based of the audit reports, No adjustments should be

memos, and work pape made?

46.Provide any other infor e ropriate.

Q
//I/O
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Appendix F: External Auditor Independence Worksheet

The following worksheet is designed to help examiners determine whether the bank’s
external auditor meets AICPA, PCAOB, or SEC independence requirements. This worksheet
is a summary and not intended to be a complete listing of external auditor independence
requirements. Where a rule set by one independence standard is more or less restrictive than
the corresponding rule in the other independence standards, the IPA must comply with the
most restrictive rule. Examiners should consult specific requirements and interpretations that
might apply to an individual bank.

This worksheet is not applicable when IPAs perform outsourced internal audit activities for
the bank but do not perform external audit or attestation services for the bank. Use of this
worksheet is not mandatory.

‘ Yes ‘ No | Comments
MS EXTERNAL AUDIT

1. During the period of engagement

Explain any yes

. . . L answers.
a. have or commit to acquire any diregor material irect

financial interest in the bank?

b. act as trustee of any trust or executor or a
estate that has or committed to acquire any di
indirect financial interest in the bank?

c. have a joint closely held investment material to the*IPA

2. During the period of engagement, did the IPA have any |08g
or from the bank, any officer or director of the bank, or any
individual owning 10 percent or more of the bank’s equity
securities other than the following:

If yes, explain.

a. Grandfathered loans
i. existing as of January 1, 1992?
ii. obtained before engagement by the bank?

iii. obtained from the bank for which independence was not
required and subsequently sold to the bank?

iv. obtained from the bank before becoming a member of the
firm?

b. Automobile loans and leases?

c. Loans fully collateralized by cash surrender value of
insurance policy?

d. Loans fully collateralized by cash deposits at the bank?

e. Aggregate credit card or cash advance debt of $5,000 or
less?
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Worksheet: External Auditor Independence

Yes No Comments

3. During the period of engagement, did any partner or If yes, explain.
professional employee of the accounting firm, his or her
immediate family, or any group of such persons acting together
own more than 5 percent of the bank’s equity securities?

4. During the period of engagement or period covered by the Explain any yes
financial statements, was any partner or professional employee answers.
of the accounting firm associated with the bank as

a. director, officer, employee, or any capacity equivalent to that
of a member of bank management?

b. promoter, underwriter, or voting trustee?

c. trustee for any pension or profit-sharing trust of the bank?

5. Does the IPA perform other services for the bank that entail Explain any yes
- . . answers.

a. authorizing, exg or consummating a transaction, or
otherwise e hority on behalf of a client or having
the authori

b. preparing sourcef@loc riginating data, in electronic
or other form, evid occurrence of a transaction (for
example, purchase ayn e records, and

customer orders)?
c. having custody of client ass&ts?

d. supervising client employees in the gerformafice of their
normal recurring activities?

e. determining which recommendations d
implemented?

f. reporting to the bank board on behalf of man&gement?2

g. serving as a client's stock transfer or escrow agengpregi

general counsel or its equivalent?

6. During the period of engagement, did the IPA’s firm have
material cooperative arrangements with the bank such as the
following:

Explain any yes
answers.

a. Prime or subcontractor arrangements to provide services or
products to a third party?

b. Joint ventures to develop or market products or services?

c. Arrangements to combine one or more firm services or
products with one or more bank services or products and
market the package with references to both parties?

d. Arrangements under which the firm acts as distributor or
marketer of the bank’s products or services, or the bank acts
as distributor or marketer of the firm’s products or services?

7. Does the IPA perform any or all internal audit services for the Explain any yes answers
bank? and give time of these
services.

8. Does bank management make decisions on whether to If no, why not?
implement the IPA’s recommendations?

9. Does bank management rely on the IPA’s work as the primary If yes, why?
basis for its control assertion?
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Worksheet: External Auditor Independence

Yes

No Comments

10.Does the bank monitor internal control processes to assess the
quality of control performance over time through:

a. Ongoing activities?
b. Separate evaluations?

Note: IPA can perform separate evaluations of bank’s
control effectiveness, including separate evaluation of bank’s
ongoing monitoring activities, as part of the external audit.

c. Or a combination of both?

At least one of the below
should be yes.

11.Does the bank, for internal audit:

a. Designate a competent individual or individuals, preferably
within senior management, to be responsible for the internal
audit function?

b. Determine thgfS sk, and frequency of internal audit
rformed by the IPA providing

outsourced inter i ities?

c. Evaluate the find
activities, including

arising from internal audit
y the IPA providing

among other things, obtaining repo
outsourced or co-sourced internal it activitie

Explain any no answers.

12.Does the IPA:

a. Inform, using an engagement letter, the bahk
audit committee of the respective roles of th
IPA with respect to the outsourced internal audit
engagement?

If no, why not?

b. Perform outsourced or co-sourced internal audit proce
in accordance with terms of the engagement, as stipulate
the engagement letter, and report thereon to the bank?

Note: IPA independence is not impaired if the IPA performs
procedures generally considered extensions of its financial
statement audit scope (e.g., confirmations or analysis of
fluctuations in account balances, comfort letters, etc.).

If no, why not?

c. Direct, review, and supervise day-to-day performance of
outsourced or co-sourced internal audit procedures?

If no, who does?

d. Undertake responsibilities required to be performed by the
bank individual responsible for the internal audit function?

If yes, explain.
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Worksheet: External Auditor Independence

Yes No Comments

13.Does the IPA perform any of the following: Explain any yes

. o L answers.
a. Ongoing monitoring or control activities that affect

transaction execution; ensuring that transactions are
properly executed, accounted for, or both; and routine
activities in connection with bank’s operating or production
processes equivalent to those of ongoing compliance or
quality control functions?

b. Determining which, if any, recommendations for improving
the internal control system should be implemented?

c. Reporting to bank board or audit committee on behalf of
bank management or the individual responsible for the
internal audit program?

d. Authorizing, exec
otherwise exer

i0g, or consummating transactions or
thority on behalf of bank?

e. Preparing
f. Having custody

g. Approving or being
work plan, including
scope, project priorities,
audit procedures?

the overall internal audit
internal audit risk and
of performance of

h. Being connected with bank in
member of bank management or a
listed as employee in bank directori
publications, allowing self to be referre
description as supervising or being in cha
internal audit function, or using bank’s letterhg@
correspondence forms in communications)?

Applicable for any IPA performing external audit work at Ba 3 12 CFR 363 and banks whose
securities are registered with the OCC, i.e., those subject to t i
12 CFR 11 and 12 CFR 16.20. The full text of the SEC’s independ

14.Are the bank’s securities registered with the OCC, or is the bank If yes, complete
subject to 12 CFR 3637 estions 15-24.

15.During the audit and engagement period, did the accountant, xplain any yes
firm, covered persons of the firm, or immediate family members answers.
have any financial interests in the bank such as the following:
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Worksheet: External Auditor Independence

Yes

No Comments

a.

Investments in the bank? For example:

i. Direct investment in stocks, bonds, notes, options, or
other securities.

ii. More than 5 percent ownership in the bank’s equity
securities or control of the bank.

iii. Voting trustee of a trust or executor of an estate having
bank securities.

iv. Material indirect investment in the bank.
v. Direct or material indirect investment in an entity where

¢ the bank has an investment in an entity material to the
bank and signjficant influence over the entity.

e the entity vestment in the bank material to the
. .

entity a t influence over the bank.

vi.

Vii.

securities, except for

e automobile loans or leases.

insurance policy.
e loans fully collateralized by cash deposits at t

e mortgage loan collateralized by borrower’s prim
residence and not obtained while a covered perso

ii. Savings or checking accounts at the bank exceeding
FDIC-insured coverage.

iii. Broker/dealer accounts maintained at the bank.

iv. Future commission merchant account maintained at the
bank.

v. Credit card balances aggregating $10,000 or more
vi. Insurance products issued by the bank.

vii. Financial interest in an entity that is part of an investment
company that includes the bank.

c. Bank financial relationships? For example:

i. Investments by the bank in the firm’s stocks, bonds,
notes, options, or other securities.

ii. Bank officers or directors own more than 5 percent of the
firm’s equity securities.

iii. Bank acts as underwriter, broker/dealer, market-maker,
promoter, or analyst for securities issued by the firm.
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Worksheet: External Auditor Independence

Yes

No Comments

16.During the audit and engagement period, did the accountant
have employment relationships with the bank such as the
following:

a. Current partner, principal, shareholder or professional
employee of the firm is employed by the bank or serves as a
member of the bank board?

b. Close family member of firm’s covered persons is in an
accounting or financial reporting oversight role at the bank,
or was in such a role during the period of engagement?

c. Former partner, principal, shareholder or professional
employee of the firm is in an accounting or financial reporting
oversight role at the bank, or is in such a role and was a

member of the audit engagement team during the prior

Explain any yes
answers.

business relationship with the
substantial shareholders?

18.During the audit and engagement peri
provide any of the following non-audit

a. Bookkeeping or other services related
records or financial statements of the ban

b. Financial information system design and impléme

c. Appraisal or valuation services, fairness opinions,
contribution-in-kind reports?

d. Actuarial services?
e. Internal audit outsourcing services?

Note: “Internal audit services” means only that work related
to internal accounting controls, financial systems, financial
statements, and matters that affect financial statements.
Work on other operational internal audit services not related
to the above is not included. The key criteria is whether it is
reasonable to conclude that the results of these services will
not be subject to audit procedures during an audit of the
audit client's financial statements.

f. Management functions, either temporary or permanent?
g. Human resources?

h. Broker/dealer, investment advisor, or investment banking
services?

i. Legal services?

j- Expert services unrelated to the audit?

19.During the audit and period of engagement, did the accountant
provide any service or product to the bank for a contingent fee
or commission, or receive a contingent fee or commission from
the bank?
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Worksheet: External Auditor Independence

Yes No Comments

20.Has the audit engagement team lead and concurring partners
performed audit, review or attest services for the bank or any of
its significant subsidiaries for more than five consecutive years?

21.Did the bank’s audit committee pre-approve all audit, review
and attestation engagements performed by the auditor?

22.Did the bank’s audit committee pre-approve non-prohibited non-
audit services performed by the auditor?

23.Did any partner, principal or shareholder participating on the
audit engagement team earn or receive compensation based on
the performance of, or procuring of, engagement with the bank
to provide any products or services other than audit, review or
attestation services?

b. All alternative treg inancial information within
GAAP that have
including

i. ramifications of the
treatments, and

ii. the treatment preferred by itfrrm®

c. Other material written communicati@hs betwe€n the audit
firm and bank management, such a
or schedule of unadjusted differences”

25.Based on responses to the above questions, does the If yes, explain.
or appear to act in a capacity equivalent to that of the
management?

26.Are there any other factors that indicate the IPA does not

If yes, explain.
comply with provisions of the independence standards?
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Appendix G: Board or Audit Committee Oversight Worksheet

The following worksheet is designed to help examiners assess the quality and extent of the
bank’s audit committee (or board, if there is no audit committee) duties and responsibilities
and the qualifications of committee members. Examiners may want to use the worksheet, or
share it with the bank board or audit committee, as a tool or facilitate general discussions
with banks about audit committee (or board, if there is no audit committee) responsibilities.
The worksheet can be used for banks subject to 12 CFR 363 or for banks with securities
registered with the OCC (i.e., subject to the periodic filing and reporting requirements of

12 CFR 11 and 12 CFR 16.20). It can also be used for banks that are not subject to the
statutory requirements (i.e., most community banks). When using the worksheet for banks
that are not subject to the statutory requirements, however, examiners need to be cognizant of
the bank’s size, complexity, operations, and risk profile and temper such discussions
accordingly. Use of worksheet is not mandatory.

Note: A response in
discuss with the banlgbg
corrective measures.
smaller community ban

nswer block generally indicates an area examiners should
audit committee and, as appropriate, reach agreement on
Id explain any mitigating circumstances, particularly for

Works udit Committee Oversight
‘ Yes ‘ No | NA | Comments
ibilities

1. Does the bank board or its audit committee d
following:

a. Review and approve audit strategies, policies,
programs (including Bank Secrecy Act compliance
programs), and organizational structure?

b. Review and approve selection or termination of
third-party external auditors and internal auditors?

c. Meet regularly with internal and external auditors
and third-party internal audit?

d. Ensure that internal and external auditors and third-
party internal auditors are independent and
objective?

e. Ensure that comprehensive audit coverage is in
place to meet risks and demands posed by current
and planned activities?

f. Have significant input into hiring senior internal
audit personnel, setting their compensation, and
evaluating their performance?

g. Review and approve annual audit plans and
schedules, and any changes thereto, for both
internal and external audits?

h. Retain internal and external auditors and third
parties qualified to audit the activities in which the
bank is engaged?
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Worksheet: Board or Audit Committee Oversight

Yes No NA Comments

i. Monitor and track significant control weaknesses
and management’s progress toward corrective
action?

j-  Meet with examiners at least once each supervisory
cycle to discuss audit review findings?

k. Establish and maintain procedures for bank
employees to confidentially submit anonymous
concerns to the committee about questionable
accounting, internal controls, or auditing matters?

2. Is the committee responsible for risk management
issues?

Note: The bank board may assign these to another
committee or individ designated as responsible for

overseeing the bg Q all risk management

functions.
If so, does it do the fallowin

a. Communicate ri enPconcerns to the full

board?

b. Ensure that risk manag@met eV@aluafibn functions
are independent?

c. Review risk management rep

mittee

3. Does the bank have an audit committee”
banks subject to 12 CFR 363 or OCC-registe
banks.)

4. Does the committee maintain minutes and other
relevant records of their meetings and decisions?
(Required for banks subject to 12 CFR 363.)

5. Has the committee adopted and the board approved a
written charter for the audit committee? (Required for
OCC-registered banks.)

If so, does the charter address the following:

a. The committee’s responsibilities and how they carry
out those responsibilities (including structure,
processes, and membership requirements)?

b. The committee’s review and discussion with IPAs of
any relationships or services that may affect the
IPA’s independence or objectivity? (The SEC’s
revised independence rule and PCAOB'’s
independence rules require OCC-registered bank
audit committees to pre-approve all audit, review,
attest, and non-prohibited non-audit services.)

c. The IPA’s accountability to the board and
committee, and the board or committee’s authority
and responsibility to select, evaluate, and (where
appropriate) replace the IPA?
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Worksheet: Board or Audit Committee Oversight

Yes

No

NA Comments

6. Are the majority of committee members independent of
management for banks that have between $500 million
and $1 billion of total assets (as of the beginning of the
year)? (Required for banks subject to 12 CFR 363 and
OCC-registered banks.)

7. Are committee members independent of management
for banks that have $1 billion or more of assets (as of
the beginning of the year)? (Required for banks subject
to 12 CFR 363 and OCC-registered banks.)

8. For banks with $3 billion or more of total assets (as of
the beginning of the year), is the audit committee
comprised of members with banking or related
financial management expertise, have access to its
own outside counsel, &and not include any large

. (Required for banks CFR 363 and OCC-
registered banks.)

10.Does the bank board ake a determination of
committee member inde i
banks subject to 12 CFR 3
banks.)

If so, does the board’s determina

a. members serve or have served as bank’s org
affiliates’ consultant, advisor, promot
legal counsel, or trustee?

b. members hold or control, or did not hold or ¢
within the preceding year, either directly or
indirectly, a financial interest of 10 percent or mor
in the bank or its affiliates?

c. any committee member is a large customer of the
bank?

d. any member has been, within the last three years,
an employee, or whether any member’s immediate
family member has been, within the last three
years, an executive officer?

e. the director or an immediate family member of the
director, is, or has been within the last three years,
employed as an executive officer of another entity
where any of the present executive officers of the
bank or any of its affiliates at the same time serves
or served on that entity's compensation committee?

f. the director is a current employee, or an immediate
family member is a current executive officer, of an
entity that has made payments to, or received
payments from, the institution or any of its affiliates
for property or services in an amount which, in any
of the last three fiscal years, exceeds the greater of
$200,000, or 5 percent of such entity's consolidated
gross revenues? This would include payments
made by the institution or any of its affiliates to not-
for-profit entities where the director is an executive
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Worksheet: Board or Audit Committee Oversight

Yes No NA Comments

officer or where an immediate family member of the
director is an executive officer.

g. any member has participated in the preparation of
the financial statements?

h. any member has received, or has an immediate
family member who has received, during any 12-
month period within the last three years, more than
$100,000 in direct and indirect compensation from
the institution, its subsidiaries, and its affiliates for
consulting, advisory, or other services?

i. any member, or a member’s immediate family
member, is a current partner of a firm that performs
internal or external auditing services for the

current emplq dch a firm; the director has an
ho is a current

ho participates in the
mpliance practice;

employee of suc
firm's audit, ass

eris) a

partner or employee o personally
worked on the audit of the i ository
institution or any of its affilia ithli e?
11.Does the committee, for banks with tot; eater
than $3 billion as of the beginning of th@fiscal year

have access to its own counsel at its o re
and without prior approval of the board or
management? (Required for banks subject to
12 CFR 363 and OCC-registered banks.)

12.Does the committee perform all duties as determined
by the board, including reviewing the following, as
applicable, with management and the IPA (required for
banks subject to 12 CFR 363 and OCC-registered
banks):

a. Approve engagement letter and any associated
scope of servicers’ documents for external auditor?

b. The basis of reports required under 12 CFR 363?

Note: The required reports are: (1) management’s
report and assertion on internal controls over
financial reporting and compliance with designated
laws, (2) IPA’s audit and report on the bank’s
financial statements, and (3) IPA’s attestation report
on management’s control assertion.

c. Significant accounting policies?

d. Audit conclusions regarding significant
management estimates?

e. Disagreements between the IPA and management?

f. Assessments of internal control adequacy and
resolution of identified material internal control
weaknesses and reportable conditions?

g. The bank’'s compliance with laws and regulations?
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Worksheet: Board or Audit Committee Oversight

Yes

No

NA

Comments

13.Does the committee oversee the internal audit
function? (Required for banks subject to 12 CFR 363.)

14.Does the audit committee pre-approve all audit and
permitted non-audit services provided by the IPA?
(Required for OCC-registered banks.)

15.Does the committee do the following on an annual
basis: (Required for OCC-registered banks.)

a. Receive and review written disclosures from the
IPA disclosing all relationships between the IPA
and its related entities and the bank and its related
entities that, in the IPA’s judgment, may reasonably
bear on independence?

b. Review the abovedetter to ensure that the IPA
confirms they g dependent of the bank?

c. Discuss the pdePendence with the IPA?

16.Does the committee
that the audited final S
bank’s annual report? (] ireel for @CC-registered
banks.)

17.Does the committee review thelié gate fees bhilled
by the IPA for the following: (R
registered banks.)

a. The annual financial statement aud
b. Other audit-related services?
c. Tax services?

d. All other products and services provided by the IP
for the most recent fiscal year?

18.Does the committee review the hours spent on the
bank’s financial audit by persons other than the IPA’s
full-time permanent employees? (Required for OCC-
registered banks.)

Comptroller's Handbook 139

Internal and External Audits



Version 1.0 Appendixes > Appendix H

Appendix H: OCC Acknowledgment of External Audit
Work Paper Request Letter

When examiners request access to external audit work papers, the external auditor may
submit a “work paper access” letter to the examiner or the supervisory office along with a
request to acknowledge its receipt. Examiners may use the following template as a written
acknowledgment and response if presented with such a letter. They should attach the OCC
acknowledgment to the external auditor’s original letter and return both to the external
auditor. Examiners should also retain a copy of the external auditor’s letter and the OCC
acknowledgment letter.

[Date]
[Name of firm]

We are in receipt of youg lettér d insert date] regarding providing us access to or copies
of work papers associatedWwi r [insert date of audit] audit of [insert bank or company

name] (see copy attached).
ent to*cogfirm receipt of your letter, but does not
iied | letter that limit our ability to supervise

It
Information Act or other applicable law. Any requg #
information for which you have requested such treathgenig
regulations governing such requests, which are promulgat

This letter serves as our acknowled
constitute agreement to any terms sp
the bank.

t under the Freedom of
ird party for disclosure of the
rocessed pursuant to our
12°@FR 4.

We also acknowledge your request for confiden

Office of the Comptroller of the Currency

By: D
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Appendix |: Glossary

Entries marked with an asterisk (*) are as defined in 12 CFR 30, appendix D, “OCC
Guidelines Establishing Heightened Standards for Certain Large Insured National Banks,
Insured Federal Savings Associations, and Insured Federal Branches.”

Chain banking group. A group that controls several banks, albeit not through a holding
company structure.

Chief auditor. The bank employee assigned responsibility for the internal audit function.

Continuous audit system. A continuous audit system, used in the context of auditing
fiduciary activities as set forth in 12 CFR 9.9, “Audit of Fiduciary Activities,” and

12 CFR 150.440-48@F%Audit Requirements,” refers to an alternative to the required annual
fiduciary audit. ﬁ« pntinuous audit system, a bank may arrange for a discrete audit of
each significant Tidugia¥s agii
activity.

ity at an interval commensurate with the nature and risk of the

Continuous auditing. inuols afigiting is a set of processes or a methodology that
enables independent auditors o pMavitle written assurance on a subject matter. Continuous

auditing promotes issuance of rts simultaneously with or a short period after
the occurrence of monitored events.f° Techflology plays a key role in continuous audit
activities by helping to automate the ificgtfon of exceptions or anomalies, analyze

patterns within the digits of key numeric fj
activities.

iew trends, and test controls, among other

Continuous monitoring. Continuous monitori
in place to ensure that the policies, procedures, and¥g
effectively. Continuous monitoring typically addresse
the adequacy and effectiveness of controls. Continuous
is limited to its own operations.

processes that management puts

esses are operating

’s responsibility to assess
he internal audit area

Financial management expertise. Per 12 CFR 363, appendix A! anking or Related
Financial Management Expertise,” the board designates an audit committee member(s) as a
banking or related financial management expert (financial expert). This person must have
significant executive, professional, educational, or regulatory experience in financial,
auditing, accounting, or banking matters. The board determines the relevant banking matters.
Significant experience as an officer or member of the board or audit committee of a financial
services company would satisfy 12 CFR 363, appendix A.32. A person who has attributes of
an “audit committee financial expert” as set forth in the SEC’s rules would also satisfy these
criteria.

Frontline unit:* Any organizational unit or function thereof in a bank covered under
12 CFR 30, appendix D, that is accountable for a risk in paragraph I11.B and that (1) engages
in activities designed to generate revenue or reduce expenses for the parent company or

146 The Canadian Institute of Charter Accountants and the AICPA developed this widely known definition.
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covered bank; (2) provides operational support or servicing to any organizational unit or
function within the covered bank for the delivery of products or services to customers; or
(3) provides technology services to any organizational unit or function covered by these
guidelines. A frontline unit does not ordinarily include an organizational unit or function
thereof within a covered bank that provides legal services to the covered bank.

Independent public accountants. IPAs are accountants who are independent of the
institutions they audit. IPAs are registered or licensed by state boards of accountancy to
practice public accounting, hold themselves out as certified public accountants, public
accountants, and are in good standing under the laws of the state or other political
subdivision of the United States in which they are licensed to practice.

Independent risk management * Any organizational unit within a covered bank that has
responsibility for ide ing, measuring, monitoring, or controlling aggregate risks. Such
units maintain in ce from frontline units through the following reporting structure:
(@) The board o isk committee reviews and approves the risk governance
framework; (b) each ecutive has unrestricted access to the board and its
committees to addres d Tssues identified through independent risk management’s

activities; (c) the board Ogts ris mittee approves all decisions regarding the
appointment or removal of th@'chigf Ask executive(s) and approves the annual compensation
and salary adjustment of the cRief Bis tive(s); and (d) no frontline unit executive

oversees any independent risk management @nit.
Inherent risk. The risk to an entity in % of any actions management might take to
alter either the risk’s likelihood or impact®*’

Large customer. Per 12 CFR 363, appendix A.

“Mearge'€ustomers,” a large customer is
any individual or entity (including a controlling pef§on of ; ch entity) which, in the

determination of the bank’s board, has such a signifiCamt# direct credit or
relationship with the institution that its termination woul a material and adverse
effect on the institution’s financial condition or results of |

Residual risk. The risk that remains after controls are taken int t (the net risk or risk
after controls).4

System of internal controls. A system of internal controls is made up of both internal
controls and information systems. Internal control is the systems, policies, procedures, and
processes, effected by the bank board, management, and other personnel, designed to
safeguard bank assets, limit or control risks, and achieve the bank’s objectives.!*® These
objectives address effectiveness and efficiency of operations, reliability of financial
reporting, and compliance with applicable laws and regulations. The system of internal

147 COSO developed this widely known definition.
148 | bid.

149 Refer to the “Internal Controls” booklet of the Comptroller’s Handbook (national banks) and OTS
Examination Handbook section 340 (FSAs) for more information on systems of internal controls.
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controls varies with the bank’s size and complexity and the nature and scope of the bank’s
activities.

Third-party relationship. Per OCC Bulletin 2013-29, “Third-Party Relationships: Risk
Management Guidance” (October 20, 2013), a third-party relationship is any business
arrangement between the bank and another entity, by contract or otherwise. Third-party
relationships include activities that involve outsourced products and services, use of
independent consultants, networking arrangements, merchant payment processing services,
services provided by affiliates and subsidiaries, joint ventures, and other business
arrangements where the bank has an ongoing relationship or may have responsibility for the
associated records.

Q
//I/O

Comptroller's Handbook 143 Internal and External Audits



Version 1.0

ADC

AICPA

ASB

BCBS

CAAT

CAMELS

CEO

CFR

COSO

CPA

EIC

FBO

FDIC

FFIEC

FSA

GAAP

GAAS

GLBA

HA

IPA

MIS
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Appendix J: Abbreviations
assistant deputy comptroller
American Institute of Certified Public Accountants
Auditing Standards Board
Basel Committee on Banking Supervision
computer-assisted auditing technique or computer-aided audit tool

capital adequacy, asset quality, management, earnings, liquidity,
sitivity to market risk

efgxecutive officer
de'®f Federal Regulations
Committeeaf Sponsoring Organizations of the Treadway Commission
Certified Pubfic Accaintant
examiner-in-charge/
foreign banking organiza

Federal Deposit Insurance

Federal Financial Institutions Examifnatiég Council
federal savings association

generally accepted accounting principles

generally accepted auditing standards
Gramm-Leach-Bliley Act of 1999

Institute of Internal Auditors

independent public accountant

information technology

management information systems
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OCC

OoTS

PCAOB

ROCA

ROE

SAS

SEC

SOC

SOX

SSAE

UBPR

UITRS

URSIT

usC

Office of the Comptroller of the Currency

Office of Thrift Supervision
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Public Company Accounting Oversight Board

risk management, operational controls, compliance, and asset quality

report of examination

Statement on Auditing Standards

U.S. Securities and Exchange Commission

ice organization control

Sapden

Statement

Unifor

Oxley Act of 2002

k

Uniform Inte

Uniform Rating S

ery
Wmaﬁon Technology

U.S. Code

andards for Attestation Engagements

ance Reports

t Rating System
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