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Version 1.1 Introduction > Background

Introduction

Background

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook bookilet,
“Large Bank Supervision,” is prepared for use by OCC examiners in connection with their
examination and supervision of midsize and large national banks and federal savings
associations (FSA) as well as foreign-owned U.S. branches and agencies (collectively,
banks). This booklet is also used to supervise international operations of both midsize and
large banks. When it is necessary to distinguish between them, national banks and federal
savings associations are referred to separately.

Examiners should use this booklet in their supervision of banks in the OCC’s midsize, large,
or international banking supervision programs. The “Bank Supervision Process” booklet of
the Comptroller’s Handbook explains the factors considered when the OCC designates banks
as community, midsize, or large. Each bank is different and may present specific issues.
Accordingly, examingts should apply the information in this booklet consistent with each
bank’s individual ci tances. (Updated in version 1.1)

The “Large Bank Sufervi booklet summarizes and expands on the information in the
let and should be used in conjunction with that and other
ok, as well as the FFIEC Information Technology (IT)
Bank Secrecy Act/Anti-Money Laundering

ers should use this booklet in conjunction with the

Examination Handbook a
(BSA/AML) Examination Manal.
“Federal Branches and Agencies Su
examining and supervising a federa
ks, examiners should also be guided by
ore,Principles for Effective Banking

Supervision.”?

Related “Bank Supervision Process” Booklet Sections

Related sections of the “Bank Supervision Process” booklet of th
like this one throughout this booklet. Examiners should refer to the
with the content in the “Large Bank Supervision” booklet. If all of the

LFFIEC is the Federal Financial Institutions Examination Council.

2 The Basel Committee on Banking Supervision is a committee of banking supervisory authorities established
by the central bank governors of the Group of Ten countries in 1975. The committee issued the “Core Principles
for Effective Banking Supervision” in September 1997 and updated it in October 2006 and September 2012.
The 29 principles establish minimum standards for supervisory authorities and are designed to promote more
consistent and effective bank supervision in all countries.

Comptroller's Handbook 1 Large Bank Supervision



Version 1.1 Introduction > Bank Supervision Roles and Responsibilities
and Bank Affiliates and Related Organizations

The OCC’s midsize and large bank supervision objectives are designed to

e determine the bank’s condition and its risks associated with current and planned
activities, including relevant risks originating in subsidiaries and affiliates.

e evaluate the overall integrity and effectiveness of the bank’s risk management systems,
using periodic validation. Validation is accomplished through a combination of
observation, inquiry, and testing.

e assess the bank’s compliance with laws and regulations.

e communicate examination conclusions and deficiencies to bank management and
directors in a clear and timely manner, and obtain commitments to correct deficiencies.

e verify and validate the effectiveness of corrective actions or, if actions have not been
undertaken or accomplished, pursue timely resolution through supervisory or
enforcement actions.

Bank Supervision Roles and Responsibilities

Related “Bank Supervigion Process” Booklet Section

at the largest and most complex banks. This enables the
ram, of risk assessment, monitoring, and communications
ect@rs.“An examiner-in-charge (EIC) is assigned full time to
o-day supervision with the help of teams of
examiners. The OCC rotates EICs and large banks periodically to promote
objectivity, cross training, and gro expgftise among examiners. In addition to
performing their own analyses, the OCC’sd@r nk examiners leverage the work of other
OCC experts, other regulatory agencies, andgUutside atditors and analysts to supervise the
bank.

OCC to maintain an ong
with bank management an
each midsize and large bank t

Bank Affiliates and Related Organizati

Related “Bank Supervision Process” Booklet Sections

e “Introduction”

> “Types of Banks”

> “Bank Affiliates and Related Organizations”
e Appendix A, “Functional Regulation”

Many banks are part of diversified financial organizations with multiple entities. The term
“related organizations” refers to various types of entities related to a bank, typically

Comptroller's Handbook 2 Large Bank Supervision



Version 1.1 Introduction > Coordination With Other Regulators

by common ownership or control. Generally, related organizations are affiliates or
subsidiaries.®

To differentiate among types of affiliates, the OCC uses the terms “lead OCC-supervised
bank,” “significant OCC-supervised affiliate,” and “smaller OCC-supervised affiliate.”
A “lead OCC-supervised bank” is the OCC-supervised affiliate with the most assets, unless
the company designates another bank as “lead.” A “significant OCC-supervised affiliate” is
an OCC-supervised bank affiliate that has assets of $1 billion or more. A “smaller OCC-
supervised affiliate” is an OCC-supervised bank affiliate that has assets of less than

$1 billion.

A functionally regulated affiliate (FRA) is a bank affiliate (including a bank operating
subsidiary) whose primary regulator is the U.S. Securities and Exchange Commission (SEC),
a state insurance commissioner, or the U.S. Commodity Futures Trading Commission
(CFTC). FRAs include

SEC-registered securities broker-dealers.

SEC or state-regigtered investment advisers.

SEC-registeregd ent companies (e.g., mutual funds).

state-supervi€ed companies and agencies.

CFTC-registeredior r entities (e.g., futures commission merchants, commodity
pools, commodity erators, or commodities trading advisors).

As the primary regulator of fétlerally €hartered banks, the OCC has the responsibility for

evaluating the overall or consOhi ofile of all OCC-supervised banks within a

company. This consolidated risk prgfile is dgveloped by combining the assessment of risks at

each affiliated OCC-supervised ban 'nc%an assessment of the material risks posed to
n

the OCC-supervised banks by the banks A’s functionally regulated activities, as
appropriate.

Coordination With Other Regulators

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach” > “Supervisory Process” > “PI ination With Other
Regulators”

e Appendix A, “Functional Regulation”

As the size and complexity of a bank’s operations increase, so too does the need for close
coordination among relevant regulators. For banks with international operations or banks
owned by foreign banking organizations, this includes coordination with foreign supervisors,

3 For more information, refer to the “Related Organizations” booklet of the Comptroller’s Handbook (national
banks), Office of Thrift Supervision (OTS) Examination Handbook section 380, “Transactions with Affiliates
and Insiders” (FSAs), and OTS Examination Handbook section 730, “Related Organizations” (FSAS).

Comptroller's Handbook 3 Large Bank Supervision



Version 1.1 Introduction > Regulatory Ratings

as appropriate. The OCC shares supervision with other regulators on issues related to the
following:

e Shared national credits: The interagency Shared National Credit Program is designed to
provide a review and credit quality assessment of many of the largest and most complex
bank credits. For more information, refer to OCC Bulletin 1998-21, “Shared National
Credit Program: SNC Program Description and Guidelines.”

e Interagency Country Exposure Review Committee decisions: The OCC, the Board of
Governors of the Federal Reserve System, and the Federal Deposit Insurance Corporation
established this committee to ensure consistent treatment of the transfer risk associated
with banks’ foreign exposures to public and private sector entities. For more information,
examiners should refer to the “Guide to the Interagency Country Exposure Review
Committee Process” transmitted by OCC Bulletin 2009-8, “Country Risk: Changes to the
Interagency Country Exposure Review Committee Process.”

e Consumer protection laws and regulations: Section 1025 of the Dodd-Frank Wall
Street Reform and Consumer Protection Act (Dodd—Frank) (12 USC 5515) granted the
Consumer Financial Protection Bureau (CFPB) exclusive authority to examine insured
depository institutigns with more than $10 billion in total assets and their affiliates for
compliance Wi pnerated federal consumer financial laws.* The prudential regulators
retained autHorityp ining insured depository institutions with more than
$10 billion in to compliance with certain other laws related to consumer

the Fair Housing Act, the Servicemembers Civil Relief

Act, and section 5 0 rade Commission Act. (Updated in version 1.1)

When planning supervisory activi
sharing agreements, delegation ord
regulations governing cooperation a
version 1.1)

iners must follow existing written information-
, inter@gency agreements, OCC policies, and laws and

imyon sharing with other regulators. (Updated in

Regulatory Ratings

Related “Bank Supervision Process” Booklet Sections

“Examination Authority and Full-Scope, On-Site Examination Re nt” >Regulatory Ratings”
“Uniform Financial Institutions Rating System (Commonly Known &g CAMEL

“Uniform Rating System for Information Technology”

“Uniform Interagency Trust Rating System”

“Uniform Interagency Consumer Compliance Rating System”

“Community Reinvestment Act Rating System”

“ROCA Rating System”

The OCC uses the uniform interagency rating systems adopted by the FFIEC to assign bank
ratings. The CAMELS or ROCA composite and component ratings, and applicable specialty
area ratings, are formally communicated to the bank’s board of directors (board) and bank

4 Refer to 12 USC 5481 for the definition of “enumerated consumer laws.”
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> Full-Scope Examination Requirement and Types of Supervisory Activities

management through the report of examination (ROE) or other formal written
communication (e.g., a supervisory letter). The contents of the OCC’s formal written
communications, including regulatory ratings, are confidential, except for the bank’s
Community Reinvestment Act (CRA) performance evaluation.’ The CAMELS or ROCA
rating system and the OCC’s risk assessment system (RAS) are used together during the
supervisory process to document the bank’s condition and resilience.

A national bank (except federal branches or agencies) or FSA’s composite rating under the
Uniform Financial Institutions Rating System (UFIRS), or CAMELS, integrates ratings from
six component areas: capital adequacy, asset quality, management, earnings, liquidity, and
sensitivity to market risk. Component ratings are assigned for the specialty areas of IT, trust,
consumer compliance, and CRA (ITCC). ROCA is the interagency uniform supervisory
rating system for federal branches and agencies. ROCA integrates ratings from four
component areas: risk management, operational controls, compliance, and asset quality.
These components represent the major activities or processes of a branch or agency that may
raise supervisory concern.

Composite and compgnent ratings range from 1 to 5, except for the CRA rating, which is
descriptive rather erical. A 1 rating is the highest and represents the least
supervisory con ating the strongest performance and risk management practices
relative to the bank’ lexity, and risk profile. A 5 rating is the lowest and
represents the greateSt concern, indicating the most critically deficient level of
performance and risk ctices relative to the bank’s size, complexity, and risk
profile.

Full-Scope Examination Regfirenjent and
Types of Supervisory Activit

Related “Bank Supervision Process” Booklet Se€tio

e “Examination Authority and Full-Scope, On-Site Exa

5 For more information, refer to the “Disclosure of Ratings” section of the “Bank Supervision Process” booklet.

612 USC 1820(d) requires the OCC to conduct a full-scope, on-site examination of each insured depository
institution every 12 or 18 months. The OCC applies this statutory examination requirement to all types of banks
(federal branches and agencies excepted), regardless of Federal Deposit Insurance Corporation-insured status
(refer to 12 CFR 4.6). The frequency of on-site examinations for federal branches and agencies is prescribed by
12 USC 3105(c) and 12 CFR 4.7. (Footnote updated in version 1.1)
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> Full-Scope Examination Requirement and Types of Supervisory Activities

e satisfy the core assessment’ and are sufficient in scope to assign the bank’s regulatory
ratings,® except CRA ratings.®

e result in conclusions about the bank’s risk profile.

e review the bank’s BSA compliance program.

e assess the bank’s compliance with the national flood insurance program, if the bank is an
insured depository institution.©

e include on-site supervisory activities. !

e conclude with the issuance of an ROE.*?

For midsize and large banks, the OCC fulfills the full-scope, on-site examination requirement
by aggregating the supervisory activities conducted during the bank’s supervisory cycle.
Supervisory activities are the various examination and supervision activities that are
conducted throughout the bank’s supervisory cycle. Supervisory activities for midsize and
large banks generally fall within two categories—ongoing supervision and target
examinations.

e Ongoing supervision is the OCC’s process for assessing risks and reviewing core
knowledge abo bank on an ongoing basis. Ongoing supervision conclusions can
result in chang (Re OCC’s supervisory strategy, regulatory ratings, or RAS
conclusions Yor t onitoring is a type of quarterly ongoing supervision. For more
information, ref nitoring” section of this booklet.

e Target examinati focus on one particular product (e.g., credit cards), function
(e.g., audit), or risk , opefatiOpal risk) or may cover specialty areas (e.g., municipal
securities dealers). Concl@siong from target examinations are generally communicated to

the bank in supervisory let aminations are often conducted as integrated risk
reviews by business or product lihe. Bedause a product may have implications for several
risk categories, target examinati neg@My focus on risk controls and processes for

each applicable risk category. For exa rget examination of credit card lending
activities focuses on credit risk; operati m credit card fraud, processing errors,
or service interruptions; interest rate risk fro goductory rates; compliance risk
tory lending practices or

ion Overview and Procedures
db. Examination Manual.

ratings (as applicable)
and specialty area ratings for IT, trust, and consumer compliance. Refer to th8 atory Ratings” section of

this booklet.
® CRA evaluations for banks with assets in excess of $250 million generally are conducted within 36 to 48
months from the start of the prior CRA examination, depending on the bank’s risk characteristics. For more
information, refer to the “Community Reinvestment Act” section of the “Bank Supervision Process” booklet.

10 Refer to 12 USC 1820(i) and the “National Flood Insurance Program” section of the “Bank Supervision
Process” booklet.

11 The extent of on-site examination work is flexible.

12 Refer to the “Report of Examination” section of the “Bank Supervision Process” booklet.
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inadequate controls for the confidentiality and privacy of consumer information. Findings
from these target examinations provide input for the core assessment and quarterly RAS
updates.

%
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Risk-Based Supervision Approach

Related “Bank Supervision Process” Booklet Sections

e ‘“Introduction” > “Bank Affiliates and Related Organizations”

e “Examination Authority and Full-Scope, On-Site Examination Requirement”
e “Risk-Based Supervision Approach”

e Appendix A, “Functional Regulation”

From a supervisory perspective, risk is the potential that events will have an adverse effect on
the bank’s current or projected financial condition®® and resilience.* In carrying out its
mission, the OCC employs an ongoing risk-based supervision approach focused on
evaluating risk, identifying material and emerging concerns, and requiring banks to take
timely corrective action before deficiencies compromise their safety and soundness.
Examiners evaluate risk using the RAS and tailor supervisory activities to the risks identified.

The OCC recognizes that banking is a business of assuming risks to earn profits. While
banking risks historically have been concentrated in traditional banking activities, the
financial services ig# has evolved in response to market-driven, technological, and
legislative chang changes have allowed banks to expand product offerings,

Midsize and large banks aSsugne Warigel risks that may be complex. The foundation of

ISiOMNis adkisk assessment framework designed to determine
whether banks effectively asses hroOghout their entire enterprise, regardless of size,
diversity of operations, or existence\f subsitiiggies and affiliates. Under the risk-based
supervision approach, examiners foc M’ banks identify and effectively manage the
risks they assume. As an organization gr diverse and complex, its risk management
processes should keep pace. When risk is not'pr anaged, the OCC directs bank

management to take corrective action. In all cas ofOCE’s primary concern is that the
bank operates in a safe and sound manner and maigfe apital commensurate with its risk.
inef® assess the risk profiles

iSaffiliated OCC-
-supervised banks

To fully implement the risk-based supervision approach,
and assign regulatory ratings to the lead OCC-supervised
supervised banks. Examiners may determine that risks in in
are increased, reduced, or mitigated in light of the consolidated le of the company as
a whole. To perform a consolidated analysis, examiners should obtam pertinent information
from banks and affiliates (refer to the “Functional Regulation” section of the “Bank
Supervision Process” booklet), assess risk to the OCC-supervised banks resulting from
activities conducted by the bank’s affiliates, and obtain information from other regulatory
agencies, as necessary.

13 Financial condition includes impacts from diminished capital and liquidity. Capital in this context includes
potential impacts from losses, reduced earnings, and market value of equity.

14 Resilience recognizes the bank’s ability to withstand periods of stress.
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Version 1.1 Risk-Based Supervision Approach > Core Knowledge and Core Assessment

Figure 1 illustrates the OCC’s risk-based supervision approach. The sections that follow
explain the relationship between each of the concepts illustrated in figure 1. Later in this
booklet, the “Supervisory Process” section explains how each of these components is
incorporated into the OCC’s supervisory process.

Figure 1: Risk-Based Supervision Components

Core
knowledge

RAS
Verification CAMELS Core

assessment
procedures ROCA

Specialty area ratings

| Xpar &v
Pro” 40\ “es

Core Knowledge
Core knowledge is information in the OC/

bank, its culture, risk profile, and other interfial
enables examiners to communicate critical data
efficiency.

vispry information systems about the

Core Assessment

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Core Assessment”

Core assessment establishes the minimum conclusions examiners must reach to assess risks
and assign regulatory ratings. Examiners must reach these conclusions during the course of
each supervisory cycle as part of meeting the requirements of the required full-scope, on-site
examination. Examiners complete one core assessment for all OCC-supervised banks within
a company during every supervisory cycle, but the core assessment (or portions thereof) may
be performed more often when the EIC or supervisory office deems appropriate. Regulatory
ratings must be assigned at least annually for each OCC-supervised bank in the company.

Comptroller's Handbook 9 Large Bank Supervision



Version 1.1 Risk-Based Supervision Approach > Expanded and Verification Procedures
and Risk Assessment System

The core assessment’s standards are sufficiently flexible to be applied to all companies;
examiners can use the standards to assess risks for all product lines and legal entities. The
structure of the core assessment facilitates the analysis of risk in merging companies because
examiners use a common language and the same standards to assess risks.

Examiners should use judgment in deciding how to perform their assessments using the core
assessment, including the level of transaction testing needed. Examiners should be alert to
specific activities or risks that may trigger the need to expand the scope of the supervisory
activity, which can include expanded procedures from other Comptroller’s Handbook
booklets. A decision to modify an activity’s scope should be documented in the appropriate
OCC supervisory information system.

Expanded and Verification Procedures

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach”
> “Expanded Procedures”
> “Verification Proc

Expanded procedure etailed guidance for examining specialized activities or

beyond the core assessment. These procedures are found
in other booklets of th ’s Handbook, the FFIEC BSA/AML Examination
Manual, and the FFIEC
planning or after drawing preli

ryfconClysions during the core assessment.

Verification procedures are designe i
recordation of assets or liabilities, or to te,

procedures can be found in most booklets i
Management series of the Comptroller’s Handb,

erification of the existence or proper

Risk Assessment System

Related “Bank Supervision Process” Booklet Section

e “Risk Assessment System”

By completing the core assessment and, as necessary, expanded or verification procedures,
examiners assess the bank’s risk exposure for the following eight categories of risk using the
RAS: credit, interest rate, liquidity, price, operational, compliance, strategic, and
reputation.® These categories are not mutually exclusive. Risks also may be interdependent
and may be positively or negatively correlated.

15 Refer to the “Risk Assessment System” section of this booklet for definitions of each category of risk.
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Version 1.1 Risk-Based Supervision Approach > Risk Assessment System

As the primary regulator of federally chartered banks, the OCC has the responsibility for
evaluating the overall or consolidated risk profile of such banks. The consolidated risk profile
is developed by combining the assessment of risks at each affiliated federally chartered bank,
including an assessment of the material risks posed to the banks by the banks’ or any FRA’s
functionally regulated activities, as appropriate. The relative importance of each risk, both for
an individual bank and for the federally chartered banks in aggregate, should influence the
development of the supervisory strategy, the assignment of resources, and the bank’s
regulatory ratings.

For each of the eight categories of risk, examiners draw conclusions regarding the quantity of
risk, quality of risk management, aggregate risk, and direction of risk:

e Quantity of risk is the level or volume of risk that the bank faces and is characterized as
low, moderate, or high.

e Quality of risk management is how well risks are identified, measured, controlled, and
monitored and is characterized as strong, satisfactory, insufficient, or weak.

e Aggregate risk is a summary conclusion about the level of supervisory concern.
Aggregate risk ing@rporates assessments about the quantity of risk and the quality of risk
management. (& ers weigh the relative importance of each.) Examiners characterize
aggregate risk as mgderate, or high.

e Direction of ris ctive assessment of the probable movement in aggregate risk
over the next 12 m Is characterized as decreasing, stable, or increasing. The

direction of risk ofteMnflue e supervisory strategy, including how much validation
is needed. If risk is decfed@inQ\th® examiner expects, based on current information,
aggregate risk to decline 0 e months. If risk is stable, the examiner expects

aggregate risk to remain unchanged. If rjsk is increasing, the examiner expects aggregate
risk to be higher in 12 months. /
The presence of risk is not necessarily redSongforj£on
risks the bank assumes are warranted by assessi
in a manner consistent with safe and sound ban

rn. Examiners determine whether the
the risks are effectively managed

management should report to the board on the bank’
and emerging risks. The bank should have the capacity t

If examiners determine that a risk is unwarranted (e.g., not effec anaged or supported
by adequate capital), they must communicate to bank management and the board the need to
mitigate or eliminate the unwarranted risk. Appropriate actions may include reducing
exposures, increasing capital, or strengthening risk management practices.

Examiners should discuss RAS conclusions (preliminary and final) with bank management
and the board during each supervisory cycle. Following preliminary discussions, examiners
should adjust conclusions when appropriate. Once the risks have been clearly identified and
communicated, the OCC can then focus its supervision on the areas of greater risk within the
bank, the consolidated banking company, and the banking system. If a change to the RAS

Comptroller's Handbook 11 Large Bank Supervision



Version 1.1 Risk-Based Supervision Approach > Risk Assessment System

occurs that warrants altering the bank’s supervisory strategy or requires corrective action by
bank management, examiners should formally communicate the rationale for the change to
bank management or the board and obtain commitments for any required corrective actions.
These communications help the bank and the OCC reach a common understanding of the
bank’s risks, focus on the strengths and weaknesses of risk management, and achieve
supervisory objectives.

Risk Management

Because market conditions and company structures vary, no single risk management system
works for all banks or companies. The sophistication of risk management systems should be
proportionate to the risks present and the bank’s size and complexity. As an organization
grows more diverse and complex, the sophistication of its risk management should keep
pace.

Risk management systems of large banks must be sufficiently comprehensive to enable
senior bank management to identify and effectively manage the risk throughout the company.
Banks of $50 billion @g more in average total consolidated assets (covered banks) are subject
to heightened stang@ s detailed in 12 CFR 30, appendix D. Under these standards, the
OCC expects co¥ere 0 establish and adhere to a written risk governance framework
to manage and contr

véseveral things in common; for example, they are
less of the risk management system’s design,

Sound risk management syst
independent of risk-taking ac

Identify risk: To properly identify ris and management should recognize and
rorg new business initiatives, including
, aal third-party relationships, and those
Q (tory changes. Risk identification
s ign, portfolio, and enterprise
t also should identify
busipess that may amplify

egoiRg mergers and
consolidations to ensure that risks are appropriately addressed. '& ification in merging
companies begins with establishing uniform definitions of risk; a\gggagon language helps to
ensure the merger’s success.

that arise from external market forces or regulat
should be a continual process and should occur at
levels. For larger, more complex banks, the board anChmmé
interdependencies and correlations across portfolios and I

Measure risk: Accurate and timely measurement of risks is essential to effective risk
management systems. A bank that does not have a risk measurement system has limited
ability to control or monitor risk levels. Further, the bank needs more sophisticated
measurement tools as the complexity of the risk increases. Management should periodically
conduct tests to ensure that the bank’s measurement tools are accurate. Sound risk
measurement systems assess the risks at the individual transaction, portfolio, and enterprise
levels. During bank mergers and consolidations, the effectiveness of risk measurement tools
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is often impaired because of the incompatibility of the merging systems or other problems of
integration. Consequently, the resulting company should make a concerted effort to ensure
that risks are appropriately measured across the merged entity. Larger, more complex
companies should assess the effect of increased transaction volumes across all risk
categories.

Monitor risk: Management should monitor risk levels to ensure timely review of risk
positions and exceptions. Monitoring reports should be timely and accurate and should be
distributed to appropriate individuals including the board to ensure action, when needed. For
larger, more complex banks, monitoring is vital to ensure that management’s decisions are
implemented for all geographies, products and services, and legal entities. Well-designed
monitoring systems allow the board to hold management accountable for operating within
established risk appetites.

Control risk: The board and management should establish and communicate risk limits
through policies, standards, and procedures that define responsibility and authority. These
limits should serve as a means to control exposures to the various risks associated with the
bank’s activities. Thedimits should be tools that management can adjust when conditions or
agement also should have a process to authorize and document
hen warranted. In banks merging or consolidating, the transition

exceptions to ri

should be tightly conirolleg? Buysiness plans, lines of authority, and accountability should be
clear. Large, diversifie s sfould have strong risk controls covering all geographies,
products and services, legal gPtities to prevent undue concentrations of risk.

Refer to the “Corporate and
more information regarding risk Magégeme

Risk Management Assessme %

Examinations of midsize and large banks fo€us
risk management systems. Periodic validation,

ce” booklet of the Comptroller’s Handbook for

Querall integrity and effectiveness of

systems, they consider the bank’s policies, processe
of these areas is deficient, the bank’s risk management is

e Policies are statements of actions adopted by the bank to

be consistent with the bank’s underlying mission, risk appetite, and core values. Policies
should be reviewed periodically for effectiveness and approved by the board or
designated board committee.

e Processes are the procedures, programs, and practices that impose order on the bank’s
pursuit of its objectives. Processes define how activities are carried out and help manage
risk. Effective processes are consistent with the underlying policies and are governed by
appropriate checks and balances (such as internal controls).

e Personnel are the bank staff and managers who execute or oversee processes. Bank
personnel should be qualified and competent, have clearly defined roles and
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responsibilities, and be held accountable for their actions. Personnel should understand
the bank’s mission, risk appetite, core values, policies, and processes. Banks’
compensation programs should be designed to attract and retain personnel, align with
strategy, and appropriately balance risk-taking and reward.

e Control systems are the functions (such as internal and external audits and quality
assurance) and information systems that bank management uses to measure performance,
make decisions about risk, and assess the effectiveness of processes and personnel.
Control functions should have clear reporting lines, sufficient resources, and appropriate
access and authority. Management information systems (MIS) should provide timely,
accurate, and relevant feedback.

Measuring and Assessing Risk

Using the OCC’s core assessment standards as a guide, examiners obtain both a current and
prospective view of the bank’s risk profile and determine the bank’s overall condition. When
appropriate, this risk profile incorporates the potential material risks to the bank from
functionally regulated activities conducted by the bank or the bank’s FRAs.” Completing the
core assessment proydtles the conclusions to complete the RAS. Together, the core

r complexity.

ank management to address deficiencies before those
deficiencies compromise the fety and soundness. The RAS also facilitates
discussions with bank manag a oard about the bank’s risks.

Internal Controls and Audit

Examiners evaluate and validate the two

omponents of any bank’s risk

accurate evaluation of internal controls and aud
bank. Examiners communicate to the bank their oV
insufficient, or weak) of the system of internal contro
any significant concerns or weaknesses, in the ROE. Bas

16 Refer to OCC Bulletin 2010-24, “Incentive Compensation: Interagency Guidance on Sound Incentive
Compensation Policies,” for information regarding incentive compensation policies and practices.

17 Refer to the “Functional Regulation” section of the “Bank Supervision Process” booklet.
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Internal Controls
(Section updated in version 1.1)

An effective system of internal controls is the backbone of the bank’s risk management
system. As required by 12 CFR 363, bank management must assess the effectiveness of the
bank’s internal control structure annually and the external auditors must attest to bank
management’s assertions.*® Examiners should obtain an understanding of how the auditors
reached their conclusions for their attestation of bank management’s assertions.

The core assessment includes factors for assessing the bank’s control environment during
each supervisory cycle. The factors are consistent with industry-accepted criteria®® for
establishing and evaluating the effectiveness of internal controls. When examiners need to
use expanded procedures, they should refer to the “Internal Control” booklet of the
Comptroller’s Handbook (national banks), OTS Examination Handbook section 340,
“Internal Control” (FSAS), other appropriate booklets of the Comptroller’s Handbook, the
FFIEC IT Examination Handbook, and the FFIEC BSA/AML Examination Manual. These
resources provide mage information on the types of internal controls commonly used in
specific banking f

Audit

Related “Bank SupervisioRrocess Bogklet Section

e “Examination Authority and Full&Sco -Site Examination Requirement” > “Assessment of Audit

Functions”
Assessment of the bank’s audit func (in

overall supervisory process and forms thegddesi
controls. Effective bank audit functions ma
activities and contribute to strategies for future
1.1)

and external) is fundamental to the OCC’s

the OCC’s assessments of internal

lish the scopes of current supervisory
activities. (Updated in version

The EIC should tailor the audit review to fit examination
she should consider the bank’s size, complexity, scope o

18 Banks that are subject to 12 CFR 363 or that file periodic reports under 12 CFR 11 and 12 CFR 16.20 may be
subject to the provisions of the Sarbanes—Oxley Act. For more information, refer to the “Internal and External
Audits” booklet of the Comptroller’s Handbook.

19 The Committee of Sponsoring Organizations of the Treadway Commission’s 1992 report “Internal Control-
Integrated Framework” discusses control system structures and components. The committee is a voluntary
private-sector organization, formed in 1985, dedicated to improving the quality of financial reporting through
business ethics, effective internal controls, and corporate governance. The committee was jointly sponsored by
the American Accounting Association, the American Institute of Certified Public Accountants, the Financial
Executives Institute, the Institute of Internal Auditors, and the National Association of Accountants.

Comptroller's Handbook 15 Large Bank Supervision



Version 1.1 Risk-Based Supervision Approach > Risk Assessment System

e drawing a conclusion about the adequacy and effectiveness of the overall audit program
and the board’s oversight of the audit program.
e assigning a rating to the overall audit program (strong, satisfactory, insufficient, weak).

Midsize and large bank examiners should begin with the minimum audit standards from the
“Core Assessment” section of this booklet and tailor their review of audit to fit their
objectives and needs. Examiners should take into consideration audit assessments in other
target examinations, along with ongoing supervision activities, when completing the audit
core assessment. As part of the audit reviews, examiners may need to perform expanded
procedures from the “Internal and External Audits” booklet to assess the audit function.

The review of internal audit work papers, including those from outsourced internal audit,
may not be waived during any supervisory cycle. The EIC has flexibility, however, in
limiting the scope of the work paper reviews (i.e., the number of internal audit programs or
work papers reviewed) based on his or her familiarity with the bank’s audit function and
findings from the previous review of internal audit. Examiners typically do not review
external audit work papers?® unless the review of the internal audit function discloses
significant issues (e.gginsufficient audit coverage) or questions are raised about matters

expanded procedures in th
the Comptroller’s Handbook s); OTS Examination Handbook section 340,
“Internal Control” (FSAS); or other @ppropriate booklets of the Comptroller’s Handbook, the
FFIEC IT Examination Handbook, @k the FFIBE BSA/AML Examination Manual. (Updated
in version 1.1) /:

5 financial or risk management
audit review to include

verification procedures. Even when the external audite nqualified opinion,
verification procedures should be considered if discrepa

question the accuracy of the opinion. The extent to which

Direct confirmation with the bank’s customers must have prior approval of the appropriate
deputy comptroller. The Enforcement and Compliance Division should be notified when
direct confirmations are being considered.

20 Before reviewing external auditor work papers, examiners should meet with bank management and the
external auditor, consult with the OCC’s chief accountant, and obtain approval from the supervisory office.

2L Internal control questionnaires and verification procedures can be found in certain booklets of the
Comptroller’s Handbook.
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If examiners identify significant audit weaknesses, the EIC should recommend to the
appropriate supervisory office what action the OCC should take to require the bank to correct
the weaknesses. Consideration should be given to whether the bank complies with the laws
and regulations?? that establish minimum requirements for internal and external audit
programs. Further, if the bank does not meet the audit system operational and managerial
standards of 12 CFR 30, appendix A, possible options to consider are having bank
management develop a compliance plan, consistent with 12 CFR 30, to address the
weaknesses, or making the bank subject to other types of enforcement actions. In making a
decision, the supervisory office considers the significance of the weaknesses, the overall
audit assessment, audit-related matters requiring attention (MRA), bank management’s
ability and commitment to effect corrective action, and the risks posed to the bank.

For more information, refer to the “Bank Supervision Process” and “Internal and External
Audits” booklets of the Comptroller’s Handbook.

12 CFR 363 Annual Report Review

Examiners review 12LFR 363 annual reports for banks covered by 12 CFR 363 or voluntary
submitters of such s.23 The primary purpose of this review is to facilitate the early

conduct a review of the 1 363 annual reports as part of the next ongoing supervision
activity or target examj later than the quarter following the bank’s submission.
in the supervisory process, for example, in examination
rations, subsequent examinations, and discussions with
iigers should promptly advise the supervisory office
disclaimer of opinion encountered. For more
information, refer to appendix C, “1 CFIy?eporting,” of the “Internal and External

d

planning, supervisory stra
bank management, as approp

Audits” booklet of the Comptroller’s

Supervisory Process

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process”

The OCC fulfills its mission principally by supervising banks'og
midsize and large banks, supervisory activities occur throughou
supervisory process includes planning, supervisory activities, communication, and
documentation as illustrated in figure 2. The elements of the OCC’s risk-based supervision
approach discussed earlier in this booklet are integrated throughout the supervisory process.

@ )ing basis. In
(e _sypervisory cycle. The

22 For more information on the laws, regulations, and policy guidance relating to internal and external audit
programs, refer to appendix A of the “Internal and External Audits” booklet of the Comptroller’s Handbook.

23 The requirements are applicable to all banks with $500 million or more in total assets. Banks below this asset
threshold may choose to voluntarily comply with some or all of 12 CFR 363’s requirements.
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Figure 2: Supervisory Process
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Planning

Related “Bank Supervision Process” Booklet Section

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planfipg

Planning is essential to effective supervision and occurs throughout the bank’s supervisory
cycle. Planning requires careful and thoughtful assessment of the bank’s current and
anticipated risks (e.g., examiners should assess the risks of both existing and new banking
activities).?* Planning includes

24 Refer to OCC Bulletin 2017-43, “New, Modified, or Expanded Bank Products and Services: Risk
Management Principles.”
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e developing and maintaining a supervisory strategy for each bank. (Supervisory strategies
for OCC-supervised banks are generally documented as one strategy for all OCC-
supervised banks within the company.)

e examination planning that occurs before starting a supervisory activity.

e coordinating with other regulators, as appropriate.

Supervisory Strategy

Related “Bank Supervision Process” Booklet Sections

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning” > “Supervisory Strategy”
e “Examination Authority and Full-Scope Examination Requirement” > “Specialty Area Considerations”

The supervisory strategy is the OCC’s detailed supervisory plan for the bank and outlines
supervisory objectives, supervisory activities, and work plans. The supervisory strategy
integrates all supervisory activities planned for the supervisory cycle and quantifies the
necessary examiner resources (e.g., work days and experience level) to complete the
identified activities.

Supervisory str OCC-supervised banks (e.g., within a multibank holding company)
are generally documghted e strategy for all OCC-supervised banks within the company.
If necessary, consolitla ategies can be supplemented by plans specific to one or more

affiliates. The EIC develgps the
or functional EICs, as appfepgia
reviews and approves each st
comptroller approves the strateg¥
supervisory information system.

visory strategy with input from the resident examiners
large banks, the appropriate deputy comptroller
idsize banks, the appropriate assistant deputy
mines document strategies in the appropriate OCC

Each supervisory strategy includes super\( ectives, supervisory activities, and work
e core knowledge, core assessment, RAS, regul
the bank.

plans, and is based on
¢
statutory examination requirements.

the OCC’s annual bank supervision operating plan.?

supervisory priorities of the agency.

economic conditions.

banking industry trends.

other examination guidelines (e.g., expanded procedures in the Comptroller’s Handbook,
FFIEC IT Examination Handbook, or FFIEC BSA/AML Examination Manual).

gs, and the supervisory history of

The supervisory strategy should also incorporate an assessment of the company’s merger and
acquisition plans and any conditions attached to corporate decisions.

% The OCC’s Committee on Bank Supervision issues an annual bank supervision operating plan that sets forth
the OCC’s supervision priorities and objectives.
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Supervisory objectives define the goals of supervision for the specific bank, based on its
risk profile, and are the foundation for all activities and work plans. Strategies may optionally
include an overview of the profiles of the bank’s significant lines of business to support the
supervisory objectives.

Supervisory activities are the means of achieving supervisory objectives. Each activity must
be linked to at least one objective. Supervisory activities must be sufficient, in aggregate, to
meet the definition of a full-scope, on-site examination.?® The strategy should identify
ongoing supervision and target examination activities recommended for each quarter of the
supervisory cycle. This information is often consolidated by each RAS element included on
the OCC’s quarterly risk assessment and then modified to address the bank’s specific risk
profile, including areas of potential or actual risk, emerging risks, and regulatory mandated
examination areas.

Work plans outline the scope, timing, and resources needed to meet the supervisory
objectives and activities. Work plans should

xity, workdays, and expertise of staff needed to perform the bank
ecommended for the year.
ugdget projection of the work to be completed, including any

e identify the com
supervisory acid
e include a pr
international tra

boards, bank management, ba
information is to be exchanged (1.e.

and other regulators and describes how this
eetin@s and reports).

Supervisory strategies are dynamic. S {
based on company, industry, economic, 16gis
should follow established procedures for receivi

changes. Examiners should discuss supervisory
are made and when any of the plans are modified.

eviewed and updated on an ongoing basis
regulatory developments. Examiners

Coordination With Other Regulators

Related “Bank Supervision Process” Booklet Sections

e ‘“Introduction” > “Bank Affiliates and Related Organizations”

e “Examination Authority and Full-Scope Examination Requirement” > “Specialty Area Considerations” >
“Consumer Compliance”

e “Risk-Based Supervision Approach” > “Supervisory Process” > “Planning” > “Coordination With Other
Regulators”

e Appendix A, “Functional Regulation”

26 Refer to the “Full-Scope Examination Requirement and Types of Supervisory Activities” section of this
booklet for criteria.

Comptroller's Handbook 20 Large Bank Supervision



Version 1.1 Risk-Based Supervision Approach > Supervisory Process

Effective planning for supervision of midsize and large banks, especially complex,
diversified companies, requires adequate and timely communication among supervisory
agencies, including functional regulators. Effective functional supervision is attained through
close cooperation and coordination among the various regulators. EICs should maintain open
channels of communication with other regulators and work directly with them on bank-
specific items. By doing so, EICs help promote comprehensive supervision and reduce the
burden of overlapping jurisdiction on the regulated entities.

Examiners should be aware of the bifurcated authorities between the CFPB and the OCC for
banks with more than $10 billion in assets. The prudential regulators and the CFPB signed a
Memorandum of Understanding on Supervisory Coordination dated May 16, 2012, intended
to facilitate the coordination of supervisory activities involving financial institutions with
more than $10 billion in assets as required under Dodd—Frank.?’ (Updated in version 1.1)

When planning supervisory activities, examiners must follow existing written sharing
agreements, delegation orders, interagency agreements, OCC policies, and laws and
regulations governing cooperation and information sharing with other regulators. Interagency
guidelines on coordination among U.S. banking regulators are detailed in Banking Bulletin
amination Coordination Guidelines.” Examiners planning
ternational operations should also coordinate with the International
egarding communications with foreign bank supervisors.

(Updated in version

Supervisory Activity CompogpeRis

Supervisory activities, regardless of #ype, inglude discovery, correction (when applicable),
monitoring, and examination manag@ment. \Wi@n assessing the bank’s condition, examiners
must consider the r